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right to request that this be done. “The 
right to request an amendment does 
not apply to medical information not 
created by the provider or insurer cur-
rently maintaining or using the infor-
mation,” according to the regulation 
(5). This is known as the third- party 
amendment exception, which allows a 
covered entity (e.g. a hospital) to reject 
a record amendment request if the 
false information came from a third 
party—for example, from a surgeon 
who operated on an individual who 
stole the defrauded patient’s medi-
cal identity. An exception to this rule 
applies when the patient/appellant has 
proof that the originator of the incor-
rect information (“third party”) is no 
longer available to appeal to. In such 
a circumstance, the organization the 
patient is petitioning may override the 
third-party exemption. 

HIPAA limitations aside, 
patients also � nd barriers in locating 
records, both insurance and medi-
cal. Furthermore, no single govern-
mental agency administers these 
cases. Although the FTC encourages 
consumers to report medical identity 
theft, this agency is not empow-
ered to act in the healthcare realm, 
which is under the purview of the 
Department of Health and Human 
Services (4).

How Institutions Can Combat 
Fraud and Help With Recovery
Healthcare institutions should 
promptly notify authorities and con-
sumers about medical data breaches. 

Speedy noti� cation helps prevent or 
limit consumer � nancial loss and may 
be life-saving (Figure 2). 

Privacy advocates argue that the 
government should expand patients’ 
rights to correct their health records 
by amending the HIPAA health 
privacy rule. Speci� cally, they con-
tend that the third-party amend-
ment exception rule is not adequate 
justi� cation for rejecting amendment 
requests. Disavowal of responsibility 
for false information in records, regard-
less of origin, is considered indefensi-
ble. Additionally, advocates have called 
for all iterations of a patient’s record to 
be locatable and corrected (6).

Few would disagree that there is 
considerable room for improvement 
in the current system for amend-
ing medical records arising from 
fraud and medical identity theft. The 
particular dif� culty in detecting this 
type of fraud and potentially grave 
consequences for its victims abso-
lutely demands more vigilance and 
proactive measures.

How to Report Medical Identity 
Theft Crimes 
Medicare fraud: OIG.HHS.gov/
fraud/hotline. 

Misuse of personal information 
is reportable to the Federal Trade 
Commission’s Identity Theft hotline: 
FTC.gov/idtheft. 
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F1 The World Privacy Forum Medical Identity Theft map (3 ) F2   Identity theft victims are at risk of 
signi� cant harm when their lab results 
become intermingled with those of a 
thief, as lab-related diagnosis of the thief 
can be assigned falsely to the victim. 
Speci� c risks include:

• Wrong blood type leading to risk of
transfusion error

• False maternity or paternity
determinations

• Wrong allergy test results leading to
pharmacy error

• Positive drugs of abuse screen
leading to loss of employment

• Positive lab results that lead to loss
of life insurance
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