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Patient Access to Lab Results

Via Electronic Health Records
Patient Portals Can Raise Questions
About Drug and Toxicology Testing

By Matthew D. Krasowski, MD, PhD

lectronic health records (EHRs), also known as

electronic medical records, are common in many

industrialized countries (1, 2) EHRs store patient

health information, allowing authorized users to
access this information securely and efficiently. Re-
cently, applications have been developed that allow
patients to access their health information from the
EHR via online “patient portals” (3-5).

In the U.S., legislative and regulatory initiatives
such as the Health Information Technology for Eco-
nomic and Clinical Health Act promote the use of pa-
tient portals to encourage patient involvement in
healthcare decisions (6). The act also includes finan-
cial incentives and penalties that have driven adoption
of EHRs by physician practices, approximately 90%
of which now use EHRs. Two of the most widely used
patient portals in the U.S. are My HealtheVet
(Department of Veterans Affairs) (7) and MyChart
(Epic, Inc.) (8).

EHR patient portals are one mechanism by which
patients or their delegates can access protected health
information that traditionally was available only
through hard copies provided by the healthcare team
or through formal medical record requests.

Portals Popular

The portals are popular among patients, leading
healthcare institutions to work to increase portal use
and functionality (5,9,10). In theory, patient portals
can streamline otherwise time- consuming tasks such
as appointment scheduling and cancellation, prescrip-
tion refill requests, phone calls for nonurgent issues,
and mailing hard copies of test results or referral let-
ters. Patients can download health information such as
clinic notes, inpatient discharge summaries, medica-
tion lists, immunization records, and growth charts.
Patient portal use has been shown to improve

healthcare coordination and communication between
patients and their healthcare teams (11-13).

Institutions that offer patient portals typically
establish a process for patients to activate their ac-
counts, with security safeguards to limit access to
unauthorized information (11-13). Depending on
local statutes and institutional policy, parents and
legal guardians can obtain “proxy” portal access to
health information of their dependents.

Appointment scheduling, prescription refills,
laboratory results, radiology imaging reports, and
direct messaging with the healthcare team are some
of the most popular features of patient portals.

In the U.S. and Europe, multiple studies have
shown that the most frequent users of patient portals
tend to be Caucasian, female, and adults aged 25 to
50 years (7,8,10,14). Factors that impact use of pa-
tient portals include fluency with the language used
in the EHR, comfort and familiarity with using the
Internet, broadband Internet access, healthcare litera-
cy, support and assistance from family and friends,
and encouragement by the healthcare team. Al-
though the functions of patient portals apply most
commonly in the ambulatory/outpatient setting, re-
cent efforts have focused on developing applications
for the inpatient setting (for example, ordering meals
and sending nonurgent questions to the clinical
team) (15-17).

Issues with Releasing Lab Results

Most patient portals release diagnostic test re-
sults (laboratory results and radiology imaging re-
ports), although institutions vary in their practices
for doing so (2,8,18-20). No government regulations
delineate overall policies on the release of test re-
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sults through patient portals, but some local statutes
apply to specific tests. For example, in some states
statutes mandate that patient counseling must occur
before positive human immunodeficiency virus
(HIV) results may be released. These laws preclude
unrestricted release of HIV results through a patient
portal (19).

The release of diagnostic test results can involve
ethical and safety implications, particularly with
those that are abnormal, challenging to interpret, or
convey unfavorable news (19). Examples include
laboratory results that indicate diagnosis or recur-
rence of cancer or the presence of a life-threatening
chronic disease such as HIV. On the other hand, a
delay in releasing results may increase patient angst
caused by waiting.

There are many approaches to releasing labora-
tory test results to the patient portal once the result is
finalized in the EHR (19,20). The simplest is to re-
lease the result immediately after it appears in the
EHR (unrestricted release). Based on the author’s
experience, this approach is not common, at least as
a global policy for laboratory tests. However, some
institutions have moved toward rapid release for
common tests such as electrolytes, liver enzymes,
and pregnancy tests.

Restricting Release

Most institutions restrict the release of results,
and there are many possible approaches to doing so
(19,20). One approach is to release results after an
authorized healthcare provider has reviewed them in
the EHR. This release can be done by clicking a but-
ton for a result or set of results. This “manual re-
lease” potentially allows results to be released quick-
ly after becoming available in the EHR. The
healthcare provider may add some comments or an-
notations such as a brief interpretation with reassur-
ance of a normal result or the need for follow-up.

An alternative approach is to automatically re-
lease results at a specified time after finalized results
appear in the EHR (auto-release) (19,20). At institu-
tions that allow for manual release of test results to
the patient portal, auto-release can occur if a provider
does not release the results within a specified time
range.

Depending on functionality of the patient portal,
multiple categories of auto-release can be created for
different types of laboratory tests. For example, rou-
tine laboratory tests (such as electrolytes, urinalysis,
blood glucose, complete blood count, and prothrom-
bin time) may be in a faster auto-release category
than more sensitive tests, such as tumor markers, sur-
gical pathology reports, and genetic tests.

Routine tests may be released on the same day,

next business day, or after one business day, whereas
more sensitive tests may have an auto-release win-
dow of four or seven business days to allow more
thorough review by the healthcare provider. Finally,
some tests may be designated as “do not release” and
never appear in the patient portal. These may include
HIV testing (as discussed above) and genetic or bio-
chemical tests that require face-to-face counseling
due to the serious implications of the diagnosis, such
as Huntington’s disease gene testing.

Auto-Release Challenges

There are challenges regardless of the auto-
release strategy adopted. Rapid auto-release practices
can lead to patients viewing their results before busy
providers have had a chance to review and discuss
them with the patient in person or by phone. This
may present no problems for test results that are nor-
mal, were expected, or discussed as possibilities. At
my own institution (an academic medical center in
Iowa), we documented rare cases where patients
were distressed by seeing concerning results, such as
recurrence of cancer, in the patient portal prior to
communication with the clinical team. These cases
occurred with both auto-release and manual release
when information was inadvertently released earlier
than intended. The cases led to safety alerts and edu-
cational efforts. Slower auto-release can increase pa-
tient angst for what may ultimately be a normal and
reassuring result.

More complex strategies for auto-release in-
clude releasing “normal” results, such as a negative
screen or a value within the reference range, earlier
than abnormal results. This strategy has appeal for
tests like sexually transmitted disease testing or tu-
mor markers. One potential challenge is that patients
who do not see a result appear quickly may infer that
the result is abnormal, even if final interpretation of a
positive result is pending confirmatory testing.

Towa Studies on Portals

Even though laboratory test access is a popular
feature of patient portals, there is relatively little lit-
erature on institutional experience with this practice.
The author and colleagues have published several
studies analyzing patient access to laboratory results
at the University of lowa Hospitals and Clinics, an
811-bed academic medical center in Iowa City (18-
20). Several trends are evident.

First, the patterns of access to laboratory test
results parallel the broader trends in EHR usage, with
higher viewing by Caucasians, females, and patients
aged 18-50. Viewing of laboratory tests is also high
among patients under the age of 11, where the access
is by proxy by the parent or legal guardian.

Second, patients view laboratory tests in the
portal far more frequently when the tests are ordered
in the outpatient setting than in inpatient and emer-
gency department settings. This is likely influenced
in part by institutions advertising their portals to out-
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patients. The large numbers of tests ordered in some
inpatient encounters may also impact viewing. Out-
patients who have activated their accounts view tests
at rates of 60—-70%. When all patients, including
those who never activate their accounts, are included,
viewing rates are around 30—-40%. In contrast, view-
ing rates of inpatient and emergency department tests
are below 10% overall.

Third, the most frequently viewed laboratory
tests are those for sexually transmitted disease, preg-
nancy, thyroid function, glucose metabolism, and
hematology.

Implications for Toxicology and Drug Testing

At the University of lowa, patient portal view
rates for drugs of abuse/toxicology testing and thera-
peutic drug levels tended to be near the median view
rates for laboratory tests ordered in similar settings
(outpatient, inpatient, and emergency department).
However, these test results triggered a disproportion-
ately high rate of patient phone calls to the laboratory
director. These calls increased after the introduction
of the patient portal, and a high percentage of pa-
tients indicated they accessed the results in the portal.
Their questions to the laboratory director fell into
several broad categories.

The first category related to drugs of abuse
screening and confirmatory testing, with the patient
often challenging or disputing positive screening re-
sults. Some were prompted by automobile insurance
or workplace injury claims affected by positive drug
results. Interestingly, many patients indicated that the
opportunity to view these results prompted them to
activate their portals.

The second category involved questions related
to interpretation of quantitative values and units. The
most common question in this category related to
concentrations of ethanol for serum/plasma (mg/dL)
compared with blood-alcohol testing in percent v/v.
Another interesting example was that many patients
misinterpreted osmolal gaps that were negative num-
bers, confusing -18 for +18. These patients thought
the negative sign was a dash and wondered why the
value did not flag as abnormal as it appeared to be
above the abnormal limit. Our laboratory staff had
never encountered this question from healthcare pro-
fessionals.

The last category involved confusion between
interpretive comments and the actual result. In the
author’s experience, this confusion was more com-
mon when results were viewed online rather than on
a hard copy, and resulted from formatting inconsist-
encies between the electronic and paper results. In
the toxicology realm, this issue occurred most fre-
quently with the institutional panel for workup of
possible toxic alcohols and glycols, which included
tests needed for osmolal gap calculation (osmolality,
sodium, blood urea nitrogen, glucose) along with a
plasma ethanol level and a calculated osmolal gap
that accounted for the estimated contribution of etha-

nol (21). This panel included a detailed interpretive
comment intended for healthcare providers that was
appended to the result component for the osmolal
gap, explaining its calculation and interpretation. The
comment would be visible to healthcare providers
viewing the EHR only after they double-clicked on
the result component. In the patient portal, the result
and comment appeared together without any addition-
al clicks. Patients were confused by the comment,
mistaking it as part of the laboratory result.

This issue was seen with some other laboratory
tests as well. For example, after the institution
changed the testing algorithm for syphilis testing,
some patients read a comment explaining the change
in testing protocol and erroneously concluded that
their test results were positive when in fact they were
negative. These phone calls led us to adjust the portal
for the toxic alcohol/glycol panel and syphilis tests to
display the interpretive comment only for positive
results to limit patient confusion.

Summary

EHR patient portals are an increasingly popular
tool for patients to access their protected health infor-
mation, including laboratory test results. There is sig-
nificant inter-institutional variability in laboratory test
release strategies and little consensus on best practic-
es. Clinical laboratory professionals should be aware
of patient portal policies and provide input into proce-
dures. As illustrated by the examples above, patients
viewing their toxicology and drug testing results
through patient portals can lead to confrontational
questions for the clinical laboratory director.

Learning Objectives

After reading this article, the reader will be able
to describe the basic features of electronic health rec-
ord patient portals, including access to laboratory test
results, and identify potential challenges with manual
as well as auto-release of laboratory test results.
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MSACL Conference Covers a
Variety of Toxicology Subjects

By Bridgit O. Crews, PhD

The annual Mass Spectrometry: Applications to
the Clinical Lab (MSACL) Conference and Exhibits
took place in Palm Springs, CA, from April 2 to 4.
More than 800 attendees from 27 different countries
participated, with over 135 attendees receiving edu-
cational grants to attend or present their work.

On the first day, a state-of-the-science address
included updates in data science, tissue imaging, pro-
teomics, and small molecule analysis. The opening
plenary provided an overview of exosomes and ef-
forts to isolate and quantify changes in the exosomal
proteome of patients being treated for locally ad-
vanced cancer (1).

The second day was packed with six scientific
tracks and several keynote presentations. The key-
notes included a talk on the applications of matrix-
assisted laser desorption ionization imaging mass
spectrometry for the evaluation of drug distribution
and molecular changes in tissues, and the impact the
technique is having on understanding pharmacology
and disease pathogenesis. A second keynote elucidat-
ed machine learning as it is being applied to data
analysis and quality assessment (2,3).

Toxicology Sessions

Toxicology-focused sessions covered noninva-
sive matrices (oral fluid and breath) for analysis of
cannabinoids as well as for comprehensive pain man-
agement testing. The afternoon offered practical
training in the interpretation of urine drug testing for
pain management and discussion of several cases
demonstrating utility of quantitative analysis (4-6).
Environmental contaminant exposure was the focus
of another track, with presentations on urinary mark-
ers of volatile organic compounds and environmental
exposure to antibiotics during pregnancy (7,8).

A session on new analytical approaches evaluat-
ed multi-point internal calibration for rapid quantita-
tion of methotrexate in a single injection and remote
monitoring of immunosuppressant levels for pediat-
ric renal transplant patients (9,10). A special session
covered nonspecific binding issues in liquid chroma-
tography-tandem mass spectrometry (LC-MS/MS)
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and an overview of methods for evaluation of non-
specific binding and tips for dealing with it (11).

A highlight of Wednesday was an award lecture
that described several recent scientific breakthroughs
in cancer immunotherapy, including use of mass
spectrometry to characterize proteins and peptides
related to cancer immunotherapy (12).

The third day continued with a focus on toxicol-
ogy applications and practical training. There were
several presentations on applications of mass spec-
trometry for emergency toxicology screening, thera-
peutic drug monitoring, and paired maternal and neo-
natal urine drug screens (13). A session covering au-
tomation of mass spectrometry data review, results
entry, and quality monitoring rounded out the day
(14,15).

Industry-Sponsored Sessions

Other highlights of the conference included in-
dustry-sponsored sessions focused on topics such as
the art of LC-MS/MS data review and advances in
cloud-based, automated LC-MS/MS data-review
platforms. Guided poster walks offered attendees an
opportunity to interact with the presenters in group
discussions, and there were structured opportunities
to connect with experts in various fields of clinical
mass spectrometry during “meet-a-mentor”
roundtable sessions.

The meeting offered an abundance of practical
training that covered many topics related to clinical
mass spectrometry. This synopsis summarizes only a
few toxicology highlights, as there were more than
100 oral presentations and 180 posters presented on
quantitative protein analysis, metabolomics, and in-
formatics, in addition to over 40 vendor exhibits.

MSACL also offered training workshops in the
days leading up to the meeting. This year’s topics
included method development and validation, practi-
cal liquid chromatography-mass spectrometry trou-
bleshooting, and an introduction to R statistical pro-
gramming. A two-day workshop on forensic toxicol-
ogy was well-attended, which is a testament to the
toxicology community’s commitment to continuing
education.
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Kratom’s Opioids Can Lead to

Neonatal Abstinence Syndrome
Increasing Number of Case Reports
Are Appearing in the Literature

By Sarah Shugarts, PhD

Chronic pain, defined as pain lasting longer than
three months, was estimated to affect 20% of Ameri-
cans in 2016 (1,2). Although the efficacy of treating
chronic pain with opioids is debatable, as many as
one in five people receive prescription opioids long-
term for non-cancer pain in primary-care settings (3).
A recent poll by the American Psychiatric Associa-
tion found that about one third of Americans say they
know someone who is or has been addicted to opioids
or prescription pain killers (4). Data from the Centers
for Disease Control and Prevention show that opioid
overdose deaths have risen steadily in the U.S., in-
creasing from about 8000 in 1999 to just under
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48,000 in 2017 (5).

As awareness spreads about the dangers of opi-
oid use, some people are turning to legal alternatives
to self-treat pain, anxiety, and opioid withdrawal
symptoms. The users perceive these alternatives as
safer, and they are easy to obtain.

Kratom

Kratom, a natural product derived from the Mi-
tragyna speciosa tree endemic to southeast Asia, is
such an alternative. Estimates of the prevalence of its
use in the U.S. vary widely, ranging from several
hundred thousand to 4 to 5 million users (6). Al-
though the Drug Enforcement Administration and
Food and Drug Administration have discussed
changing its classification to a Class I substance,
kratom is still legal in the U.S., except where local
jurisdictions have banned it, as in Alabama, Arkan-
sas, District of Columbia, Indiana, Rhode Island,
Tennessee, Vermont, and Wisconsin (6,7,8). Kratom
can be obtained without a prescription over the Inter-
net and in smoke shops in a variety of formulations,
including powders, capsules, tablets, dried leaves,
and concentrated extracts.

Opioid Activity
Kratom has gained attention because of its opi-
ate-like activity, which is caused by two com-

pounds—the indole alkaloids mitragynine and 7-
hydroxymitragynine. Both compounds have mu and

kappa opioid receptor as well as a2 adrenergic recep-
tor agonist activity (9). Mitragynine is present in
kratom leaves in much higher amounts than 7-
hydroxymitragynine, but 7-hydroxymitragynine is
reported to be 46 times more potent. It is 17 times
more potent than morphine, making it comparable to
acetylfentanyl and furanylfentanyl (10). At low
doses, kratom produces stimulant effects. High doses
lead to sedative-narcotic effects.

With the increased use of kratom, reports of ad-
verse events are increasing. The American Poison
Control Centers reported nearly 2,000 kratom expo-
sures from 2011 to 2017, with more than half occur-
ring in the last two years (11). Commonly reported
adverse effects include nausea and constipation,
sleep disturbance, itching, sweating, and temporary
erectile dysfunction. Long-term use has been report-
ed to cause hyperpigmentation, tremor, anorexia, and
weight loss. As one would expect based on its inter-
action with opioid receptors, cessation of kratom use
is reported to lead to withdrawal symptoms, includ-
ing muscle aches and jerking, irritability, mood dis-
turbance, diarrhea, and rhinorrhea.

Neonatal Abstinence Syndrome

The reports of neonatal abstinence syndrome
(NAS) in babies whose mothers used kratom during
pregnancy are particularly disturbing. NAS is a con-
stellation of symptoms including central nervous sys-

tem, metabolic, vasomotor, respiratory, and gastroin-
testinal disturbances (12).

Treatment for NAS varies among institutions,
with some using pharmacologic treatment in neonatal
intensive care units and others using a nonpharmaco-
logic approach focusing on low-stimulation environ-
ments and bonding with the mother. Whatever treat-
ment is provided, babies with NAS require longer
hospital stays (median 19 days) than babies without
NAS and no other health problems (2-3 days) (13).
The National Institute on Drug Abuse reports that
hospital costs for treatment of NAS increased from
$90.9 million in 2004 to $563 million in 2014 (14).

Case Reports

Murthy and Clark from the University of Calga-
ry in Alberta were some of the first to publish a case
of NAS suspected to be due to kratom ingestion. Af-
ter a healthy cesarean delivery, the infant displayed
symptoms of opiate withdrawal (irritability, excessive
sucking, and sleep disturbance) at 12 hours post-birth.
Providers often assess the severity of NAS using the
Finnegan Neonatal Abstinence Scoring System,
which assigns points based on presence and severity
of withdrawal symptoms. Three continuous scores >8
or two continuous scores >12 are the cutoffs to identi-
fy infants who may need pharmacological treatment
for withdrawal (15).

The infant had a modified Finnegan score of 18,
so was admitted to the neonatal intensive care unit at
22 hours post-birth (16). Further investigation re-
vealed that the mother had used kratom tea three to
four times daily during pregnancy to alleviate symp-
toms of anxiety and restless leg syndrome. She had
no other history of opiate use. The mother rapidly
detoxified from kratom over seven days, but the baby
continued morphine treatment for a little over two
months.

Eldridge et al. reported a case of NAS in an in-
fant born to a mother who had successfully completed
rehab for oxycodone dependence and had not used
opiates in the two years prior to delivery. She tested
negative on opioid immunoassay screening on admit-
tance for delivery, but at 33 hours the infant displayed
symptoms of opiate withdrawal with modified Finne-
gan scores ranging from 9 to 14. Upon further inter-
view, the father revealed that the mother had used
kratom tea daily during pregnancy to help with sleep
and withdrawal symptoms. The baby was treated with
clonidine and discharged on day 8 (17).

Mackay et al. describe a case in which a mother
consumed 50 to 60 g of powered kratom daily during
pregnancy to treat chronic back pain and anxiety two
years after going through detoxification for oxyco-
done abuse. Her infant was treated with morphine.
The mother also received morphine treatment after
the birth to wean her off kratom prior to discharge
(18).

Davidson et al. describe a case of a mother who
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took 5 to 15 g of kratom daily during pregnancy as
an over-the-counter herbal supplement in a tablet

formulation. The mother had chronic low back pain,

fibromyalgia, and anxiety for which she was taking
prescribed gabapentin and clonazepam. The infant
began to exhibit withdrawal symptoms 24 hours af-
ter birth with modified Finnegan scores of 10 and
above. The infant received morphine treatment for
NAS and was discharged 14 days after birth (19).
Smid et al. reported two cases of treating krat-
om withdrawal in pregnant women. Both women
presented to their care providers with the desire to

wean themselves off kratom to decrease risk to their
fetuses. Both women had attempted to self-wean but
experienced withdrawal symptoms. One woman was

successfully treated with buprenorphine, and her
baby exhibited no symptoms of NAS. The other
woman was treated with buprenorphine-naloxone,
and her baby received treatment with morphine for
NAS symptoms (20).

The recent cases in the U.S. and Canada were
all published in 2018-9, with no previously pub-

lished reports. This timing indicates that NAS due to
kratom use is a relatively new phenomenon in North
America. The cases reviewed in this article illustrate

the importance of raising awareness among OB-
GYNs so they can counsel their patients about the
dangers of using kratom during pregnancy, identify
patients with unmanaged pain so appropriate treat-
ment can be provided, and identify patients who
would benefit from supervised opiate replacement
therapy.

Learning Objectives

After reading this article, the reader will be able

to summarize risks of using kratom during pregnan-

cy and list the active compounds in kratom responsi-

ble for its opiate-like effects.
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