P ueCross
NOTICE OF PRIVACY PRACTICES BlieShield

of Arizona

An Independent Licensee of the Blue Cross and Blue Shield Association

THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE USED AND DISCLOSED
ANDHOWYOU CAN GETACCESSTOTHIS INFORMATION. PLEASE REVIEW IT CAREFULLY.

This Notice describes how Blue Cross and Blue Shield of Arizona (BCBSAZ) may use and disclose your protected
health information (PHI). It also describes our legal obligations concerning your PHI and your rights to access
and control your PHI. This Notice was prepared in accordance with the federal Health Insurance Portability and
Accountability Act of 1996 (“HIPAA Privacy Regulations”), as revised.

PHI is individually identifiable health information, including actual medical information as well as your name, address,
phone number, identification number or other identifiers, collected from you or created by or received by a health
care provider, a health plan, your employer, or a health care clearinghouse and that relates to: (1) your past, present,
or future physical or mental health or condition; (2) the provision of health care to you; or (3) the past, present, or
future payment for health care provided to you.

We are required by law to maintain the privacy of your PHI. We are obligated to provide you with a copy of this
Notice and we must abide by the terms of this Notice. We reserve the right to change this Notice at any time. If we
make a material change to our Notice, we will post a revised Notice on the BCBSAZ website, azblue.com.

We will provide you a copy of the revised Notice, or information about the changes and how to obtain the revised
Notice, in our next annual mailing after the changes have been made.

USESANDDISCLOSURES OF PROTECTEDHEALTHINFORMATION (PHI)
The following is a description of how we are most likely to use and/or disclose your PHI.

Payment Activities — \We may use and disclose your PHI for all functions that are included within our payment
activities. For example, we will use or disclose your PHI to obtain premiums and to pay claims for services provided
to you in accordance with your policy. We may disclose your PHI when a provider or your designated broker or agent
requests information regarding your eligibility for coverage under our health plan, or we may use your information to
determine if a treatment that you received was medically necessary. Additionally, if you are enrolled in a group
health plan, we may disclose your PHI to your employer for it to administer the group health plan if the employer has
amended the plan document for the group health plan to limit the uses and disclosures it may make of your PHI.
Please see your plan documents for a full explanation of the limited uses and disclosures that the employer may
make of your PHI. We may also disclose summary health information to your employer

for it to obtain premium bids for the group health plan coverage or to modify or terminate the group health plan.
Summary health information has been stripped of information which would directly identify you.

Health Care Operations —\We may use and disclose your PHI for our health care operations. These functions include,
but are not limited to, quality assessment and improvement, reviewing provider performance, business management
and administration. For example, we may use or disclose your PHI to provide you with information about one of our
wellness or care management programs, to respond to a customer service inquiry from you or in connection with
fraud and abuse detection and compliance programs.

Business Associates —\We contract with individuals and entities (business associates) to perform various functions on
our behalf which involve the use and/or disclosure of PHI. Business associates must agree in writing to appropriately
safeguard your information. For example, we may disclose your PHI to a business associate to manage our claims
processing system, to manage certain aspects of our pharmacy benefits or to maintain certain provider networks.

Other Entities — \We may use or disclose your PHI to assist health care providers in connection with their treatment or
payment activities, or to assist other entities covered by the HIPAA Privacy Regulations in connection with certain
health care operations. For example, we may disclose PHI to another covered entity in order to coordinate benefits,
if you or your family members have coverage through another carrier.
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Underwriting — We may use your PHI to determine whether or not to issue coverage to you or to determine
premiums for coverage. We will not use or disclose any of your genetic information for underwriting purposes,
including determining eligibility for coverage, benefits, deductibles, premiums, contribution amounts, cost- sharing,
preexisting conditions or renewal of coverage.

Potential Impact of State Law — In some situations, the HIPAA Privacy Regulations do not take the place of state
privacy or other laws that provide individuals greater privacy protections. As a result, the privacy laws of a particular
state, or other federal laws, rather than the HIPAA Privacy Regulations, might impose a privacy

standard under which we will be required to operate. For example, certain information regarding HIV or AIDS,
communicable diseases, abortion, or records from certain drug and alcohol abuse programs may be subject to
additional restrictions.

Disclosures Based onYour Authorization —\We must disclose your PHI to you as described in the Individual Rights
section of this Notice. Additionally, you may give us written authorization to use your PHI or to disclose it to anyone
for any purpose. We will disclose your PHI to an individual you designate as your personal representative and who
has qualified for such designation in accordance with relevant state law. However, we may elect not to treat the
person as your personal representative if we have a reasonable belief that you have

been, or may be, subjected to domestic violence, abuse, or neglect by such person, treating such person as your
personal representative could endanger you, or we determine, in the exercise of our professional judgment, that it is
not in your best interest to treat the person as your personal representative.

OthersInvolvedinYourHealth Care and Disaster Relief— Unless you object, we may disclose your PHI to a friend or
family member that is involved in your health care. We also may disclose your information to an entity assisting in a
disaster relief effort so that your family can be notified about your condition, status, and location. If you are not
present or able to agree to these disclosures of your PHI, then we may determine in our professional judgment if the
disclosure is in your best interest.

Marketing — We may use your PHI to communicate with you face-to-face or about a promotional gift of nominal value.
We also may use and disclose your PHI for marketing activities where permitted by law. For other marketing
activities, we will only use or disclose your PHI if we receive your written authorization.

Health Oversight Activities —\We may disclose your PHI to a government agency authorized to oversee health care
systems or government programs. The Arizona Department of Insurance is such an entity. Examples would include
disclosures for audits, investigations, inspections, licensure or disciplinary actions, or civil, administrative, or criminal
proceedings or actions. Oversight agencies include government agencies that oversee the health care system,
government benefit programs and other government regulatory programs.

Legal Proceedings —We may disclose your PHI: (1) in the course of any judicial or administrative proceeding;

(2) in response to an order of a court or administrative tribunal (to the extent such disclosure is expressly authorized);
and (3) in response to a subpoena, a discovery request, or other lawful process, once we have met any
administrative requirements of the HIPAA Privacy Regulations.

Public Health Activities — \We may use or disclose your PHI to public health authorities. For example, we may use or
disclose information for the purpose of preventing or controlling disease, injury, or disability, or we may disclose such
information to a public health authority authorized to receive reports of child abuse or neglect

Abuse or Neglect—\We may disclose your PHI to appropriate authorities that are authorized to receive reports of abuse,
neglect, or domestic violence. Additionally, as required by law, we may disclose your information to a governmental
entity authorized to receive such information if we believe that you have been a victim of abuse, neglect, or domestic
violence.

Law Enforcement — Under certain conditions, we also may disclose your PHI to law enforcement officials. Some
examples of the reasons for such a disclosure may include that it is required by law or some other legal process, it is
necessary to locate or identify a suspect, fugitive, material witness, or missing person or it is necessary to provide
evidence of a crime that occurred on our premises.
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Coroners,MedicalExaminers,FuneralDirectors,and OrganDonation—\We may disclose PHIto a coroner or medical
examiner for purposes of identifying a deceased person, determining a cause of death, or for the coroner or medical
examiner to perform other duties authorized by law. We also may disclose, as authorized by law, information to
funeral directors so that they may carry out their duties. Further, we may disclose PHI to organizations that handle
organ, eye, or tissue donation and transplantation.

Research —\We may disclose your PHI to researchers when an Institutional Review Board or privacy board has
reviewed the research proposal and established protocols to ensure the privacy of the information, and approved the
research, or as part of a limited data set which includes no unique identifiers (information such as name, address,
identification number, etc. that can identify you).

ToPrevent a Serious Threat to Health or Safety — \We may disclose your PHI if we believe that the disclosure is
necessary to prevent or lessen a serious and imminent threat to the health or safety of a person or the public. We
also may disclose PHI if it is necessary for law enforcement authorities to identify or apprehend an individual.

Military Activity and National Security, Protective Services — Under certain conditions, we may disclose your PHI if
you are, or were, Armed Forces personnel for activities deemed necessary by appropriate military

command authorities. If you are a member of foreign military service, we may disclose, in certain circumstances,
your information to the foreign military authority. We also may disclose your PHI to authorized federal officials for
conducting national security and intelligence activities, and for the protection of the President, other authorized
persons, or heads of state.

Inmates — If you are an inmate of a correctional institution, we may disclose your PHI to the correctional institution or
to a law enforcement official for the institution to provide health care to you, for your health and safety, for the health
and safety of others, or for the safety and security of the correctional institution.

Workers’ Compensation —\We may disclose your PHI to comply with workers’ compensation laws and other similar
programs that provide benefits for work-related injuries or ilinesses.

Disclosurestothe Secretary ofthe U.S.DepartmentofHealthandHuman Services—We arerequiredto disclose your
PHI to the Secretary of the U.S. Department of Health and Human Services when the Secretary is investigating or
determining our compliance with the HIPAA Privacy Regulations.

Disclosures Requiring Your Authorization— Unless otherwise permitted by applicable law, we will not sell any of your
information to a third party without your written authorization.

OtherUsesandDisclosures of YourProtectedHealthInformation (PHI)-Otheruses anddisclosures of your PHI that
are not described above will be made only with your written authorization. If you provide us with such an
authorization, you may revoke the authorization in writing, and this revocation will be effective for future uses and
disclosures of PHI. However, the revocation will not be effective for information that we already have used or
disclosed, relying on the authorization.

YOUR INDIVIDUAL RIGHTS
The following is a description of your rights with respect to your PHI.

Right to Request a Restriction —You have the right to request that we place additional restrictions on our use and
disclosure of your PHI. We are not required to agree to any restriction that you may request. If we do agree to the
restriction, we will comply with the restriction unless the information is needed to provide emergency treatment to
you or unless the use or disclosure is otherwise permitted or required by law.

To request a restriction, you may complete a Restriction Request Form and mail it to the Privacy Office at the address
listed in the last section of this Notice. To obtain a Restriction Request Form, please call the BCBSAZ Customer Service
number listed on the back of your BCBSAZ identification card, or you may call the Privacy Office at (602) 864-2255 or
(800) 232-2345, ext. 2255.
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Rightto Request Confidential Communications — If you believe that a disclosure of all or part of your PHI may
endanger you, you may request that we communicate your PHI to you in an alternative manner or at an alternative
location. We will accommodate a request for confidential communications that is reasonable and that truthfully states
that the disclosure of all or part of your PHI could endanger you. Once a request for confidential communications
goes into effect, all of your PHI will be processed in accordance with your instructions unless a particular use or
disclosure is otherwise required by law. We will not process requests on a diagnostic-specific basis.

Please note that, even if you request confidential communications, the check for services you receive from a provider
could be sent to the policyholder. Additionally, such services may alter deductible figures, coinsurance maximums
and other cost sharing items.

To make such a request, you may either call the Privacy Office at (602) 864-2255 or (800) 232-2345, ext. 2255, or mail
a written request to the Privacy Office at the address listed in the last section of this Notice. Within 30 days of any
verbal request, you must document an oral request in writing. Any written request must include the following
information: (1) your BCBSAZ identification number, (2) your date of birth, (3) your desire that we communicate with
you in an alternative manner or at an alternative location, (4) what the manner and location

are, and (5) your belief that the disclosure of all or part of the PHI in a manner inconsistent with your instructions
would put you in danger. If you prefer, you may complete a Confidential Communication Request Form and

mail it to the Privacy Office at the address listed in the last section of this Notice. To obtain a Confidential
Communication Request Form, please call the BCBSAZ Customer Service number listed on the back of your
BCBSAZ identification card, or (602) 864-2255 or (800) 232-2345, ext. 2255.

Right to Access — You have the right to inspect and copy your PHI, with limited exception, that BCBSAZ and its
business associates maintain.

To request access to your PHI, we may ask you to complete a Request for Access to Protected Health Information &
Records Form. You can mail, fax or email it to the Privacy Office at the address listed in the last section of this
Notice. To obtain a Request for Access to Protected Health Information & Records Form, please call the BCBSAZ
Customer Service number listed on the back of your BCBSAZ identification card, or (602) 864-2255 or (800) 232-
2345, ext. 2255. If you request a copy of the information, we may charge a fee for the costs of copying, mailing, or
other supplies associated with your request. If your PHI is maintained electronically, you may request an electronic
copy of the information.

We may deny your request to inspect and copy your PHI in certain circumstances as set forth in the HIPAA Privacy
Regulations. Under certain conditions, if you are denied access to your information, you may ask us to designate a
different licensed health care professional, who did not participate in the initial determination, to review that
determination. To make such a request, call the Privacy Office at (602) 864-2255 or (800) 232-2345, ext. 2255. Not all
denials of access are subject to review.

Right to Amend — If you believe that your PHI is incorrect or incomplete, you may request that we amend your
information.

To request that we amend your PHI you must complete an Amendment Request Form and mail it to the BCBSAZ
Privacy Office at the address listed in the last section of this Notice. To obtain an Amendment Request Form, please
call the BCBSAZ Customer Service number listed on the back of your BCBSAZ identification card, or

(602) 864-2255 or (800) 232-2345, ext. 2255.

In certain cases, we may deny your request for an amendment for reasons set forth in the HIPAA Privacy
Regulations. For example, we may deny your request if the information you want to amend was not created by us,
but by another entity. If we deny your request, you have the right to file a statement of disagreement with us. Your
statement of disagreement will be linked with the disputed information and all future disclosures of the disputed
information will include your statement.
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Right of a Listing of Disclosures —You have a right to a listing of certain disclosures BCBSAZ and its business
associates have made of your PHI. You are not entitled to a listing of disclosures which were made for our payment
or health care operations, pursuant to your authorization or in certain other limited instances. Please note that most
disclosures of PHI will be for purposes of payment or health care operations. A listing will include the date of the
disclosure, to whom we made the disclosure, a brief description of the information disclosed, and the purpose for
the disclosure. Your request may be for disclosures made up to 6 years before the date of your request.

To request a listing of disclosures, you must complete an Accounting Request Form and mail it to the BCBSAZ
Privacy Office at the address listed in the last section of this Notice. To obtain the Accounting Request Form, please
call the BCBSAZ Customer Service number listed on the back of your BCBSAZ identification card, or (602) 864-2255
or (800) 232-2345, ext. 2255. The first list you request within a 12-month period will be provided free of charge. For
any additional lists within that 12-month period, we may charge you for the costs of providing the list.

Right to Notification of a Breach —You have the right to be notified if your unsecured PHI was inappropriately
accessed or disclosed by us, except when there is a low probability that the information has been compromised.

Right to a Paper Copy of This Notice —You have the right to a paper copy of this Notice, even if you have agreed to
accept this Notice electronically.

QUESTIONSAND COMPLAINTS

If you would like more information about our privacy practices or have questions or concerns, please contact us at:
Blue Cross Blue Shield of AZ Privacy Office, C302 Phone: (602) 864-2255 or (800) 232-2345, ext. 2255
PO. Box 13466 Fax: (602) 864-3152

Phoenix, Arizona 85002-3466 Email: privacy@azblue.com

If you have concerns about our privacy policies or procedures, our compliance with our privacy policy or procedures
or our compliance with the HIPAA Privacy Regulation, you may communicate your complaint to t he BCBSAZ Privacy
Office at the address listed above. To obtain a Complaint Form, please call the BCBSAZ Customer Service number
listed on the back of your BCBSAZ identification card, or (602) 864-2255 or (800) 232-2345, ext. 2255. You may also
submit a written complaint to the Secretary of the U.S. Department of Health and Human Services. Complaints filed
directly with the Secretary must: (1) be in writing; (2) contain the name of the entity against which the complaint is
lodged; (3) describe the relevant problems; and (4) be filed within 180 days of the time you became or should have
become aware of the problem.

We support your right to protect the privacy of your PHI. You can be assured there will be no retaliation of any kind if
you choose to file a complaint with us or with the U.S. Department of Health and Human Services.

Notice of Non-Discrimination

Blue Cross Blue Shield of Arizona (BCBSAZ) complies with applicable Federal civil rights laws and does not
discriminate on the basis of race, color, national origin, age, disability or sex. BCBSAZ provides appropriate free aids
and services, such as qualified interpreters and written information in other formats, to people with disabilities to
communicate effectively with us. BCBSAZ also provides free language services to people whose primary language is
not English, such as qualified interpreters and information written in other languages. If you need these services, call
602-864-4884 for Spanish and 877-475-4799 for all other languages and other aids and services.

If you believe that BCBSAZ has failed to provide these services or discriminated in another way on the basis of race,
color, national origin, age, disability or sex, you can file a grievance with: BCBSAZ’s Civil Rights Coordinator, Attn:
Civil Rights Coordinator, Blue Cross Blue Shield of Arizona, P.O. Box 13466, Phoenix, AZ 85002-3466, 602-864-
2288, TTY/TDD 602-864-4823, crc@azblue.com. You can file a grievance in person or by mail or email. If you need
help filing a grievance BCBSAZ'’s Civil Rights Coordinator is available to help you. You can also file a civil rights
complaint with the U.S. Department of Health and Human Services, Office for Civil Rights electronically through the
Office for Civil Rights Complaint Portal, available at https://ocrportal.hhs.gov/ocr/portal/lobby.jsf, or by mail or phone
at: U.S. Department of Health and Human Services, 200 Independence Avenue SW., Room 509F, HHH Building,
Washington, DC 20201, 1-800-368-1019, 800-537-7697 (TDD). Complaint forms are available at
http://www.hhs.gov/ocr/officeffile/index.html.
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Multi-language Interpreter Services

Spanish: Si usted, o alguien a quien usted esta ayudando, tiene preguntas acerca de Blue Cross Blue Shield of Arizona,
tiene derecho a obtener ayuda e informacion en su idioma sin costo alguno. Para hablar con un intérprete, llame al
602-864-4884.

Navajo: Dii kwe’é atah nilinigii Blue Cross Blue Shield of Arizona haada yit’éego bina’iditkidgo éi doodago Haida bija
anilyeedigii t’dadoo le’é yina’iditkidgo beehaz’aanii hélo dii t'aa hazaadk’ehji haka a’doowotgo bee haz’g doo baah
ilinigdd. Ata’ halne’igii koj)’ bich’j’ hodiilnih 877-475-4799.

Chinese: IR %, HRIREEGBIMNE R, BHEMBEAIEBRELTE Blue Cross Blue Shield of Arizona 75 T B[S
B, CEENGBEUGNEESIIERMAL, AH—MMES, FRESE TUHIBARTE 877-475-4799,

Vietnamese: N&u quy vi, hay ngudi ma quy vi dang gilip d&, cé cau héi vé Blue Cross Blue Shield of Arizona quy vij s&
¢6 quyén dugc giip va cé thém thong tin bing ngdn ngit clia minh mién phi. D& néi chuyén véi mét thong dich vién,
xin goi 877-475-4799.

Arabic:
Sl slaall 5 saclisall e Jgeanll i @)l <Lali (Blue Cross Blue Shield of Arizona ua swads dliul saclud (adid sal 4l bl (S
877-475-4799. @ Jual an yis pe aaall Q8IS 4 (53 (e Slindy 4y ) 5 jucall

Tagalog: Kung ikaw, o ang iyong tinutulangan, ay may mga katanungan tungkol sa Blue Cross Blue Shield of Arizona,
may karapatan ka na makakuha ng tulong at impormasyon sa iyong wika ng walang gastos. Upang makausap ang
isang tagasalin, tumawag sa 877-475-4799.

Korean: BF2f 2|5l £= HolJl 510 Ues HE AF2H0| Blue Cross Blue Shield of Arizona 0l 2toll Al & &0
QLA Hote st S S ME2E oS A2 HIE 830l 98 4= Us HelJF ASsLICH OEAH
S AR OHDIGHD| Rl A= 877-475-4799 2 N SIGHA Al 2.

French: Si vous, ou quelqu'un que vous étes en train d’aider, a des questions a propos de Blue Cross Blue Shield of
Arizona, vous avez le droit d'obtenir de I'aide et I'information dans votre langue a aucun co(t. Pour parler a un
interpréte, appelez 877-475-4799.

German: Falls Sie oder jemand, dem Sie helfen, Fragen zum Blue Cross Blue Shield of Arizona haben, haben Sie das
Recht, kostenlose Hilfe und Informationen in Ihrer Sprache zu erhalten. Um mit einem Dolmetscher zu sprechen,
rufen Sie bitte die Nummer 877-475-4799 an.

Russian: Ecnun y Bac nav anua, KOTOpomy Bbl MOMOraeTe, MMetoTca Bonpockl no nosoay Blue Cross Blue Shield of
Arizona, To Bbl UMeeTe NpaBo Ha becniaTHoe NoslyYeHne NOMoLLM U MHGOPMaLMK Ha Balem fA3bike. [lns pasroBopa
C NepeBoOAYMKOM NO3BOHUTE NO TenedpoHy 877-475-4799.

Japanese: CTA AR, FIEEEHOFDOEY DA TE . Blue Cross Blue Shield of Arizona [IZ DU T ZERMA
CEWELEL, CHEDEBETHYHR— L2V, BREAFLIEZYTZZENTEET, #HEEIH
MY FELA, BRREBESINDIGE. 877-475-4799 FTHBEFEL 2L,

Farsi:
5SS a8 ay5la 1 ol 3 23 43505 ¢ Blue Cross Blue Shield of Arizona 25 50 Jlsw ¢ 2 S ) 4o Lad 48 oS L dlei K
877-475-4799 et iy 13 JBI 5 Hsh s 1 258 () 43 e ikl

Assyrian:
NIWELTR VL BTN N1 ] <Blue Cross Blue Shield of Arizona ao= 1ina= (020AALL (\OAL 101030401 190¢Ad B (\OAML (1
.877-475-4799 paax (0838 AL 6% 250 (1108 5A50 2 AL 2005008 ALl L as0axda 1Aail3000 20Aa

Serbo-Croatian: Ukoliko Vi ili neko kome Vi pomazete ima pitanje o Blue Cross Blue Shield of Arizona, imate pravo da
besplatno dobijete pomo¢ i informacije na Vasem jeziku. Da biste razgovarali sa prevodiocem, nazovite 877-475-4799.

Thai: nnAL KTAAUNAUNIRIZILLARANAIAINLALIIAL Blue Cross Blue Shield of Arizona
AUENENIZlasuANLLRaLRTAaNA UM EN adnalaTlaaluuaTae wanaAURIN Tns 877-475-4799





