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Security and Privacy by design. Quality and Trust as a result.
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[Q We Build Secure Software Solutions C:I) We Deliver Secure Cloud Services We Invest in Cybersecurity

Blue Yonder’s solutions exemplify end-to-end security We Build Secure Software Solutions

and privacy-by-design. We enable transformative growth

through an automated and orchestrated supply chain Our core consists of software solutions built with
platform, permeated with an optimized cybersecurity security and privacy by design:

framework. We deliver a risk-based security and

privacy approach using simple and innovative solutions * Static and dynamic application security testing

¢ Internal and Third-party penetration testing
* Vulnerability scanning and remediation
+ Open-source validation and secure code testing

with customer-focused results.

We Value Trust and Compliance ¢ Secure software development training
Blue Yonder maintains multiple security and privacy
certifications and attestations while undergoing regular
independent third-party audits of the cloud services
offerings and cybersecurity/privacy controls including
but not limited to:

We Deliver Secure Cloud Services

Security and privacy is foundational in our cloud services:

¢+ Secure SaaS delivery

B ¢ Industry standard encryption both in-transit and at rest
¢ Legal and regulatory compliant data transfers; learn more

about our Privacy commitment here
¢+ Customer backups and recovery for specific needs
+ Region-specific storage for regulatory requirements
We Foster a Culture of Security & Privacy + Risk management and data governance
¢+ 24/7 Incident response and disaster recovery

/150 27701 /S0 22301

ISO 27001
] (S EE (S EmE | TYPE2

qchellman w schellman schellman

AICPA,

[ € U AICPA) |

soc h

Blue Yonder has robust cybersecurity and privacy
awareness, education and training programs. Our core We Invest in Cybersecurity
values of empathy, results, relentless and teamwork
correlate to create a security and privacy focused
mindset in all of our product offerings and customer
engagements.

Blue Yonder is committed to security throughout the
organization and demonstrates investment in the growth and
development of its cybersecurity program:

Regional and regulatory requirements are consistently ¢+ Dedicated professionals passionate about Cybersecurity

monitored and are fundamental topics of our ¢ Organization-wide support with deliberate strategic planning
awareness, training and educational efforts to support + Empowered teams spanning Compliance, Governance, Risk,
each customer’s specific needs and requirements. Awareness, Architecture, Engineering, Operations, Threat and

Vulnerability Management
Contact us today at security@blueyonder.com * Fully supported by the Executive Team and Board of Directors
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