
Business Email Compromise Scenarios 

 

Executive Email Compromise 

• High level email account is compromised or spoofed 
• Email account used to send fraudulent payment instructions to 2nd employee or 

financial institution; “Urgent & Confidential” 
• Funds transferred to account controlled by criminal 

 

Employee Email Compromise 

• Low to mid-level employee email is compromised or spoofed 
• Fraudulent invoices sent from employee email account to vendors 
• Funds transferred to account controlled by criminal  

 

Vendor Impersonation Fraud 

• Criminal impersonates legit vendor via email, phone, fax or mail 
• Requests update to vendor account information; account and routing number 

changed to direct future payments to fraudulent account  
• When the next legit invoice is received, funds are transferred to account controlled 

by criminal  

 


