The
Banking

Law Journal

Established 1889

An A.S. Pratt™ PUBLICATION July-August 2025

Securities and Exchange Commission Roundtable Presents Both Risks and Opportunities of Artificial
Intelligence in the Financial Industry
Darryl Tarver, Aurélie Ercoli, Jonathan Haray, Jason Lewis, Eric Forni and Sean Fulton

f(ﬁ LexisNexis



THE BANKING LLAW
JOURNAL

VOLUME 142 NUMBER 7 July-August 2025

Editor’s Note: Principles and Considerations
Victoria Prussen Spears

Understanding How “Course of Performance” Principle
Impacts Financings
Kiel A. Bowen, Frederick C. Fisher, Andrew O. Vouziers and Linda E. Boss

Personae Non Gratae in the Loan Market:
Trading Considerations for Disqualified Institutions
Robert J. Waldner and Paul B. Haskel

Control Issues: Federal Court Rules Depository Bank
Breached Deposit Account Control Agreement
Jonathan M. Petrakis, Joel N. Ephross and Max W. Fargotstein

Who Owns the Policy Versus Who Owns the Proceeds? The Distinction Matters
During Bankruptcy
Lorelie S. Masters and Geoffrey B. Fehling

Insurance and Private Markets: A Mutually Beneficial Relationship
Michael James and Alexander Argyris

Securities and Exchange Commission Roundtable Presents Both Risks and
Opportunities of Artificial Intelligence in the Financial Industry
Darryl Tarver, Aurélie Ercoli, Jonathan Haray, Jason Lewis, Eric Forni and Sean Fulton

Payments and the UK Government’s Pro-Growth Agenda: Financial Conduct
Authority Examines Potential Changes to Contactless Limits
James Black and Virginia Montgomery

Impact of U.S. Outbound Investment Rules on Loan Transactions in China and
Practical Considerations
Olivia Ngan, James Mendenhall, Carys Golesworthy and Lloyd Lyall

Achieving Financial Stability and Resilience: How China Could Learn from the

United States and the United Kingdom in Building a Financial Safety Net — Part IV

Lerong Lu and Ci Ren

f(ﬁ° LexisNexis’

281

284

287

292

296

301

304

308



QUESTIONS ABOUT THIS PUBLICATION?

For questions about the Editorial Content appearing in these volumes or reprint permission,
please call or email:

Matthew T. BUIKE At ....ccoovviiiiiiieiiiicciccec e (800) 252-9257
Email: ..o matthew.t.burke @lexisnexis.com

For assistance with replacement pages, shipments, billing or other customer service matters,
please call or email:

Customer Services Department at . .. ...................... (800) 833-9844
Outside the United States and Canada, please call .............. (518) 487-3385
Fax Number . . . ... ... (800) 828-8341
Customer Service Website . . . .............. http://www.lexisnexis.com/custserv/

For information on other Matthew Bender publications, please call
Your account Manager OF . . . . . v v vt v v vt et et e (800) 223-1940
Outside the United States and Canada, please call . .. ............ (937) 247-0293

ISBN: 978-0-7698-7878-2 (print)

ISSN: 0005-5506 (Print)

Cite this publication as:

The Banking Law Journal (LexisNexis A.S. Pratt)

Because the section you are citing may be revised in a later release, you may wish to
photocopy or print out the section for convenient future reference.

This publication is designed to provide authoritative information in regard to the subject matter covered.
It is sold with the understanding that the publisher is not engaged in rendering legal, accounting, or other
professional services. If legal advice or other expert assistance is required, the services of a competent
professional should be sought.

LexisNexis and the Knowledge Burst logo are registered trademarks of RELX Inc. Matthew Bender, the
Matthew Bender Flame Design, and A.S. Pratt are registered trademarks of Matthew Bender Properties
Inc.

Copyright © 2025 Matthew Bender & Company, Inc., a member of LexisNexis. All Rights Reserved.

No copyright is claimed by LexisNexis or Matthew Bender & Company, Inc., in the text of statutes,
regulations, and excerpts from court opinions quoted within this work. Permission to copy material may
be licensed for a fee from the Copyright Clearance Center, 222 Rosewood Drive, Danvers, Mass. 01923,
telephone (978) 750-8400.

Editorial Office
230 Park Ave., 7th Floor, New York, NY 10169 (800) 543-6862
www.lexisnexis.com

MATTHEW BENDER

(2025-Pub.4815)



Editor-in-Chief, Editor & Board
of Editors

EDITOR-IN-CHIEF
STEVEN A. MEYEROWITZ
President, Meyerowitz Communications Inc.

EDITOR
VICTORIA PRUSSEN SPEARS
Senior Vice President, Meyerowitz Communications Inc.

BOARD OF EDITORS

CARLETON GOSS
Partner, Hunton Andrews Kurth LLP

DOUGLAS LANDY
White & Case LLP

PAUL L. LEE
Of Counsel, Debevoise & Plimpton LLP

MICHAEL D. LEWIS
Partner, Sidley Austin LLP

TIMOTHY D. NAEGELE
Partner, Timothy D. Naegele & Associates

STEPHEN J. NEWMAN
Partner, Steptoe & Johnson LLP

ANDREW OLMEM
Partner, Mayer Brown LLP

il



THE BANKING LAW JOURNAL (ISBN 978-0-76987-878-2) (USPS 003-160) is published ten
times a year by Matthew Bender & Company, Inc. Periodicals Postage Paid at Washington,
D.C., and at additional mailing offices. Copyright 2025 Reed Elsevier Properties SA., used
under license by Matthew Bender & Company, Inc. No part of this journal may be reproduced
in any form—by microfilm, xerography, or otherwise—or incorporated into any information
retrieval system without the written permission of the copyright owner. For customer support,
please contact LexisNexis Matthew Bender, 1275 Broadway, Albany, NY 12204 or e-mail
Customer.Support@lexisnexis.com. Direct any editorial inquiries and send any material for
publication to Steven A. Meyerowitz, Editor-in-Chief, Meyerowitz Communications Inc.,
26910 Grand Central Parkway, #18R, Floral Park, NY 11005,
smeyerowitz@meyerowitzcommunications.com, 631.291.5541. Material for publication is
welcomed—articles, decisions, or other items of interest to bankers, officers of financial
institutions, and their attorneys. This publication is designed to be accurate and authoritative,
but neither the publisher nor the authors are rendering legal, accounting, or other professional
services in this publication. If legal or other expert advice is desired, retain the services of an
appropriate professional. The articles and columns reflect only the present considerations and
views of the authors and do not necessarily reflect those of the firms or organizations with
which they are affiliated, any of the former or present clients of the authors or their firms or
organizations, or the editors or publisher. The opinions expressed are those of the author(s)
and do not necessarily reflect the views of their employer, its clients, the editor(s), RELX,
LexisNexis, Matthew Bender & Co., Inc, or any of its or their respective affiliates.

POSTMASTER: Send address changes to THE BANKING LAW JOURNAL, LexisNexis
Matthew Bender, 230 Park Ave, 7th Floor, New York, NY 10169.

POSTMASTER: Send address changes to THE BANKING LAW JOURNAL, A.S. Pratt & Sons,
805 Fifteenth Street, NW, Third Floor, Washington, DC 20005-2207.

v



Securities and Exchange Commission
Roundtable Presents Both Risks and
Opportunities of Artificial Intelligence in the
Financial Industry

By Darryl Tarver, Aurélie Ercoli, Jonathan Haray, Jason Lewis, Eric Forni
and Sean Fulton

In this article, the authors share insights gained from a roundtable recently hosted by

the Securities and Exchange Commission and, specifically, how the agency and the

Jfinancial industry may address the challenges and opportunities presented by continuing

advancements in artificial intelligence.

The Securities and Exchange Commission (SEC) recently hosted a day-long
Roundtable on Artificial Intelligence in the Financial Industry? in Washington,
D.C. (Al Roundtable), attended by U.S. regulators, academics, and leaders in
the private sector. The event focused on discussion of various topics related to
the use of artificial intelligence (AI) within the financial industry.

In his opening remarks, then-Acting SEC Chair Mark T. Uyeda noted the
financial industry’s long history of technological advancements and innovations.
While Uyeda acknowledged that the use of Al brings risks, challenges, and
potential regulatory gaps, he called for a “technology-neutral approach” to the
regulation of Al in the financial industry. He cautioned against using “an overly
prescriptive approach” and encouraged innovation while protecting investors
with effective and cost-efficient regulations on Al. The panels that followed
Uyeda’s remarks shared perspectives on these issues.

This article shares insights gained from the roundtable discussions and,
specifically, how the SEC and the financial industry may address the challenges
and opportunities presented by continuing advancements in Al

Al MAY POSE NEW CHALLENGES, BUT THE RISKS ARE NOT
NEW

Uyeda and several of the panelists emphasized that, while Al introduces new
complexities to the financial industry, the fundamental risks it poses are not

entirely unprecedented. The Al Roundtable highlighted that many of the

" The authors, attorneys with DLA Piper US, may be contacted at darryl.tarver@us.dlapiper.com,
aurelie.ercoli@us.dlapiper.com, jonathan.haray@us.dlapiper.com, jason.lewis@us.dlapiper.com,
eric.forni@us.dlapiper.com and sean.fulton@us.dlapiper.com, respectively.

1 hitps://www.sec.gov/newsroom/meetings-events/sec-roundtable-artificial-intelligence-financial-
industry.
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challenges associated with Al, such as its use in fraud schemes, cyber-attacks,
and market manipulation, are extensions of existing issues that the financial
industry has been grappling with for years. The primary difference lies in the
scale and speed at which Al can operate.

Specifically, the panelists pointed out that fraud prevention has always been
a concern in the financial industry, with schemes continually evolving and
tactics adapting to exploit vulnerabilities. Al technologies, particularly genera-
tive Al, may be used to enhance fraud schemes by creating large scale,
hyper-personalized deceptive practices, such as phishing and social engineering
attacks. But at their core, these emerging technologies and related schemes are
just an evolution of traditional fraud techniques in which the main objective
remains the same — deceiving individuals and organizations to gain unauthor-
ized access to funds or sensitive information.

Preventing market manipulation is another longstanding concern in the
financial industry that may become more complicated with the widespread use
of Al by market participants and other stakeholders. The panelists highlighted
the risks of Al-driven trading algorithms being used for manipulative trading
practices such as spoofing and layering. Similar to fraud schemes, while the
tools and methods may have evolved, the underlying intent to manipulate
market conditions for financial gain remains unchanged.

While acknowledging that many of the risks are familiar, panelists noted that
advancements in Al technologies pose new challenges. For example, the use of
agentic Al systems — Al systems that can autonomously make multi-step
decisions, with little human intervention — poses new challenges for tracing bad
actors and holding them accountable because the Al system obscures the impact
of human decision-making. Additionally, large language models (LLMs)
employed by market participants can produce hallucinations — incorrect but
convincing outputs — that could lead to unintended investor losses.

The Al Roundtable also highlighted potential instances of fraud that could
arise from the use of emerging technologies related to Al in the financial
industry, including:

*  Hyper-Personalized Fraud: Leveraging Al to create highly personalized
phishing attacks and social engineering schemes, making it easier to
deceive individuals and organizations.

o Algorithmic Manipulation: Exploiting Al-driven trading algorithms to
engage in manipulative trading practices, such as spoofing and layering.

*  Deepfakes and Fake News: Using Al to create deepfakes and disseminate

fake news to manipulate market perceptions and investor behavior,
leading to market manipulation.
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*  Credential Harvesting: Using Al to automate the process of harvesting
credentials through phishing, social media scraping, and other means,
enabling unauthorized access to accounts and sensitive information.

THE SEC WILL LIKELY RELY ON EXISTING LEGAL
FRAMEWORKS TO PURSUE AI-RELATED MISCONDUCT

Uyeda in his opening remarks, and the panelists that followed throughout
the day, emphasized that the existing regulatory framework should be leveraged
to address Al-related misconduct in the financial industry. While existing
regulations may need to be adapted to address the unique attributes of emerging
technologies, the panelists emphasized that the emerging risks posed by Al do
not require an entirely new set of regulations. This suggests that, in the short
term, the SEC will likely take a careful approach to adopting new, Al-specific
regulations.

ADDRESSING THE POTENTIAL RISKS AND HARNESSING AI’S
CAPABILITIES TO MITIGATE THOSE RISKS

Throughout the day, panelists underscored the importance of proactively
addressing both the risks and opportunities associated with the use of Al in the
financial industry. As Al technologies continue to evolve and their use in the
financial industry expands, industry participants may consider adopting
comprehensive strategies to manage the associated risks effectively. This would
involve implementing robust Al governance and risk management frameworks,
enhancing cybersecurity measures, fostering collaboration and information
sharing among market participants and other stakeholders, and investing in Al
education and training without stifling innovation, which we describe in more
detail below:

»  Establish Robust AI Governance Committees and Risks Management
Frameworks. Firms should consider establishing cross-functional com-
mittees that include representatives from risk management, compli-
ance, legal, I'T, and business units to oversee Al initiatives, set policies,
monitor Al activities, and ensure compliance with regulatory require-
ments (and a firm’s adopted Al governance structures). They should
also consider implementing continuous monitoring and testing pro-
cesses to ensure the Al systems operate as intended and comply with
regulatory requirements (including regular reviews of Al models, data
inputs, and outputs to detect and address any anomalies or biases).

*  Enhance Cybersecurity Measures. Firms may consider adopting enhanced
authentication methods, such as multifactor authentication (MFA), to
protect against unauthorized access. They may also consider utilizing
Al-driven behavioral analytics to detect anomalies and potential
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security breaches in real-time.

o Foster Collaboration and Information Sharing. Firms may consider
engaging in industry-wide collaboration and information sharing to
stay informed about emerging threats and best practices. They may also
consider maintaining open lines of communication with regulators to
ensure compliance, gain insights into regulatory expectations, and keep
regulators informed on trends and emerging risks.

*  Invest in Al Education and Training. Firms may consider developing
comprehensive training programs to educate employees about Al
technologies, their potential risks, and how to use them responsibly.
They may also consider ensuring that senior leaders and decision-
makers have a strong understanding of Al to make informed strategic
decisions.

CONCLUSION

The SEC’s Al Roundtable underscored the importance of adapting the
existing regulatory framework to address the unique challenges posed by the
growth of Al. By implementing robust governance, enhancing cybersecurity
measures, fostering collaboration, and investing in education, market partici-
pants can potentially mitigate the risks associated with Al while leveraging its
capabilities to drive innovation and efficiency in the financial industry.

Beyond the financial industry, Al technologies present broader legal risks
across multiple sectors. These risks include, among other things, potential data
privacy violations, misrepresentations of Al capabilities, biased or inaccurate Al
outputs, anti-competitive practices, and deceptive marketing claims. Various
federal and state law enforcement authorities have taken note and are similarly
leveraging existing statutes to prosecute the misuse of Al, including the False
Claims Act, antitrust laws, and state and federal privacy and consumer
protection statutes.

In light of this ever-evolving landscape, organizations may consider evaluat-
ing both the risks and opportunities of using Al, while proactively engaging in
legal analysis for specific use cases to assess and mitigate potential liabilities and
related enforcement actions.
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