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Ethiopia

1. Thematic Risk Rating Assessment

KEY

Increased concerns about importing entity complying with existing laws, including
DP laws, and assuring data subjects' rights, and unlikely to be mitigated unless
enhanced due diligence is undertaken.

Low

Low / Medium AIr_nQSt no con_cerns_about importing entity c_:omplying Wi_th High Significant degree of concerns about importing entity complying with existing laws,
existing laws, including DP laws, and assuring data subjects’ g including DP laws, and assuring data subjects' rights, and unlikely to be mitigated.
rights.

Concerns about importing entity complying with existing
laws, including DP laws, and assuring data subjects' rights,
but likely to be mitigated if enhanced due diligence is
undertaken.

Medium

Thematic Group Thematic Risk Rating Thematic Rationale

The combination of overall regulations and laws that reflect data protection and
Medium / High security principles creates a more positive impact and likelihood of implementation
of privacy principles.

Regulators, Supervision The increased presence of regulatory authorities that directly or indirectly supervise
and Enforcement Rating and enforce privacy and security laws in a jurisdiction, as well as provision of clear,
easily accessible guidance, results in a decreased likelihood that privacy principles
and rights of data subjects will be breached. The impact of any such breach will be
lower as a result the above-named factors in addition to robust, measurable
enforcement measures.

Privacy Culture and Data Importers in the jurisdiction generally apply and respect privacy principles,
Environmental Factors tend to comply with data protection and security laws, and understand the

. supervisory authorities’ interpretation and application of the relevant laws in the
Medium oo . Lo ! ;
jurisdiction. In doing so, the likelihood and impact of good culture of privacy
increases, fostering an ethical, suitable environment for fair and lawful processing to
occur.
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Thematic Group

Accountability and
Transparency Rating

Thematic Risk Rating

Thematic Rationale

Data Importers must maintain and implement appropriate controls to safeguard and
provide access to Personal Data, as well as provide clear notices and information to
data subjects. With such measures in place, the likelihood and impact of an
Importer’s interests overriding individuals’ interests is reduced.

Individual Rights and
Redress Rating

Individuals have lawful, accessible options for controlling their own personal data,
and redress for breaches of their rights. Importers ensure these principles are

Medium / High implemented, and the local judicial system permits for redress. Doing so mitigates
the likelihood and impact of a breach of privacy principles.
Public Authority Access to Necessary and proportionate access to Personal Data by law enforcement or public
Personal Data and Medium / High authorities, as well as reasonably valid and proportionate investigatory powers

Remedies Factors

reduce the likelihood and impact of infringement of the individual right to privacy
and private life.

Transparency International
Corruption Rating

Overall Risk Assessment

This rating is not DIFC’s

assessment of the country

or any political / economic

analysis or judgment. Itis

an assessment of the risk of High
a Data Importer lawfully or

unlawfully processing

Personal Data in this

jurisdiction.

Independent analysis of business conditions for ethical and compliant conduct of
business. This factor is considered in light of general business attitude and risk
factors that may influence understanding and implementation of privacy laws and
regulations.

Recommendations

EDMRI+ : Completing is required in order to understand potential risks of
the importing entity breaching relevant data protection laws. In addition, please
review both your own and the importing entity’s technical, contractual, and
organisation measures for controlling access to and processing of Personal Data,
and mitigate as needed with addition policies, assurances and audit obligations.

Adequacy: DIFC Commissioner’s Office has not recognised Ethiopia as an
adequate jurisdiction.

Ethiopia is also not deemed adequate yet by either the European Commission or
the United Kingdom.
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2. Itemized Assessment Criteria and Rating

Assessment Criteria Risk Weighting Rationale
Assessment

Existence of a DP Law is a positive factor in
ensuring lower risk when processing Personal Ethiopia has several laws that relate to privacy and data security, including the
Data in a jurisdiction, but it does not guarantee Constitution of the Federal Democratic Republic of Ethiopia (1995) (the

either effectiveness or enforcement. It also is “Constitution”), the 2005 Criminal Code of the Federal Democratic Republic of
not determinative that businesses will implement | Ethiopia, the 1960 Civil Code, the Computer Crime Proclamation No. 958/2016
the law when processing Personal Data due to a | (“Computer Crime Proclamation”), the Freedom of the Mass Media and
variety of factors, including awareness. Access to Information Proclamation No. 590/2008 (as amended by the Media
Proclamation No. 1238/2021) (“Media Proclamation”).

A new Data Protection Proclamation (“Draft Data Proclamation”) was
published in 2020 and is currently going through the legislative process.
Updates are expected in 2022. The most recent version of the Draft Data
Proclamation contains detailed provisions on data collection, use, protection
and processing, and provides for the establishment of a regulatory entity called
the Data Protection Commission. The draft provides for the definition of
‘personal data' and sets out the principles (the principle of fairness and
transparency, purpose limitation, data minimisation, accuracy, storage
limitation, integrity and confidentiality, security, and data transfer) governing
the processing of personal data.

Laws or policies regulating cyber security and
advance IT risks, when implemented and There are no specific data security requirements, but various pieces of
enforced, reduces risk to Personal Data legislation deal with general data security. For example:

processing in the importing organisation.

e The Financial Consumer Protection Directive No. FCP/01/2020
requires financial service providers to implement appropriate
organisational, physical, and technical measures to ensure that data is
protected against misuse, unauthorised disclosure, accidental loss,
destruction, or damage.

e The Computer Crime Proclamation requires service providers to
implement reasonable and necessary security measures to protect
confidential computer traffic data disseminated through their computer
systems or communications services from unlawful and unnecessary
access.
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Risk Weighting Rationale

Assessment Criteria

Assessment

Laws other than a national privacy law may exist
in a jurisdiction that provide as much if not more
protection of Personal Data imported to it. Laws
regulating processing of medical insurance
information, criminal records, children’s’ privacy
online, and consumer privacy may be
considered as lower risk despite the lack of a
national privacy law.

Ethiopia has a number of sectoral laws including in the fields of media, finance
and healthcare which include data protection elements.

Laws or policies regulating marketing and
tracking IT, when implemented and enforced,
reduces risk to Personal Data processing in the
importing organisation.

No specific law regulates electronic marketing in Ethiopia. There are several
provisions in Ethiopian law to regulate online privacy. For example, the
Computer Crime Proclamation criminalizes the unauthorized access to, and
illegal interception and damage of, computer data. The Computer Crime
Proclamation further prohibits the use of computer systems to disseminate
advertisements absent addressee consent. The Media Proclamation obliges
online media to protect the data of users and obtain explicit consent from users
when circumstances requiring users’ data to be made available to third parties.

If another authoritative regulator has assessed
the jurisdiction, it’s likely, although not
determinative, that processing operations by
organisations in the importing jurisdiction will be
properly undertaken. The risk is likely to be
lower in such jurisdictions.

No.

Where the right to privacy exists in a
foundational legal tenant or instrument, such as
constitution or founding laws, the importing
jurisdiction is more likely to process data in an
ethical way and the risk may be less.

There are data protection requirements contained in several laws.

Where privacy or similar laws of the exporting
jurisdiction have sufficient, legally enforceable
reach to protect Personal Data to the extent it is
implemented by the importing entity, the risk of
privacy lapses is reduced.

There is no clear guideline regarding the territorial and extraterritorial scope of
the existing sector specific data protection rules. However, it can be inferred
that the data protection rules apply to the processing of personal
data/information in the context of the activities of a data controller or processor
in Ethiopia.
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Assessment Criteria

Independent reg.ulator
managing any privacy
related aspects,
enforcement

Independent regulator
managing any security
related aspects,
enforcement

Noatification or registration
(or licensing)
requirements for entities?

Access to guidance /
information?

Requirement to report
data breaches to
regulator?

Risk Weighting Rationale

Assessment

Oversight by a regulator with the power to
independently enforce the law significantly
reduces the risk of privacy breaches.

Although there is no central data protection authority, there are various sector
specific government bodies/authorities which regulate privacy and data
protection. These include:

e the Ethiopian Communication Authority (“‘ECA”), the regulator of the
telecommunication sector, who is empowered, among others, to
'‘promote information security, data privacy, and protection’;

o the Information Network Security Agency (INSA”), which is mandated
to ensure that information and computer-based key infrastructure are
secured; and

o the Ministry of Innovation and Technology (“MINT”), a federal ministry
organ, who is empowered to ensure and set the general policy
framework for the provision of quality, reliable and secure information
technology service and oversee the implementation thereof.

Oversight by a regulator with the power to
independently enforce the law significantly
reduces the risk of cybersecurity incidents.

See list of the main regulators above.

Notification to an independent regulator with the
power to inspect / investigate for compliance
with the law significantly reduces the risk of
privacy breaches.

There is no requirement to register databases or personal data processing
activities.

Guidance and outreach provided by an
independent regulator to help raise awareness
and ensure compliance with the law significantly
reduces the risk of privacy breaches.

The various regulators publish guidance.

Transparency with the regulator in a jurisdiction
and an understanding of what causes data
breaches is necessary for reducing risk.

There is no general breach notification requirement in Ethiopia.

However, the Computer Crime Proclamation requires service providers with
knowledge that a crime stipulated by the Proclamation (including breach of
privacy via unauthorized access) has been committed by a third party through
the computer system it administers to immediately notify INSA, report the crime
to police, and take appropriate measures.

The Licensing and Authorisation of Payment Instrument Issuers Directive No.
ONPS/01/2020 requires payment instrument issuers to report to the National
Bank of Ethiopia any cybersecurity breach or data loss.
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Assessment Criteria Risk Weighting Rationale

Assessment

Transparency with and accountability to
individuals in a jurisdiction and an understanding
of what causes data breaches is necessary for
reducing risk.

Requirement to report
data breaches to
individual / data subjects?

See above.

If the jurisdiction has a basic, ethical foundation
of privacy and respect for human right to
privacy, to the extent it can be ascertained, the
risk is reduced.

Cultural respect for
privacy?

Article 26 of the Constitution provides that 'everyone has the right to privacy
[including] the right not to be subjected to search of his [or her] home, person
or property, or the seizure of any property under his [or her] personal
possession.' Moreover, Article 26(2) stipulates that 'everyone has the right to
inviolability of his [or her] notes and correspondence including postal letters,
and communication made by telephone, telecommunications, and electronic
devices.'

There appears to be a moderate level of respect for personal privacy by
individuals and businesses in Ethiopia.

Appointing a DPO and requiring privacy policies,
compliance programs, etc., creates awareness
within the processing organisation and ensures
a better, more consistent overall application of
the law. Thereby, a culture of privacy is more
likely to exist, and risk is reduced.

Accountability
requirements? DPO,
privacy policy, etc

Though Ethiopia has not enacted a specific law to address personal data
collection and processing issues, the country’s legislative framework is
understood to require that personal data be collected and processed with due
care and only for an intended lawful purpose. Obtaining express consent for
collecting and processing of personal data is also a requirement under those
provisions. There is no requirement to appoint a data protection officer, provide
a privacy policy or conduct a data protection impact assessment.

Particularly sensitive data that may create or
exasperate the vulnerability of an individual
likewise creates risk for that individual when his
or her data is processed without knowledge or
express permission, where required. Enhanced
limitations and controls existing in the local
privacy or other similar laws supports a reduced
risk assessment.

Enhanced limitations on
processing special
category data?

Sensitive data is not protected under the current legislative framework. The
Draft Data Proclamation lists certain personal information as 'sensitive
personal data.' This category of personal data includes information on racial or
ethnic origin, political opinion, religious belief, membership to a trade union,
physical, and mental health condition, sexual life, genetic information,
commission, or alleged commission of a crime and legal proceeding against
the subject. Among others, the Draft Data Proclamation contains principles on
the collection and protection of personal data, the rights of data subjects and
conditions for the processing of sensitive private data.
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Assessment Criteria

Industry specific codes of
conduct or certification
scheme?

Prohibitions on specific
types of data processing?

Risk Weighting Rationale

Assessment

Where a secondary, non-privacy regulator also
requires accountability through a code of
conduct requirement, or certification scheme is
implemented by a privacy regulator, risk is
reduced.

The relevant regulators seem to publish industry guidance.

See above

There are no prohibitions on specific types of processing.

Judicial system / redress
available for privacy
violations

Where access to judicial redress is available in
the importing jurisdiction, it is more likely that
individual rights will be protected where
Personal Data has been processed unlawfully.

It is not clear whether individuals can lodge a complaint with any of the relevant
regulators to investigate an issue regarding the protection of their personal
data. Ethiopian courts seem to have jurisdiction to enforce data protection and
privacy law, but the law / process which applies in such circumstances is not
clear.

Individual privacy rights
(access, erasure, etc)

Transparency with and accountability to
individuals in a jurisdiction by providing more
control over how Personal Data is processed is
necessary for reducing risk.

The data subject rights (right to be informed, right to access, right to
rectification, right to erasure, right to object, right to portability, and right not to
be subject to automated decision making) are not clearly provided under the
existing sector specific data protection rules. However, some of these rights
are reflected in some of the sector specific privacy and/or data provisions. For
example, Article 5.4.2 of the Financial Consumer Protection Directive obliges
financial service providers to inform and make available to financial consumers
and security providers information regarding their policies for collection, use,
and disclosure of data, kind of data that they collects, and on the third parties
to whom they may disclose such data.

Unusual limitations on
individual privacy rights?

Transparency with and accountability to
individuals in a jurisdiction by providing more
control over how Personal Data is processed is
necessary for reducing risk.

Given the fragmented nature of the data protection laws, it is not clear whether
there are any unusual limitations on individual privacy rights.

Surveillance /
investigatory powers

balanced with necessity
and proportionality

Unsubstantiated, uncontrolled surveillance and
the lack of access to judicial redress associated
with inappropriate invasion of privacy rights
through such surveillance increases risk of
privacy violations.

Given the fragmented nature of the data protection laws, it is not clear whether
surveillance / investigatory powers are always balanced with necessity and
proportionality
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Assessment Criteria Risk Weighting Rationale
Assessment

If law enforcement has unlimited, uncontrolled

access to Personal Data for any purpose or Under Article 25 of the Computer Crime Proclamation, in order “to prevent

without providing sufficient detail and support for | computer crimes and collect evidence related information” any “investigatory
Access by law requesting Personal Data, the risk is increased. | organ,” which is defined in Article 2 as someone “legally invested with the
enforcement power of investigation,” may request a court warrant to conduct real-time

interception of communications. However, this power is only applicable when
there is “no other means readily available for collecting” the data and the action
‘is approved and decided by the Attorney General”.

If government entities have unlimited,
Access by government uncontrolled access to Personal Data for any See above.
o[l e Tl SR el =N purpose or without providing sufficient detail and
IicEErehEReERIEE RSN support for requesting Personal Data, the risk is
increased.

For the purposes of data sharing when required
by other regulators, such as for financial crime CONFIDENTIAL
prevention, the likelihood of government access
to shared Personal Data in a high FC risk
importing jurisdiction is higher and therefore a
greater risk.

Tl rating from DIFC AML
Country List (to be
provided as needed)
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