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Israel 

1. Thematic Risk Rating Assessment 

KEY  

Low 
No concerns about importing entity complying with 
existing laws, including DP laws, and assuring data 
subjects' rights. 

Medium / 

High 

Increased concerns about importing entity complying with existing laws, 

including DP laws, and assuring data subjects' rights, and unlikely to be 

mitigated unless enhanced due diligence is undertaken. 

Low / Medium 
 

Almost no concerns about importing entity complying with 
existing laws, including DP laws, and assuring data 
subjects' rights. 

High 
Significant degree of concerns about importing entity complying with existing 

laws, including DP laws, and assuring data subjects' rights, and unlikely to be 

mitigated. 

Medium 

Concerns about importing entity complying with existing 
laws, including DP laws, and assuring data subjects' 
rights, but likely to be mitigated if enhanced due diligence 
is undertaken. 

 

Thematic Group   Thematic Risk Rating Thematic Rationale 
 

Laws and Regulations Rating  Low 
 

The combination of overall regulations and laws that reflect data protection and 
security principles creates a more positive impact and likelihood of implementation 
of privacy principles.   

    

Regulators, Supervision and 
Enforcement Rating 

 Low 
 

The increased presence of regulatory authorities that directly or indirectly 
supervise and enforce privacy and security laws in a jurisdiction, as well as 
provision of clear, easily accessible guidance, results in a decreased likelihood 
that privacy principles and rights of data subjects will be breached.  The impact of 
any such breach will be lower as a result the above-named factors in addition to 
robust, measurable enforcement measures. 

    

Privacy Culture and 
Environmental Factors 
 

 Low Data Importers in the jurisdiction generally apply and respect privacy principles, 
tend to comply with data protection and security laws, and understand the 
supervisory authorities’ interpretation and application of the relevant laws in the 
jurisdiction.  In doing so, the likelihood and impact of good culture of privacy 
increases, fostering an ethical, suitable environment for fair and lawful processing 
to occur.   
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Thematic Group   Thematic Risk Rating Thematic Rationale 
 

Accountability and 
Transparency Rating 
 

 Low / Medium Data Importers must maintain and implement appropriate controls to safeguard 
and provide access to Personal Data, as well as provide clear notices and 
information to data subjects.  With such measures in place, the likelihood and 
impact of an Importer’s interests overriding individuals’ interests is reduced. 

    

Individual Rights and Redress 
Rating 
 

 Low Individuals have lawful, accessible options for controlling their own personal data, 
and redress for breaches of their rights.  Importers ensure these principles are 
implemented, and the local judicial system permits for redress.  Doing so mitigates 
the likelihood and impact of a breach of privacy principles.  
 

    

Public Authority Access to 
Personal Data and Remedies 
Factors 
 

 Medium  Necessary and proportionate access to Personal Data by law enforcement or 
public authorities, as well as reasonably valid and proportionate investigatory 
powers reduce the likelihood and impact of infringement of the individual right to 
privacy and private life.   

    

Transparency International 
Corruption Rating 

 Israel TI Risk Rating 

Low / Medium 

Independent analysis of business conditions for ethical and compliant conduct of 
business.  This factor is considered in light of general business attitude and risk 
factors that may influence understanding and implementation of privacy laws and 
regulations.   
 

    

Overall Risk Assessment  
 
This rating is not DIFC’s 
assessment of the country or 
any political / economic 
analysis or judgment.  It is an 
assessment of the risk of a 
Data Importer lawfully or 
unlawfully processing 
Personal Data in this 
jurisdiction.   
 

 Low / Medium  Recommendations 
 

EDMRI+ :  Completing EDMRI+ is not necessary in order to understand potential 
risks of the importing entity breaching relevant data protection laws.  You may 
wish to do further due diligence in any case.   
 
Adequacy: DIFC Commissioner’s Office has recognised Israel as an adequate 
jurisdiction 

  

https://www.transparency.org/en/cpi/2021/index/isr
https://www.transparency.org/en/cpi/2021/index/isr
https://www.transparency.org/en/cpi/2021/index/isr
https://www.transparency.org/en/cpi/2021/index/isr
https://survey.alchemer.com/s3/6932685/DIFC-EDMRI-plus
https://www.difc.ae/business/operating/data-protection/data-export-and-sharing/#s3
https://www.difc.ae/business/operating/data-protection/data-export-and-sharing/#s3
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2. Itemized Assessment Criteria and Rating 

Assessment Criteria Risk Weighting Rationale  
 

Assessment  

DP Law in the jurisdiction 

Existence of a DP Law is a positive 

factor in ensuring lower risk when 

processing Personal Data in a 

jurisdiction, but it does not guarantee 

either effectiveness or 

enforcement.  It also is not 

determinative that businesses will 

implement the law when processing 

Personal Data due to a variety of 

factors, including awareness.   

     

 

Data protection in Israel is governed primarily by the Protection of Privacy Law, 5741-1981 

(the “PPL”) and the regulations promulgated under it, the Basic Law: Human Dignity and 

Liberty, 5752-1992, and the guidelines of the Israeli regulator, the Privacy Protection 

Authority (“PPA”). 

Cyber security laws / 

policies?  

Laws or policies regulating cyber 

security and advance IT risks, when 

implemented and enforced, reduces 

risk to Personal Data processing in 

the importing organisation.   

     

The Protection of Privacy (Data Security) Regulations, 5777-2017 (the “Data Security 
Regulations”) came into effect on May 2018 and they further broaden the PPL by imposing 
additional requirements applicable to database owners, holders and managers. Such 
additional requirements include, without limitation, having in place a broad list of manuals 
and policies; various physical, environmental and logical security measures; and regular 
audit, inspection and training obligations.  

Non-privacy laws with DP 

Elements (HR, Consumer 

protection, Health data) 

Laws other than a national privacy 

law may exist in a jurisdiction that 

provide as much if not more 

protection of Personal Data imported 

to it. Laws regulating processing of 

medical insurance information, 

criminal records, children’s’ privacy 

online, and consumer privacy may be 

considered as lower risk despite the 

lack of a national privacy law.   

     

Israel has a number of sectoral laws which include data protection elements. 



 

CONFIDENTIALITY NOTICE and DISCLAIMER – This document and any attachment are confidential and may be privileged or otherwise protected from disclosure and solely for the use of Dubai International Financial Centre 
Authority. No part of this document may be copied, reproduced, or transmitted in any form or by any means without written permission. 

 

Assessment Criteria Risk Weighting Rationale  
 

Assessment  

E-Privacy / direct 

marketing and digital 

footprint / tracking laws? 

Laws or policies regulating marketing 

and tracking IT, when implemented 

and enforced, reduces risk to 

Personal Data processing in the 

importing organisation.   

     

Unsolicited marketing is regulated under the Communications Law (Telecommunications 
and Broadcasting), 1982 (the “Anti-Spam Act”).  The Anti-Spam Act prohibits, subject to 
certain exceptions, advertising by means of automated dialling, fax or text messages 
without first obtaining the recipient's initial opt-in prior consent; all such communications 
also must contain an opt-out / unsubscribe option. 
 
Furthermore, the PPL governs the possession and management of databases intended for 
direct mailing service and imposes restrictions in connection therewith, including a database 
registration requirement specifying the purpose of direct mailing and specific record-keeping 
requirements.  
 
The PPL does not specifically address online privacy, cookies and / or location data, all of 
which are governed by the general restrictions, including the requirements imposed on 
processing databases and direct marketing and the consent, purpose and proportionality 
restrictions.  

Adequacy recognition 

from another jurisdiction 

If another authoritative regulator has 

assessed the jurisdiction, it’s likely, 

although not determinative, that 

processing operations by 

organisations in the importing 

jurisdiction will be properly 

undertaken.  The risk is likely to be 

lower in such jurisdictions.  

     

Yes, Israel is deemed adequate by the European Commission and DIFC.  

Right to privacy principles 

in other laws 

Where the right to privacy exists in a 

foundational legal tenant or 

instrument, such as constitution or 

founding laws, the importing 

jurisdiction is more likely to process 

data in an ethical way and the risk 

may be less.  

     

There are data protection requirements contained in several laws.  

Extra-territorial reach of 

any DP related laws?  

Where privacy or similar laws of the 

exporting jurisdiction have sufficient, 

legally enforceable reach to protect 

Personal Data to the extent it is 

implemented by the importing entity, 

the risk of privacy lapses is reduced.   

     

The PPL does not explicitly determine its jurisdiction. It is likely that the PPL will apply to: 

(i) controllers based in Israel; (ii) data processing operations in Israel; and (iii) the 

processing of personal data with respect to Israeli citizens, regardless of where such 

processing takes place. 
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Assessment Criteria Risk Weighting Rationale  
 

Assessment  

Independent regulator 

managing any privacy 

related aspects, 

enforcement 

Oversight by a regulator with the 

power to independently enforce the 

law significantly reduces the risk of 

privacy breaches.  

     

The Privacy Protection Authority (“PPA”) 

125 Begin Road 

P.O. Box 7360 

Tel Aviv 61072 

www.gov.il/he/Departments/the_privacy_protection_authority  
Independent regulator 

managing any security 

related aspects, 

enforcement 

Oversight by a regulator with the 

power to independently enforce the 

law significantly reduces the risk of 

cybersecurity incidents. 

     

PPA. 

Notification or registration 

(or licensing) 

requirements for entities?  

Notification to an independent 

regulator with the power to inspect / 

investigate for compliance with the 

law significantly reduces the risk of 

privacy breaches. 

     

Under the PPL, a “database” must be registered with the Registry of Databases, a unit of 

the PPA, (“Registry”) if it contains: (i) data concerning more than 10,000 data subjects; (ii) 

sensitive information; (iii) data which has been collected from third parties; (iv) data used for 

direct marketing services; or (v) data in a public sector database. The term “database” 

refers to a collection of data processed by computer but excludes information consisting 

solely of basic contact details if such details are not in themselves likely to infringe an 

individual’s privacy. The registration system is based on registration of databases, as 

opposed to controllers. Hence, if a controller has several databases, such as human 

resources, customer data, and suppliers, it must register each database separately. In 

2014, the PPA amended the database registration procedures, requiring the filing of a far 

more detailed application form than before, specifying, amongst other things, the methods 

and sources of data collection and the types of data in a database. In 2017, the Israeli 

parliament approved a regulatory amendment cancelling database registration fees, 

including maintenance fees. There is no requirement to obtain authorisation from the 

Registry.  

Access to guidance / 

information?  

Guidance and outreach provided by 

an independent regulator to help 

raise awareness and ensure 

compliance with the law significantly 

reduces the risk of privacy breaches. 

     

PPA publishes guidance.  
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Assessment Criteria Risk Weighting Rationale  
 

Assessment  

Requirement to report 

data breaches to 

regulator?  

Transparency with the regulator in a 

jurisdiction and an understanding of 

what causes data breaches is 

necessary for reducing risk.  

     

A database owner is responsible for documenting any incident that raises concerns as to 
the integrity of the data or any unauthorised use of the data. If a severe security event 
occurs, then the database owner shall inform the PPA immediately, and not later than 72 
hours from its occurrence and shall report the steps that were taken following such an 
event. The PPA may order the database owner to inform the data subjects that may be 
affected by the security event.   

   

Requirement to report 

data breaches to 

individual / data subjects?  

Transparency with and accountability 

to individuals in a jurisdiction and an 

understanding of what causes data 

breaches is necessary for reducing 

risk. 

     

See above.   

Cultural respect for 

privacy? 

If the jurisdiction has a basic, ethical 

foundation of privacy and respect for 

human right to privacy, to the extent 

it can be ascertained, the risk is 

reduced.   

     

Privacy is a constitutional right under Article 7 of Basic Law: Human Dignity and Liberty. 

There seems to be an adequate level of respect for privacy in practice by citizens and 

businesses. 

   

Accountability 

requirements? DPO, 

privacy policy, etc 

Appointing a DPO and requiring 

privacy policies, compliance 

programs, etc., creates awareness 

within the processing organisation 

and ensures a better, more 

consistent overall application of the 

law. Thereby, a culture of privacy is 

more likely to exist, and risk is 

reduced.   

     

Upon collection of personal data from data subjects, a database owner must inform them: if 
they are under a legal duty to provide the data, the purpose of collection, and details of any 
third party that will receive the data and for what purpose. Appointment of a data protection 
officer is required by an entity meeting one of the following conditions: 

• a possessor of five databases that require registration 

• a public body as defined in Section 23 to the PPL, or 

• a bank, an insurance company or a company engaging in rating or evaluating 
credit. 

Failure to nominate a data protection officer when required to do so may result in criminal 
sanctions, including administrative fines.  

Industry specific codes of 

conduct or certification 

scheme?  

Where a secondary, non-privacy 

regulator also requires accountability 

through a code of conduct 

requirement, or certification scheme 

is implemented by a privacy 

regulator, risk is reduced.  

     

Yes, the PPA publishes guidance.   



 

CONFIDENTIALITY NOTICE and DISCLAIMER – This document and any attachment are confidential and may be privileged or otherwise protected from disclosure and solely for the use of Dubai International Financial Centre 
Authority. No part of this document may be copied, reproduced, or transmitted in any form or by any means without written permission. 

 

Assessment Criteria Risk Weighting Rationale  
 

Assessment  

Enhanced limitations on 

processing special 

category data?  

Particularly sensitive data that may 

create or exasperate the vulnerability 

of an individual likewise creates risk 

for that individual when his or her 

data is processed without knowledge 

or express permission, where 

required.  Enhanced limitations and 

controls existing in the local privacy 

or other similar laws supports a 

reduced risk assessment.  

      

Sensitive data is protected under the PPL. Sensitive Data is any personal data related to 
the personality, intimate affairs, state of health, economic situation, opinions, and beliefs of 
a person, and other information if designated as such by the Minister of Justice, with the 
approval of a parliamentary committee (no such determination has been made to date). A 
database containing sensitive data must be registered with the Registry and a higher level 
of security must be implemented with respect to such database.   

Prohibitions on specific 

types of data processing?  

See above      

There are no prohibitions on specific types of processing, but there are special 

requirements for certain sensitive data as detailed above.  

   

Judicial system / redress 

available for privacy 

violations 

Where access to judicial redress is 

available in the importing jurisdiction, 

it is more likely that individual rights 

will be protected where Personal 

Data has been processed unlawfully.  

     

A violation of Chapter B of the PPL is a civil tort, creating for individuals a private cause of 

action. An individual whose rights are infringed not only under Chapter B but also under the 

general provisions of Chapter A of the PPL may be entitled to statutory damages in an 

amount up to NIS 50,000 (€10,000), or up to twice that amount in case of intentional 

infringement. In addition, individuals may bring class action lawsuits based on privacy and 

data protection where the causes of action arise in the context of consumer or employment 

relations. 

 

Complaints can also be lodged with the PPA. The PPA is authorised to impose fines that 
accumulate daily up to approximately USD 70,000 (250,000 NIS). A breach of data 
protection law (database registration; notification to data subjects) constitutes a strict liability 
criminal offense punishable by one year imprisonment and is also a civil tort. 

Individual privacy rights 

(access, erasure, etc) 

Transparency with and accountability 

to individuals in a jurisdiction by 

providing more control over how 

Personal Data is processed is 

necessary for reducing risk. 

     

Yes, the PPL contains similar data protection rights as the GDPR e.g., right to be informed, 

right to access, right to correction.  

Unusual limitations on 

individual privacy rights?  

Transparency with and accountability 

to individuals in a jurisdiction by 

providing more control over how 

Personal Data is processed is 

necessary for reducing risk. 

      

We are not aware of any unusual limitations on individual privacy rights.  
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Assessment Criteria Risk Weighting Rationale  
 

Assessment  
   

Surveillance / 

investigatory powers 

balanced with necessity 

and proportionality 

Unsubstantiated, uncontrolled 

surveillance and the lack of access to 

judicial redress associated with 

inappropriate invasion of privacy 

rights through such surveillance 

increases risk of privacy violations.  

     

Such state powers appear to be exercised under the principles of necessity and 

proportionality, thus presenting a low/medium type of risk with respect to privacy 

rights...Sufficient redress mechanisms are available to control this power through the 

judicial process. 

Access by law 

enforcement 

If law enforcement has unlimited, 

uncontrolled access to Personal Data 

for any purpose or without providing 

sufficient detail and support for 

requesting Personal Data, the risk is 

increased.   

     

 

On December 17, 2007, the Knesset (Israel's Parliament) passed the Criminal Procedure 

(Enforcement Authorities – Telecommunications Data) Law, 5768-2007. The Law 

authorizes the police to establish a database composed of technical data of 

telecommunications, telephone, and internet transactions. The Law defines three ways in 

which the police could obtain such information: the first is by a judicial decree; the second, 

by special permit from high-ranking officers in case of serious crimes, to save human life, 

prevent offenses, or disclose information on the location of the offender; the third, and most 

controversial, by authorization of a police officer to request data from telecommunications 

companies. Such data include identification of subscribers and telephone equipment (IMEI) 

and of identifying elements of SIM cards, such as cellular antennas and their location, to 

enable tracing of conversations. In addition to the police, the military police, its internal 

investigation divisions, the stock exchange, and the anti-trust and tax authorities may have 

access to the data. The Law recognizes privileged information in the case of sensitive 

occupations such as those of lawyers, doctors, and religious leaders.1 

Access by government 

departments, agencies or 

international 

organisations 

If government entities have unlimited, 

uncontrolled access to Personal Data 

for any purpose or without providing 

sufficient detail and support for 

requesting Personal Data, the risk is 

increased.   

     

 

See above.   

   

 
1 Israel: Authorization for Preservation of Telecommunication Data | Library of Congress (loc.gov) (accessed: 10 March 2022) 
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Assessment Criteria Risk Weighting Rationale  
 

Assessment  

TI rating from DIFC AML 

Country List (to be 

provided as needed) 

For the purposes of data sharing 

when required by other regulators, 

such as for financial crime 

prevention, the likelihood of 

government access to shared 

Personal Data in a high FC risk 

importing jurisdiction is higher and 

therefore a greater risk.  
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