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Malaysia

1. Thematic Risk Rating Assessment

KEY

Low

Low / Medium
rights.

Almost no concerns about importing entity complying with
existing laws, including DP laws, and assuring data subjects’

Increased concerns about importing entity complying with existing laws, including
DP laws, and assuring data subjects' rights, and unlikely to be mitigated unless
enhanced due diligence is undertaken.

Significant degree of concerns about importing entity complying with existing laws,
including DP laws, and assuring data subjects' rights, and unlikely to be mitigated.

High

Medium

undertaken.

Concerns about importing entity complying with existing
laws, including DP laws, and assuring data subjects' rights,
but likely to be mitigated if enhanced due diligence is

Thematic Group

Regulators, Supervision
and Enforcement Rating

Thematic Risk Rating

Thematic Rationale

Low / Medium

The combination of overall regulations and laws that reflect data protection and
security principles creates a more positive impact and likelihood of implementation
of privacy principles.

Low / Medium

The increased presence of regulatory authorities that directly or indirectly supervise
and enforce privacy and security laws in a jurisdiction, as well as provision of clear,
easily accessible guidance, results in a decreased likelihood that privacy principles
and rights of data subjects will be breached. The impact of any such breach will be
lower as a result the above-named factors in addition to robust, measurable
enforcement measures.

Privacy Culture and
Environmental Factors

Medium

Data Importers in the jurisdiction generally apply and respect privacy principles,
tend to comply with data protection and security laws, and understand the
supervisory authorities’ interpretation and application of the relevant laws in the
jurisdiction. In doing so, the likelihood and impact of good culture of privacy
increases, fostering an ethical, suitable environment for fair and lawful processing to
occur.
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Thematic Group Thematic Risk Rating Thematic Rationale

Accountability and Data Importers must maintain and implement appropriate controls to safeguard and
Transparency Rating provide access to Personal Data, as well as provide clear notices and information to
data subjects. With such measures in place, the likelihood and impact of an
Importer’s interests overriding individuals’ interests is reduced.

Individual Rights and Individuals have lawful, accessible options for controlling their own personal data,
Redress Rating and redress for breaches of their rights. Importers ensure these principles are
Medium implemented, and the local judicial system permits for redress. Doing so mitigates

the likelihood and impact of a breach of privacy principles.

Public Authority Access to
Personal Data and

Necessary and proportionate access to Personal Data by law enforcement or public
authorities, as well as reasonably valid and proportionate investigatory powers
reduce the likelihood and impact of infringement of the individual right to privacy
and private life.

Remedies Factors

Transparency International
Corruption Rating

Malaysia Tl Risk Rating | Independent analysis of business conditions for ethical and compliant conduct of
business. This factor is considered in light of general business attitude and risk
Medium factors that may influence understanding and implementation of privacy laws and
regulations.
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https://www.transparency.org/en/cpi/2021/index/mys
https://survey.alchemer.com/s3/6932685/DIFC-EDMRI-plus

2. | temized Assessment Criteria and Rating

Assessment Criteria
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Risk Weighting Rationale

Assessment

Existence of a DP Law is a positive factor in
ensuring lower risk when processing Personal
Data in a jurisdiction, but it does not guarantee
either effectiveness or enforcement. It also is
not determinative that businesses will implement
the law when processing Personal Data due to a
variety of factors, including awareness.

The Personal Data Protection Act 2010 (PDPA) is the law that regulates the
handling of personal data in Malaysia. It came into force on November 15,
2013.

Laws or policies regulating cyber security and
advance IT risks, when implemented and
enforced, reduces risk to Personal Data
processing in the importing organisation.

Malaysia's National Cyber Security Policy

https://asset.mkn.gov.my/wp-
content/uploads/2020/10/MalaysiaCyberSecurityStrategy2020-2024.pdf

- Section 231,233,234,235 of communication and multimedia act
- Section 3,4,5 of computer crimes act 1997

Laws other than a national privacy law may exist
in a jurisdiction that provide as much if not more
protection of Personal Data imported to it. Laws
regulating processing of medical insurance
information, criminal records, children’s’ privacy
online, and consumer privacy may be
considered as lower risk despite the lack of a
national privacy law.

Yes, a number of sectorial non-privacy laws incorporate data protection
elements.

Laws or policies regulating marketing and
tracking IT, when implemented and enforced,
reduces risk to Personal Data processing in the
importing organisation.

Data subjects have the right to prevent processing for direct marketing
purposes as per section 43 of PDPA.

If another authoritative regulator has assessed
the jurisdiction, it’s likely, although not
determinative, that processing operations by
organisations in the importing jurisdiction will be
properly undertaken. The risk is likely to be
lower in such jurisdictions.

No.
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Assessment Criteria

Independent regulator
managing any privacy
related aspects,
enforcement

Independent regulator
managing any security
related aspects,
enforcement

Notification or registration
(or licensing)
requirements for entities?

Access to guidance /
information?

Requirement to report
data breaches to
regulator?

Requirement to report
data breaches to
individual / data subjects?
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Risk Weighting Rationale

Assessment

Where the right to privacy exists in a
foundational legal tenant or instrument, such as
constitution or founding laws, the importing
jurisdiction is more likely to process data in an
ethical way and the risk may be less.

The Federal Court held that the right to personal liberty under Article 5(1) of the

Federal Constitution includes the right to privacy.

Where privacy or similar laws of the exporting
jurisdiction have sufficient, legally enforceable
reach to protect Personal Data to the extent it is
implemented by the importing entity, the risk of
privacy lapses is reduced.

No.

Oversight by a regulator with the power to
independently enforce the law significantly
reduces the risk of privacy breaches.

Personal Data Protection Commissioner (“Commissioner”)

https://www.pdp.gov.my/jpdpv2/?lang=en

Oversight by a regulator with the power to
independently enforce the law significantly
reduces the risk of cybersecurity incidents.

National Cyber Security Agency (NACSA) of Malaysia is the national lead
agency for cybersecurity regulations.

https://www.nacsa.gov.my/

Notification to an independent regulator with the
power to inspect / investigate for compliance
with the law significantly reduces the risk of
privacy breaches.

As per Section 13,14,15 of PDPA and PDP (Class of data users) Order 2013
and 2016, Data users in the multiple prescribed classes have to register with
the commissioner under the PDPA, including the sectors of communications,
banking and financial institutions, insurance and health, amongst others.

Guidance and outreach provided by an
independent regulator to help raise awareness
and ensure compliance with the law significantly
reduces the risk of privacy breaches.

The regulator has published relevant guidance.

http://www.pdp.gov.my/jpdpv2/

Transparency with the regulator in a jurisdiction
and an understanding of what causes data
breaches is necessary for reducing risk.

It is not a mandatory provision under the PDPA but a Data breach can be
reported here: https://daftar.pdp.gov.my/p dbn

Transparency with and accountability to
individuals in a jurisdiction and an understanding
of what causes data breaches is necessary for
reducing risk.

See above.
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Assessment Criteria

Cultural respect for
privacy?

Accountability
requirements? DPO,
privacy policy, etc

Enhanced limitations on
processing special
category data?

Industry specific codes of
conduct or certification
scheme?

Prohibitions on specific
types of data processing?

Risk Weighting Rationale

Assessment

If the jurisdiction has a basic, ethical foundation
of privacy and respect for human right to
privacy, to the extent it can be ascertained, the
risk is reduced.

There is an moderate level of respect for personal privacy by individuals and
businesses in Australia.

Appointing a DPO and requiring privacy policies,
compliance programs, etc., creates awareness
within the processing organisation and ensures
a better, more consistent overall application of
the law. Thereby, a culture of privacy is more
likely to exist, and risk is reduced.

Transparency principle is followed as per Section 7 of the Act.

The PDPA does not mandate the appointment of a data protection officer.

Particularly sensitive data that may create or
exasperate the vulnerability of an individual
likewise creates risk for that individual when his
or her data is processed without knowledge or
express permission, where required. Enhanced
limitations and controls existing in the local
privacy or other similar laws supports a reduced
risk assessment.

Section 40 of the Act provides processing of sensitive personal data under
certain conditions:

- processing relates to information that has been made public;

- processing is obligated by law;

- processing is done to protect vital interest of the data subject or another
person; or

- processing is necessary for establishing or exercising of defence of a legal
claim.

Where a secondary, non-privacy regulator also
requires accountability through a code of
conduct requirement, or certification scheme is
implemented by a privacy regulator, risk is
reduced.

- Code of Practice for the Banking and Financial Sector 2017

- Personal Data Protection Code of Practice for the Utilities Sector (Electricity)
2017

- Code of Practice on Personal Data Protection for the Insurance and Takaful
Industries in Malaysia 2017

- Personal Data Protection Code of Practice for the Communications Class
Data Users 2017

See above

Section 45 lists down categories of personal data exempted from the
provisions of PDPA.

Judicial system / redress
available for privacy
violations

Where access to judicial redress is available in
the importing jurisdiction, it is more likely that
individual rights will be protected where
Personal Data has been processed unlawfully.

Part VII of the act states the constitution of the appellate tribunal. Data subjects
aggrieved by the commission's decision under this act can approach the
appeal tribunal.
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Assessment Criteria

Risk Weighting Rationale

Assessment

Individual privacy rights
(access, erasure, etc)

Transparency with and accountability to
individuals in a jurisdiction by providing more
control over how Personal Data is processed is
necessary for reducing risk.

PDPA provides the following rights under Division 4:

- the right of access to personal data;

- the right to require a data user to correct personal data;

- the right to withdraw consent to the processing of personal data;

- the right to prevent processing likely to cause damage or distress; and
- the right to prevent processing for direct marketing purposes.

Unusual limitations on
individual privacy rights?

Transparency with and accountability to
individuals in a jurisdiction by providing more
control over how Personal Data is processed is
necessary for reducing risk.

Right of access to individuals may be restricted as per section 32. Right to
rectification can be refused as per section 36.

Surveillance /
investigatory powers
balanced with necessity
and proportionality

Access by law
enforcement

Access by government
departments, agencies or
international organisations

Unsubstantiated, uncontrolled surveillance and
the lack of access to judicial redress associated
with inappropriate invasion of privacy rights
through such surveillance increases risk of
privacy violations.

Part IX of the act states the powers of enforcement agencies for search and
seizure and access to personal data under certain circumstances.

If law enforcement has unlimited, uncontrolled

access to Personal Data for any purpose or See above.
without providing sufficient detail and support for

requesting Personal Data, the risk is increased.

If government entities have unlimited,

uncontrolled access to Personal Data for any See above.

purpose or without providing sufficient detail and
support for requesting Personal Data, the risk is
increased.

Tl rating from DIFC AML
Country List (to be
provided as needed)

For the purposes of data sharing when required
by other regulators, such as for financial crime
prevention, the likelihood of government access
to shared Personal Data in a high FC risk
importing jurisdiction is higher and therefore a
greater risk.
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