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INCIDENT RESPONSE PROCESS
Cybersecurity

24/7 BUSINESS DATA BREACH RESPONSE
Hotline: 833.927.3224 | Online Request: eidebailly.com/databreach

Our Incident Response team uses the following process to help clients investigate, contain and eradicate a data breach. 
The team works alongside clients to solve the problem and create a plan for future security.

  • �Inquire about incident
  • What has been done so far?
  • �Has attorney/law enforcement been notified?

SCOPING

  • �Place systems back into productionRECOVER

  • �Provide findings and general recommendations
  • Next Steps

LESSONS LEARNED 
& ASSESSMENT

  • �Deploy endpoint and network monitoring tools
  • Enable loggingDETECTION

  • �Update systems
  • Wipe and reload
  • �Harden systems

ERADICATE

  • �Determine if investigation is feasible
  • �Contain infection (e.g. remove device from 

network, reset passwords)
INVESTIGATE CONTAIN

http://eidebailly.com/databreach

