
Consent for traffic scan and filtering 

To ensure function and security of the WLAN, to detect, investigate and prevent infringements of our 
Terms & Conditions of Use (“T&C”) and illegal behavior or other misuse of the Guest Wi-Fi, to prepare, 
assert and defend against legal claims and to support IT security we, the Exyte Management GmbH, may 
have to scan and filter internet traffic including meta data and the personal data contained therein.  

To use our free guest W-Lan you therefore have to consent to such scanning and filtering of our traffic 
use our Guest W-LAN.  

You provide your consent as stated herein by ticking the accept box, when registering at our Guest W-
Lan. 

This consent is voluntary and can be revoked at any time. If you do not provide your consent or 
revoke it, you cannot use our Guest W-Lan. Revocation does not affect legality of processing until 
then. We usually store IP Addresses for one month. 

If there has been illegal behavior or an infringement of our terms and conditions, we may further process 
personal data already collected independent from your consent to assert or defend from legal claims 
independent of your consent based on our legitimate interest according to Art 6 Sect I f General Data 
Protection Regulation EU 2016/679 (“GDPR”) and Art 9 Sect. II lit f GDPR or to support authorities in their 
investigations, whereas the legal basis depends on the authority and the nature of investigation. 

We process further personal data based on our legitimate interest and our contract. You will find detailed 
information about other data processing and the consent in the data protection statement below. 

 

Privacy Information for Guest W-LAN 

Our goal at Exyte is to develop an online environment that is simple to use and respects the rights and 
expectations of our users at the Exyte guest network. 

The responsible data controller is Exyte Management GmbH, Loewentorstrasse 42, 70376 Stuttgart, 
Germany („Exyte“, “we” or “us”). 

In the following, we will explain to you in detail which personal data we process, for what reason and on 
the basis of which laws and regulations. In addition, we will provide you with further information as 
required by applicable laws and for your convenience. 

 

1. Purpose of processing personal data 

We process your personal data to provide you with access to our guest wireless local area network and 
access to the Internet from our Guest wireless local area network (“Guest Wi-Fi”, “Wi-Fi” or “WLAN”) 
including the registration to identify you, to ensure functioning and security of the WLAN, to detect, 
investigate and prevent infringements of our Terms & Conditions of Use (“T&C”) and illegal behavior or 
other misuse of the Guest Wi-Fi, to prepare, assert and defend against legal claims and to support IT 
security.  

 

2. Processed personal data  

We process the following categories of personal data and will not provide our Guest Wi-Fi access in 
accordance with our T&C without processing such personal Data: 

a. We may process your email address (and your name, if included in the email address); 
b. The mac-address(es) – an address allocated and unique to your device - of the devices you use 

to log-on at our system (please note that the name for mac address may vary depending on the 
provider of your device, e.g. physical address or Ethernet ID”); 



c. A unique User ID, which we allocate to your email address; 
d. The IP-Address(es) we allocate to your device(s), which you use to log-on our Guest Wi-Fi; 
e. The log-on, log-off and session-time of the device(s) you use to log into our Guest Wi-Fi; 
f. We may scan the traffic and outgoing / Incoming IP Addresses and all personal data included 

based on your consent i.e. Art 6 Sect I a) and Art 9 Sect II a) GDPR. 
 

Please note that by nature of the Wi-Fi service, also the traffic and the target IP Addresses are routed 
through our Guest Wi-Fi (and the respective systems), as far as it is necessary to provide you with access 
to the internet. 

 

3. Legal basis for processing personal data 

Unless otherwise stated in this Privacy Information the legal basis for processing the personal data, as 
listed above under No 2 of this Privacy Information, are: 

a. For the performance of a contract (including the T&C) with you as the user - Art 6 Sec 1, Lit b 
General Data Protection Regulation EU 2016/679 (“GDPR”); 

b. For the purposes of the legitimate interests pursued by us - Art 6 Sec 1, Lit f GDPR, whereas our 
legitimate interest are to provide a stable safe and secure network environment in the Guest Wi-
Fi, to assert and defend against legal claims and to prevent and investigate misuse and criminal 
conduct; 

c. If we process personal data based on your consent, we process such personal data based on Art 
6 Sect I Lit a) GDPR and Art 9 Sect II a) GDPR. 
 

 

4.  Retention periods 

We store personal data only as long as it is necessary for the purposes described herein, to assert or 
defend against a legal claim, or as long as it is necessary to comply with statutory retention periods. 
Usually and unless the aforementioned reasons require a longer retention period, we delete personal 
data after one month, in some cases up to six months – e.g. to investigate infringements and technical 
issues.  

 

5. Recipients 

We will only transfer your personal data to third parties, if it is necessary to achieve the purpose, if we are 
legally obligated to do so, if it is necessary to assert or defend against a legal claim, if this is necessary to 
fulfill a contractual obligation with you or if you have given your consent. 

As an exception to the above, we may provide your personal data to external consultants in case we have 
to investigate a security breach and assert or defend from legal claims (e.g. lawyers, security expert 
consultants). 

In addition we may decide to work together with authorities in case of criminal investigations and provide 
them with available data, if compliant with the applicable law. 

Further we may use various external services providers to operate the Guest Wi-Fi. To the extent it is 
necessary these service providers also process personal data.  

 

6. No automated decision making 
We do not base decisions which produce legal or similar significant affects to you solely on automated 
decision making, such as profiling. 



 

7. Your rights 
  
 

a. Upon request, we will inform you whether Exyte holds any Personal Data about you and, 

if so, provide details regarding such data. 

b. If your Personal Data is processed for advertising purposes, you have the right to object 

to this processing at any time. Should you exercise this right, your Personal Data will no 

longer be used for advertising. 

The most straightforward way to object to advertising is by emailing info@exyte.net. 

However, we also accept other forms of objection, provided they enable us to clearly 

identify you. 

c. Additionally, you may object to the processing of your Personal Data based on your 

particular situation when the data is processed under Article 6 Section I lit. f GDPR 

(legitimate interest) or Article 6 Section I lit. e GDPR (public interest or official authority). 

If you object on these grounds, we will only continue processing if our compelling 

legitimate interests override your interests, rights, or freedoms or if processing is 

necessary for the establishment, exercise, or defense of legal claims. This condition also 

applies to profiling based on these legal bases. 

d. In accordance with the GDPR, you have the right to rectify inaccurate or incomplete 

Personal Data (Art. 16), to request deletion (Art. 17), and to restrict processing (Art. 18). 

e. You also have the right to receive your Personal Data, which you have provided to us, in 

a structured, commonly used, and machine-readable format, as well as the right to 

transmit this data to another controller (Art. 20 GDPR). 

f. Where processing is based on your consent, you may withdraw your consent at any time. 

Such withdrawal will not affect the lawfulness of processing carried out prior to the 

withdrawal. 

g. You have the right to lodge a complaint with the competent supervisory authority for data 

protection matters. In Baden-Württemberg, Germany, the competent authority is the 

“Landesbeauftragte für den Datenschutz und die Informationsfreiheit Baden-

Württemberg.” Alternatively, you may contact the data protection officer at your place of 

habitual residence within the European Economic Area. 

 

8. Contact 

For general questions or suggestions with regard to data protection, please contact the Exyte Data 
Protection Team at privacy@exyte.net. 

 
Exyte has appointed a Data Protection Officer. 
If you have any questions, concerns, complaints, suggestions or other matters with regard to the 
processing of your personal data, please contact our Data Protection Officer at 

Exyte Management GmbH 
Data Protection Officer 
Compliance 
Löwentorstrasse 42 
70376 Stuttgart 
Germany  

Email: privacy@exyte.net 

mailto:privacy@exyte.net

