Al Governance for Boards:
Practical Strategies

Future Tense: The Agile Board



Al models are getting smaller, better

and cheaper

Smallest Al models scoring above 60% on MMLU, 2022-24

Source: Abdin et al., 2024 | Chart: 2025 Al Index report
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Inference price across select benchmarks, 2022-24
Source: Epcch Al, 2025; Artificial Analysis, 2025 | Chart: 2025 Al Index repart
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https://hai.stanford.edu/news/ai-index-2025-state-of-ai-in-10-charts

Select Al Index technical performance benchmarks vs. human performance
Source: Al Index, 2025 | Chart: 2025 Al Index report
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Al that does month-long computer tasks plausible by 2031
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Al adoption is accelerating including in regulated

sectors

Industries Using Al in Canada (2025)

Information & Cultural Industries _ 35.6% Key Observations

. Al adoption in professional services is

Professional, Scientific & Technical outpacing the broader economy

31.7%

. Healthcare and pharmacy contexts are
seeing significant Al investment in clinical
decision support, documentation, and patient

Finance & Insurance oo
communication

30.9%

Most organizations (66.7%) still have no Al
. _ . plans, which creates both risk and
Healthcare & Social Assistance 22% opportunity for regulators to get ahead of the
curve

. Trust in Al remains low in Canada with 31%
vs. 50%+ globally. This reinforces the need
for credible regulatory guidance

Pharmaceutical Retail 18.5%

Source: Statistics Canada, Analysis on Al use by businesses in Canada, Q2 2025



The growing trust gap

Asked about Al specifically, just 31 per cent of Canadian survey
respondents said they trusted the technology; total trust in Al was 19
percentage points lower in this country than the global average. (varch 2024).

2024 CanTrust Index — one of the largest annual studies of trust in
Canada- shows high economic anxiety, little trust in building affordable
housing and declining trust in Artificial Intelligence. (Feb 2024).

Canadians are skeptical across all sectors from government at 33 per
cent, financial services at 29 per cent. healthcare at 29 per cent and
retail at 22 per cent. Each sector has a job to do to build trust as it
expands its use of Al. (Feb 2024).

Over the next 12 months, the majority of Canadian businesses (71.8%)

reported not having plans to use Al, while 17.6% remain unsure about
their Al use over the next 12 months. (sept. 2024).

Sources:

Workers are more worried
than hopeful about future
Al use in the workplace

% of employed adults saying they
generally feel about how AI may
be used in the workplace in the future

Worried
Hopeful
Overwhelmed

Excited



https://thelogic.co/news/distrust-of-ai-significantly-higher-in-canada-than-other-countries-survey-finds/
https://thelogic.co/news/distrust-of-ai-significantly-higher-in-canada-than-other-countries-survey-finds/
https://thelogic.co/news/distrust-of-ai-significantly-higher-in-canada-than-other-countries-survey-finds/
https://www.thecanadianpressnews.ca/globenewswire_press_releases/2024-cantrust-index-reveals-low-trust-in-building-affordable-housing-and-falling-trust-in-artificial/article_dda5dcf6-db39-50ad-b9bb-130c0f5d8f63.html
https://www.thecanadianpressnews.ca/globenewswire_press_releases/2024-cantrust-index-reveals-low-trust-in-building-affordable-housing-and-falling-trust-in-artificial/article_dda5dcf6-db39-50ad-b9bb-130c0f5d8f63.html
https://www.thecanadianpressnews.ca/globenewswire_press_releases/2024-cantrust-index-reveals-low-trust-in-building-affordable-housing-and-falling-trust-in-artificial/article_dda5dcf6-db39-50ad-b9bb-130c0f5d8f63.html
https://www.thecanadianpressnews.ca/globenewswire_press_releases/2024-cantrust-index-reveals-low-trust-in-building-affordable-housing-and-falling-trust-in-artificial/article_dda5dcf6-db39-50ad-b9bb-130c0f5d8f63.html
https://www150.statcan.gc.ca/n1/pub/11-621-m/11-621-m2024013-eng.htm

What Is agentic Al?

From responding to acting — Al that pursues goals across extended horizons

Autonomous Agents Tool Use Multi-Agent Systems

Networks of Al agents that

Al systems given a goal and left to LLMs augmented with the ability to . ,
coordinate, delegate, and verify
plan and execute sequences of call external APls, search the web, ,
. . . each other's work. Enables
actions over time — browsing the run code, or access databases. . o
o : : : . . parallelism and specialization —
web, writing code, sending emails Combines reasoning with real-world .
: S ) : . : ) . and creates complex chains of
— with minimal human intervention. action and information retrieval.

responsibility.

Key shift: from tool to actor Key shift: from language to capability Key shift: from individual to system




What's uniquely risky about agents?

Same core harms — but different amplification mechanisms

01 Loss of Control

Agents can chain actions and spend money or commit organizations
without granular approval. Small harmful decisions compound before

anyone notices — e.g., a trading agent making a series of individually
acceptable but collectively ruinous trades.

03 Cybersecurity & Fraud Surface

Agents can be targeted with prompt injection — then act on
compromised instructions (send data, approve payments, change

configurations). They can also be weaponized: automated phishing,
deepfake distribution, or vulnerability scanning.

02 Opacity & Auditability

Agents generate not just outputs, but sequences of decisions, API calls,
and state changes. Without logging and traceability, it is difficult to

reconstruct what happened — or to satisfy regulatory obligations after
the fact.

04 Human Displacement of Judgment

When agents operate as 'digital teammates,' humans may over-delegate,
rubber-stamp, or lose situational awareness — weakening the 'human-

in-the-loop' safeguards that most existing Al governance frameworks
assume.



Global regulatory landscape

Emerging Global Al Legislation

Bill C-27 Part I+ll, Canadian Consumer Privacy Protection Act
Repeals and replaces PIPEDA

Bill C-27 Part lll, Artificial Intelligence and Data Act (not advancing)

Defines categories of ‘high impact’ Al systems and establishes legal requirements for those
developers or deploying such systems

EU’s Artificial Intelligence Act (in force)

Establishes legal requirements for the developers and deployers of “high risk”
and “limited risk” Al systems, including General-purpose Al systems (e.g.,
generative Al)

President Trump’s Executive Order on Al (federal)

Seeks to establish American global leadership and dominance in Al.

Colorado’s Consumer Protections for Al (state)

Establishes requirements for high-risk Al systems for both deployers and
developers in a similar manner to the EU Al Act and AIDA.

Compliance Frameworks and Guidance

NIST ico.

Canadi Pdp¢

I+l

Santé  Health
Canada Canada

Guidance and “Self-regulation”

For example: NIST AIRMF, Canada’s Voluntary
Code on Al, guidance from various
Commissioners across Canada

Sectoral-based Guidance

For example: Health Canada’s SaMD, CMA
guidance, CPSO rules and guidance

Al Standards

For example: ISO/IEC 42000 series, Canada’s
Digital Governance Standards Institute, FPT
Al4H Guiding Principles

Various other Al laws are in the works, including in the UK, South Korea, China, Australia, Japan, and more (source).



https://iapp.org/media/pdf/resource_center/global_ai_law_policy_tracker.pdf

Regulation of Al and data in Canada

Minister of Artificial Intelligence and
Digital Innovation and Minister
responsible for the Federal
Economic Development Agency for
Southern Ontario

Light, tight, and right

Light regulation: Government will not impose strict regulations th
at could hinder innovation. Focus is on investing in regulation that
supports innovation while protecting privacy.

Tight compliance: Intention is to ensure Al systems comply with
established guidelines and standards for maintaining trust and
confidence in technology.

Right framework: Tailored regulations that are appropriate for the
evolving nature of Al technology, ensuring regulation is not overly
complex or outdated.
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