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INntroduction

Cybersecurity professionals are on the frontlines of keeping organizations and
their data safe. To do so effectively, they must constantly navigate emerging threats
and adapt to new technologies, all while maintaining relevant skills. However,

the cybersecurity skills shortage remains one of the profession’'s most pressing
challenges. According to the 2025 ISC2 Cybersecurity Workforce Study, nearly
two-thirds (59%) of respondents reported critical or significant skills needs on their
security teams last year, up from 44% in 2024. Furthermore, 95% identified at least
one skills need on their teams, a five-point increase from 2024.

The good news? New research from ISC2 shows 86% of security leaders believe
their organization’s training programs effectively address the changing skills needs
of their security teams. Most (94%) also feel their organizations are keeping up or
are ahead of the curve when it comes to adapting training to emerging technologies
and shifting security requirements. These findings suggest that while skills needs
evolve, organizations are actively investing in strengthening their security teams
through training.

This report examines how enterprise organizations (5,000+ employees) across
Canada, Germany, India, Japan, the U.K. and the U.S. approach security team
training. We explore current trends in enterprise training programs—specifically
the skills organizations are prioritizing, how training is delivered, how budgets are
allocated and how impact is measured. To ensure accuracy in our reporting, we
surveyed 995 security leaders (at the manager level or higher) who are personally
involved in their organization’s security team training.


https://www.isc2.org/Insights/2025/12/2025-ISC2-Cybersecurity-Workforce-Study#Skills
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Key

Findings

1. Al is the top driver of security training priorities. 47% of security leaders said that
artificial intelligence (Al) is the most pressing skill their organization is addressing or
planning to address through training. Al is also the top skill expected to drive training in
the next year.

2. New technologies are shaping how skills needs are identified. Over half of security
leaders (54%) said their organizations are determining skills needs based on the
adoption of new technologies or systems.

3. Most organizations rely on a blend of providers for security training, but lean
toward in-house training. Over three quarters (77%) said their organization uses a mix
of in-house and third-party training providers for security training, but lean toward using
in-house providers. For organizations that use both, the choice depends on the type of
training being delivered.

4. Time remains the biggest barrier to effective security training even when support
exists. Nearly all security leaders (98%) said their organization allows professional
development during work hours, yet over half (53%) still cite time or scheduling
challenges as the top barrier to effective security training.

5. Security training budgets are increasing. Nearly three quarters of respondents (73%)
said their organization'’s security training budget has increased over the past 12 months.

6. Most organizations are keeping pace with change. Two in five security leaders (40%)
said their organization is ahead of the curve by proactively updating skills and training as
needs evolve, while another 54% reported keeping pace as new technologies emerge.
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Skills Needs

on Cyber Teams

In the 2025 ISC2 Cybersecurity Workforce Study, we asked respondents to identify
the top skills needs on their security teams. Al topped the list at 41%, followed by cloud
security (36%), risk assessment (29%), application security (28%), security engineering and
governance (27%) and risk and compliance (GRC) (27%).

For this report, we went a step further and asked organizations which of these skills needs
they are actively addressing or planning to address through training.

The research revealed the most pressing skills needs on cybersecurity teams that
are currently being prioritized in training include:

1. Al (47%)

2. Cloud computing security (44%)

3. Security analysis (44%)

4. Risk assessment, analysis and management (40%)

5. Security administration (40%)

6. Network monitoring (38%)

7. Security engineering (36%)

8. Application security (34%)

9. Threat intelligence analysis (34%) . e
10. Operation technology security (32%) -
L]
- ]



https://www.isc2.org/Insights/2025/12/2025-ISC2-Cybersecurity-Workforce-Study
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The skills that organizations prioritize in their security training programs vary by country.

Top 5 Most Pressing Skills Needs Prioritized in Security Training by Country

Canada

Al (46%)

Cloud computing
security /
Network
monitoring / Risk
assessment (39%)

Security analysis
(37%)

Application
security (35%)

Security
administration
(32%)

Germany

Al (43%)

Cloud computing
security /
Network
monitoring /
Security analysis
(39%)

Security
engineering (38%)

Threat
intelligence
analysis / 1AM
(37%)

Security
administration
(33%)

India

Cloud computing
security (51%)

Security analysis /
Security
administration
(48%)

Al (47%)

Application
security / Risk
assessment (44%)

Security
engineering (39%)

Japan

Security analysis
(47%)

Security
administration
(44%)

Al / Risk
assessment (40%)

SecOps (39%)

Cloud computing
security (35%)

U.K.

Al (55%)

Cloud computing
security (50%)

Risk assessment
(45%)

Security analysis
(41%)

GRC (38%)

u.s.

Al (54%)

Security analysis
(51%)

Cloud computing
security (50%)

Security
administration
(49%)

Network
monitoring (43%) /
Operation
technology
security

Security leaders in the U.K. (55%) and the U.S. (54%) were significantly more likely to cite Al

as their most pressing skills need compared to those in India (47%), Canada (46%), Germany
(43%) and Japan (40%). Interestingly, respondents in India and Japan were the only groups who
did not list Al as their number one most pressing need. One possible explanation for these
country-level differences is the variation in industry composition across markets.
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For cloud security, respondents in India (51%), the U.S. (50%) and the U.K. (50%) were
significantly more likely to prioritize this skill in training than those in Canada (39%),
Germany (39%) and Japan (35%).

Security leaders in Japan (39%) were the only group to list SecOps among the top five
skills training priorities—and were significantly more likely to do so than respondents in
Germany (17%), the U.S. (14%), Canada (13%), the U.K. (13%) and India (8%).

When looking at the many skills security leaders cite for security training and how different
countries prioritize them, it raises an important question: How do organizations determine
whether training is needed for a particular skill or role?

How does your organization typically determine if training is necessary for a particular
security skill or role?

Adoption of new technologies or systems ., - /s
Periodic skills assessments or audits _ 49%
Manager performance assessments [ A7
Regulatory or compliance requirements [T 46%
Employee feedback I 43%
OB inacs prores I 3%
Industry benchmarking or frameworks B el
Employee self-assessments [ 38%
Incident reviews | 36%
Driven by certification requirements T i
During continuity and succession planning [ 327

The most common method cited by over half (54%) of security leaders was through

the adoption of new technologies or systems. This approach may be seen as a reactive
method, since it is responding to changes already underway rather than anticipating
them in advance. However, respondents’ perceptions tell a different story; 94% of security
leaders whose organization determines training through new technology adoption
described their organization’s approach as proactive.
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Other common methods that security leaders cited include periodic skills assessments
or audits (49%), manager performance assessments (47%), regulatory or compliance
requirements (46%), employee feedback (43%) and organizational strategy (43%).

Certification requirements do not appear to be a primary driver for how organizations determine skills
needs in their training programs, but they remain an important part of the conversation about skills
development on security teams.

Just over a third (34%) of security leaders said that their organization determines skills needs through
certification requirements—Ilower than other methods such as new technology adoption, skills
assessments or performance assessments. This signals that certifications may be a component of a
broader skills development process rather than the central force determining training needs.

Still, certifications appear to play a meaningful role in professional development across
security teams:

8 % of respondents said that certifications play an important role in
their security team'’s professional development.

8 6% said that certifications significantly enhance the skills of their
cyber teams.

organization tend to value ongoing training more than those

AA 8 0% agreed that certified cybersecurity professionals within their
A . e
without certifications.

17 5 O% said that they measure the effectiveness of cybersecurity training
8 (o] through certification achievement rates.
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Over the past few years, ISC2 research has consistently demonstrated how important
nontechnical skills (e.g., communication, leadership, project management) have become in
the cybersecurity profession. In the latest ISC2 Cybersecurity Workforce Study, hiring
managers ranked non-technical skills among the top five skills they target when hiring,
ahead of any technical skills.

In our new research, we found that organizations rely on several groups to determine
which nontechnical skills training is needed, including security leadership (62%), IT teams
(57%), Learning and Development (L&D) teams (54%) and general Human Resources (HR)
or training functions (41%).

Who determines non-technical skills training for security teams (e.g., communication,
leadership, project management skills)?

Security Leadership [ 62
T 57
Learning and Developments [ 54%
General HR or Training [ 4%

Page 7


https://www.isc2.org/Insights/2025/12/2025-ISC2-Cybersecurity-Workforce-Study
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Training Delivery.

and Development

Once organizations identify a need for training, the next step is ensuring that employees
have the time, support and resources to pursue it. Nearly all security leaders (98%)
reported that their organization allows professional development during work hours—
an important signal that cybersecurity upskilling and reskilling are recognized as part of
the job and not something to always be done on personal time.

Most of the training organizations provide is customized by job role or function,
according to 70% of security leaders. Another 27% said their organization provides a
mix of customized and general content, and only 3% said their security staff received
standardized training for all team members.

Security teams receive training through a variety of methods, the most common being
hybrid training models that blend in-person and virtual formats (54%). Other widely used
methods include webinars and online workshops (50%), in-person sessions (49%), live
virtual training (instructor-led) (47%), on-the-job training or shadowing (47%), mentoring or
coaching (44%) and self-paced online training (43%).

What types of training programs does your organization offer to security teams?

Hybrid training (combination

of in-person and virtual) L 547
Webinars or online workshops 0%
In-person training sessions I T— 9%
Live virtual training (instructor-led) AT
On-the-job training or shadowing [y 47%
Mentoring or coaching programs [ 4%
Self-paced online training [ 43%
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Training programs are also developed and delivered through a blend of internal and
external expertise. Three-quarters of security leaders (77%) said their organization uses a
mix of in-house and third-party training providers in some capacity, but there's a very clear
lean toward using in-house providers. Nearly two-thirds (63%) said their training programs
are developed and delivered exclusively (20%) or mostly (43%) by in-house teams,
compared to just 9% who rely exclusively or mostly on third-party providers. Another 27%
indicated an even split between both approaches.

Which of the following best describes who develops and delivers security training
at your organization?

|2%

B Exclusively in-house staff
Mostly in-house staff, with some third-party training providers
[ About evenly split between in-house staff and third-party training providers
B Mostly third-party training providers
[ Exclusively third-party training providers

Security leaders at larger organizations are more likely to say they have relied on more
vendor-provided training over the past 12 months. Those at enterprises with 10,000-19,999
employees (79%) and at enterprises with 20,000 or more employees (72%) are significantly
more likely to say that their organization has relied more on vendor-provided training than
leaders at enterprises with 5,000-9,999 employees (60%).

Among organizations that use both in-house and third-party training providers, the
choice of provider is tied to the type of training being delivered. For example, security
leaders are more likely to say that third-party providers are responsible for certification
training, whereas product specific training and technical skills training are more commonly
delivered by IT or security vendors. In contrast, in-house teams usually lead soft skills and
compliance training.
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Who is responsible for providing the following training to security professionals at
your organization?

Among respondents who indicate their organization develops and delivers training through both in-house and
third-party training providers

46%

13%___-—-"““'. | m——

Certification training Technical skills training Product-specific training Soft skills training Compliance and
regulatory training

M Provided by third-party training providers
B [T/Security hardware and software vendors
M Provided by in-house staff

Security leaders at enterprises with fewer than 10,000 employees are more likely to rely
on in-house staff for soft skills training (46%) than their counterparts at larger enterprises
(34% among those at enterprises with 10,000-19,999 employees; 34% among those at
enterprises with 20,000+ employees).

Page 10
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Selecting Third-Party

Training Providers

When organizations turn to third-party providers for security training, their decision to
move forward with a provider is rarely based on a single factor. Instead, organizations tend
to evaluate multiple sources of information and vet providers through several channels.
Among security leaders whose organizations use third-party training providers, most said
that their organization evaluates multiple vendors before selecting one (70%). They also
said their organization relies heavily on recommendations from peers or industry networks
(59%), existing partnerships (58%) and an approved vendor list that can be engaged as
needed (32%).

When selecting third-party training vendors, how important are the following factors?

Among those who develop and deliver security training through the use of in-house staff and third-party training
providers, or only third-party providers

2%

Effectiveness of training 37% 50%
2%
Compliance with regulations 1% 43%
orindustry standards 57/
Instructor credentials or expertise 43% 41%

3%

Vendor reputation or credibility | | 6% | 38% 43%

3%

Accessible instructors . 47% 34%

3%

Accessible learning platforms . 45% 34%

1%

45% 32%
Size of education portfolio 41% 35%

1%

43% EEL

1%

Ease of doing business I3 19% 44% 32%

(e.g., negotiable pricing) 1%
Speed/expediency of training 17 220 1% 32%
1%

5% 22% 39% 33%

[ Notatallimportant [ Slightlyimportant [l Moderatelyimportant [ Veryimportant [l Extremelyimportant

Applicable education accreditations

Flexibility in learning format

Cost
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Respondents consider many factors important when choosing third party providers.
Effectiveness of training tops the list (87% rated “extremely” or “very important”), followed
closely by compliance with regulations or industry standards (84%), instructor credentials
or expertise (84%) and vendor reputation or credibility (81%). Operational elements like
accessible instructors (81%) and accessible learning platforms (78%) were also high on
the list.

Interestingly, while cost is important to most respondents (72% consider it extremely/very
important), it ranked as the least important factor on the list. This shows that organizations
tend to prioritize training that is effective, delivered by credible instructors and compliant
over options that are simply less expensive—though they likely want both.

Our upskilling has made our employees much more knowledgeable
about upcoming trends which increases the confidence we have in them
and our security. We know that if we run into any incidents, we have a
strong, smart team of people who can deal with them.

- IT Director in the U.S.
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Frequency of Security

Team Training

According to security leaders, there are several ways that their organizations are ensuring

security teams have enough time to participate in training. Over three-quarters (77%) said

that managers adjust workloads to accommodate training, 67% said that their organization
offers dedicated training days or blocks, and 60% said training is self-paced and flexible. A

smaller share (16%) said that participation in training is optional.

Training frequency varies, but training on a monthly (36%) or quarterly (34%) basis was most
frequently reported among security leaders. Interestingly, 15% said their team participates

in training on a weekly basis. This is especially true for respondents in India, where 31%
reported weekly training compared to their counterparts in Canada (16%), the U.K. (15%), U.S.
(10%), Japan (12%) and Germany (6%).

How frequently do members of your organization's security team participate in training?

Ad hoc/
as needed
Weekly Monthly Quarterly Bi-annually ‘
15% 36% 34% 8% 2%
1%
Annually

It varies
by role
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Looking at the average time spent on training, the largest share of security leaders (32%)
said their team members spend 26-50 hours of formal training per year. Leaders from
Japan (23%) were significantly more likely to say a typical team member spends 76-100
hours of formal training compared to their counterparts from the U.S. (14%), Canada
(11%), Germany (6%), India (13%) and the U.K. (11%).

Approximately how many hours of formal training does a typical team member on your
security team complete each year?

More
1-10 11-25 26-50 51-75 76-100 than 100
hours hours hours hours hours hours
B H
It varies
by role

“Upskilling has directly led
to a 25% of reduction in
average incidents response
time and has proactively
closed critical skills gaps

in key areas like cloud
security and zero trust
architecture. This has
resulted in more efficient
security operations.”

- IT Director in the U.K.
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Security Training

Budgets

Nearly three-quarters of security leaders (73%) said their organization’s security training
budget has increased over the past 12 months. Those in India (86%) were significantly more
likely to report an increase compared to those in Canada (76%), the U.S. (72%), Japan (71%),
the U.K. (69%) and Germany (66%). A quarter of security leaders said their budgets have
remained the same, and only 1% reported a decrease.

Over a quarter of security leaders (27%) say their organization allocates an average of
$1,000 to $2,499 per person annually for security team training.

On average, what is your organization's annual budget for security team training
per person?

| N I

To support security training, over 80% of security leaders (82%) said their organization
maintains a dedicated training or professional development budget. More than half (53%)
also draw on staff education or training credits, sometimes referred to as "use-it-or-lose-it”
funds and 42% fund training through employee stipends or reimbursement. Only 23%
reported relying primarily on low-cost or no-cost training options. However these seem to be
gaining in popularity. Nearly 60% of leaders (59%) said that their organization has relied more
on free training over the past 12 months.

Less than $500
$500 - $999
$1,000 - $2,499

B $2,500 - $4,999

B $5,000 - $7,499

B $7,500 - $9,999
More than $10,000
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Security leaders at larger enterprises, especially those with 20,000 or more employees, are
significantly more likely to say their organization has dedicated budgets (87%) compared with
their counterparts at smaller organizations (80%-81%).

How is security team training typically funded in your organization? Select all that apply.
e e v onmont budge: I ©:
development budget 0
oredite (.5, userttorioset funce I :
credits (e.g., use-it-or-lose-it funds) 53%
Employee stipends or reimbursement | 42%

Low-cost or no-cost training options [ 23%

Among security leaders at organizations with dedicated training or professional
development budgets, around two-thirds said funds for security training come from a
variety of budgets, including security/compliance (64%), IT (62%) and L&D (60%). Fewer
than a third (31%) of security leaders said their training budget comes from general HR
or training.

Decision-making authority for security training budgets is spread across several leadership
roles. Among security leaders, 29% identify the CSO as the primary decision-maker—Ilikely
due to the industries participants work in. Others point to the CISO (16%), CEO (11%), CTO
(11%), department or team leads (9%), CIO (8%), and finance or budget committees (6%).
Another 5% said decisions are shared across multiple departments.
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Most security leaders rated their security training as highly effective in improving
several areas within their organizations. The strongest areas of improvement due
to training are in awareness of active threats to respondents’ networks (82% rated
"extremely" or "very effective"), reduction of preventable breaches (79%), the ability
to utilize emerging technologies (79%) and increased engagement among security

team members (79%).

Over the past 12 months, how effective has security training been in improving the
following areas within your organization?

Awareness of active threats to your network
Reduction of preventable breach

Ability to utilize emerging technologies

Employee engagement for security teams
Compliance with government or industry standards
Incident response times

Securing different areas of the organization
Overall enterprise risk reduction or resilience

Time to patch critical systems

Minimization of process or procedure oversights

[ Not effective atall [l Slightly effective

D% 16%
B 1%
:
o
S0 22%

B Moderately effective Very effective [l Extremely effective
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Organizations measure the effectiveness of their security training in several ways. Many
look to operational outcomes, such as employee performance metrics or reductions

in security incidents/errors, both cited by 52% of respondents. Others use employee
feedback or satisfaction surveys (51%), improved compliance or audit results (51%) or
certification achievement rates (50%). Faster detection or response times (48%) and
training completion rates (45%) round out the set of common metrics. Taken together,
these measures show that organizations are assessing training from multiple angles:
Performance, behavior, operational impact and learner experience.

How does your organization measure the effectiveness of cybersecurity training?

Employee performance metrics

Reduction in security incidents / errors
Employee feedback or satisfaction surveys
Improved compliance or audit results
Certification achievement rates

Faster detection or response times

Training completion rates

Continuously upskilling our security team has helped increase overall
awareness and reduce basic mistakes. In fact, the training on even the
smallest updates is making the team more vigilant toward common

threats, thus noticing and reporting them faster, which, in turn, reduces
minor incidents.

— IT Manager in India
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However, even with such positive outcomes, training programs are not without challenges.
For instance, despite most security leaders saying their organizations allow professional
development during work hours and that managers adjust workloads to make training
possible, time constraints and scheduling issues still stand out as the top barrier to
effective cybersecurity training (53%). This reflects a broader pattern in the workplace:

A 2025 Gallup study found that 41% of employees cite the time demands of their job as
the biggest barrier to learning and development. Even if organizations support training,
the practical realities of day-to-day work often make it difficult for employees to carve out
dedicated time to participate in training.

Other barriers cited by respondents include keeping training content current and/or
relevant (45%), difficulty finding qualified trainers (39%), a lack of employee engagement/
willingness to participate in training (37%), a lack of support from leadership or other
stakeholders (32%) and insufficient budget (29%).

In your opinion, what are the biggest barriers to effective cybersecurity training

within your organization?

Time constraints or scheduling issues

Keeping training content current
and/or relevant

Difficulty finding qualified trainers

Lack of employee engagement/willingness

Lack of support from leadership or
other stakeholders

Insufficient budget

I


https://www.forbes.com/sites/vibhasratanjee/2025/04/28/41-of-employees-say-they-have-no-time-to-learn-rethinking-upskilling/
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Forecasting

Training Needs

Many respondents feel their organizations are keeping pace or are ahead of the curve
when it comes to adapting training to emerging technologies and evolving skills needs.
Two in five respondents (40%) said their organization is ahead of the curve, proactively
updating skills and training as needs evolve, while another 54% reported keeping pace
by developing training that evolves as new technologies emerge. Only 6% said they are
struggling to keep up.

How well does your organization keep pace with emerging security technologies
and skills requirements?

We're ahead of the curve — our
teams proactively update skills and
training

B We're keeping pace — our training
evolves as new technologies emerge

B We're slightly behind — we struggle
to keep up with rapid changes

[ We're significantly behind — our
training often lags far behind new
developments
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As organizations look ahead to the next year, most also have a formal process for
forecasting future training needs. Security leaders said that their organization plans for
future training needs through regularly updated workforce skills assessments (59%), close
coordination with IT teams (57%) and alignment with emerging threat intelligence or risk
reports (56%). Many also incorporate employee-driven requests or preferences (45%)
and input from external advisors or vendors (44%). Only 2% said they don't have a formal

process in place.

How does your organization forecast or plan for future training needs for your

security team?

Regularly updated workforce
skills assessments

Coordination with IT teams

Alignment with evolving threat
intelligence or risk reports

Employee-driven requests or preferences

Input from external advisors or vendors

We do not have a formal process for
forecasting future training needs
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So what's on the horizon for future training needs? One theme rises above the rest: Al. Two
in five respondents (40%) anticipate that advancements in Al will drive new training needs
in the next year and 28% specifically call out agentic Al—systems capable of identifying
and mitigating risks autonomously. Automation in cybersecurity follows closely at 24%.

Which emerging technologies or trends are most likely to drive new security training
needs in the next year?

Advancements in Al [ <o
Agentic Al I -
Automation in cybersecurity [ 24%
Cyberstorage [N 16%
Risk-based vulnerability management [N 6%
Increase in processing power and speed [ 15%
Quantum computing [ 3%
Zero Trust network access [ 3%
Hardware-based/firmware security [ 2%
Secure satellite communications [N 1%
Mobile computing advances [N 1%
Increases in edge computing [N 1%
~ Telecommunications O
improvements (e.g., 6G)
Blockchain [ 1%
Extended detection and response (XDR) [N 0%
Confidential computing [ o%
Zero Trust Edge (ZTE) [ o%
Passwordless authentication [N o%
Reduction in hardware form factor [ 8%

Post quantum cryptography [N 5%

Taken together, the data suggests that organizations are gearing up to develop and/or
expand training around Al. This means not just keeping pace with new tools, but even
preparing teams for a fundamentally different way of working.
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Conclusion and

Recommendations

This report reinforces the critical role that training plays in addressing skills needs on
security teams. Most security leaders reported that their security training programs have
been very or extremely effective in improving key processes within their organizations
over the past year. Looking ahead, security leaders view training as an ongoing priority
and appear to be in strong position to address future skills needs as they arise: 94% said
their organizations are keeping up with—or even outpacing—emerging technologies and
adjusting training as requirements evolve.

With the right resources and structures in place, employers have an opportunity to
maximize the impact of their training efforts. Below are several recommendations to help
organizations strengthen and sustain effective security training programs:

1. Continue to assess and prioritize the skills that matter most for your organization.
Most respondents said their training has been extremely or very effective, but there's still
room to better align skills with future needs. As you evaluate where to focus next, think
about how emerging technologies, especially those related to Al, connect to the outcomes
you want to improve. Where can Al help? Where does it introduce new gaps? Use those
insights to adjust your training programs so they continue to support both current and
future work.

2. Build training time into technology acquisition timelines. Over half of security
leaders (54%) reported that the need for training is determined through the adoption
of new technologies or systems. While these tools certainly can strengthen security
capabilities and teams, they may also introduce potential risk if teams are not prepared
to support them. As organizations plan for new technology deployments, it's important
to factor in training and preparation into acquisition timelines. By doing this, security
teams can proactively assess risk, all while building the necessary skills to ensure new
solutions are implemented effectively from the start.
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3. Use a variety of training methods to upskill and reskill. Research shows that most
learning happens on the job (70%), about 20% through coaching or mentoring and 10%
through formal training. With that in mind, lean on a mix of approaches. On-the-job
training, mentorship opportunities, structured courses, etc. all play a role in training.
Using them together gives employees a variety of methods to build and reinforce new skills.

4. Demonstrate your commitment to employee training. Our research shows that
allowing employees to pursue professional development during work hours may not
be enough. Make that commitment real by protecting dedicated time for training,
meaningfully adjusting workloads and equipping managers with the guidance and
resources they need to help their teams prioritize learning. When time is built into the
workday and supported by management, security teams may be more likely to take full
advantage of training opportunities.

“Regular upskilling has
made our team much
more proactive. They spot
unusual activity faster and
address issues before they
become real problems.”

- Cybersecurity Trainer in the U.S.


https://www.devlinpeck.com/content/employee-training-statistics
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Methodology

ISC2 surveyed a total of 995 cybersecurity leaders from Canada (166), Germany (155), India
(180), Japan (163), the U.K. (150) and the U.S. (181) in December of 2025 using a third-party
online panel. Respondents were surveyed in their native or local languages. To be eligible to
participate, respondents had to be at the manager level or higher, and be personally involved
in their organization's security team training in some capacity. The margin of error for the
global descriptive statistics in this research is +/- 3% at a 95% confidence level.
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