CCSP

J

Certified Cloud
Security Professional

ISC2 Certification

INEZ IR A

43 BHA: 202688 1H

j@lej@l s

ISC?2




Certified Cloud
CCSP Security Professional

ISC2 Certification

%F CCSP AR

ISC2 AR T EMELEER (CCSP) IAIE, MARTEZETWARETR2IRIT. EW. /M. TE. THME
THEBERADEABFAHRAIR, fkiefae ], CCSPINMERERZ2T WMIRNARHERESR, BR T &
Z2RTWARETRERW. &It EEMIRSHHSEBEET.

(CCSPZHAN) FRENETIMRES R FMEFERIIEXME. SNSRI EERBMEUT DR
A TAE:

. BES. RHARI
.« RUBERS

« ZTAMBMIHES
.« FHLARE

« ZRLEE

o AR KRG

ZINENR

ZEMTEEERAR (IT) SEHEHEELVAELRIEREY, HR=EXTNENER M, i, &
(CCSP EZi{AM) NN TIFFPHW— P HU LR E VD E—FENTEER, HETEVRZE., [TREXMENS
EHEFM (BLIHt) KRETERBF—FELELK, 8 CSA B CCSKIERUIER—FEILELEK, ULXA
RbF—ETIERE, IFEEMM CISSPIEH, BIRHEEEE CCSP TERMEXR, FRIRTEFELSIIFIWAIITA
THRZRKRER,

R CCSP ZRFAFALNMNEZE, FIEE CCSP FfFMN ISC2 R G, ARG, ISC2 EZRIFTERE
BB EIRIRIGFARIVAF LRI, BX CCSP KRBR UMM EFRRTIEMKLILUNESZER, BHE

www.isc2.org/Certifications/CCSP/experience-requirementso

IAA]
CCSPIMER & ANSI EEIATERS (ANAB) ISO/IEC 17024 4R MK ER,
TEES 73R (JTA)

ISC2 BXSHEMGREE CCSP RIEXE. EEHAITH “THEESHH (TA) B—UHERFMXENIIE,
SEWEMSE CCSP FMEXRINRET I ARBRITHES. JTANDTERSAREMSE R, HiIEH
FEENNRER S BRMINEETTFERANEERRET WA THABNIRETZTE X,

CCSP Certification Exam Outline 2


http://www.isc2.org/certifications/cissp/cissp-experience-requirements.

http://www.isc2.org/Certifications/CCSP/experience-requirements

Certified Cloud
CCSP Security Professional
' ISC2 Certification

CISSP CAT EZiXE8

CISSP ZAXIFFEHRIB. B X. EE. BEZFHAXRAITEVBEER MR (CAT)., WMNFE
AT fE CCSP CAT, iFiAin] www.isc2.org/certifications/computerized-adaptive-testingo

Fidid 3B

SEHE 100 - 150

Eideagy ShLEEMEMHERE
Rig ¥k 70043 (i#%3 1000 53)
ZiliES RiE. X, EE. BHiE
il Pearson VUE i Hul

CISSP CAT EidtiNE

it FIONE
1. =2, Eafigit 17%
2. ZHIERSE 20%
3. ZFAMEmMIgHERS 17%
4. ZRRARE 16%
5. ARLIEE 17%
6. EE. NpeMEM 13%

2it: 100%

CCSP Certification Exam Outline k}


https://www.isc2.org/certifications/computerized-adaptive-testing

Certified Cloud
CCSP Security Professional

ISC2 Certification

i 1.
1HENQAQ» g‘:‘*iiql 'f

1.1 TER=ITE#RZ

» EHEEX

» EHERBNERE GiN, SREEP. SRSIEEDS (CSP). ZREAENE. SRSRE. BENm)
» SHEXRISM (HIt], REEBRS. IOINMEHE. SR, REEMEMEHEL. BEbt. TEBRS)
» WERBEAR (BIt0, EMb. 6k BER. MUBE. GHD)

v

™~

1.2 #HRARHESERN

» RITEIELD » ZHZFEERER (BIg, EiREM. RIBE%. 7T

— 2 2 N Dy IIS_t\ __]-%IIJ:.E\ télﬁtx IZ%$A #II&E\ IIS.tﬁb /I:ligx QE?F
» =iRFSEEN (RZAREAREE. FEEENARE, BEilig

He5E T 2ER) EH&?&%*%&;T%&WW%%?&W& (SLA). BJEEIt
> EERSHR (BIG0, WEEDIRS (SaaS). HLAHIQIEENAR EAANER (0, WENE, BT, ATE

52 NIAN A2 » ,

(IaaS) :FIZIEDEE (PaaS)) ( ) Eiﬂiﬁ %E%lﬂ (|OT) ,\gg E;ﬁ.g\ jﬂ%

» Eg5§$§§= (ﬁuyu’ /\:,':EZK\ *Aﬁz:\ /th:IZ:\ ?il: 'L'I'E *ﬂ, 1'|'§)

= &R)

1.3 THRERITBERXNREH

> BREHEEE > EIMEES (BIN, hypervisor BE. BRES. Ik
: B, hype

> SHATIHITER] (180, FFSSARL HAUAIEL FRESAIA) R, ERSELA. W)

> VUEFIEAEE (BN, WE. MEER) > BRA=EM

» WJ%T{% (Wuyu, WJ%T{%@H\ 5;’;‘?,%*@@\ iﬂ_ﬁi*ﬁ) » ?éJ—J_SE (1§U§D, ﬂ?l‘T\ géﬁ%\ Kﬂﬁ?&*’@\ ﬂﬂlﬁl)

1.4 THRR2RITENIITERERN
» AREHIEESEAR
» BFEBLSIFSM (BC) MAXENRE (DR) itk
» AWM (BIA) (B0, BEAMZEA. KREIRE (ROI)
» WRERLFR (BIen, mIfstEM. TiRfEd. HNESIE)
» FRIZEFINEEIEFIMTE (B30, WEEARSS (Saas). EiRHEEIARS (laaS). FHEIBRSS (Paas))
» IGITRI (B0, SANS R2REN. RETENER. ZLLEKHE (CSA) BUkZRM, R£igiT)
» DevOps &2

CCSP Certification Exam Outline 4



Certified Cloud
CCSP Security Professional

ISC2 Certification

1.5 HE=RSIREE (CSP)

» IRIBIRAERITIZE
» RF/FRFAFFHRIAME (0, BANRE (CC). BXFRE B IENRAE (FIPS) 140-2)

1.6 IBRATERE (A) /MNMBES (ML)

» RN

» BIRRIIESZR

» ReFHIBHESME (SOAR)
» RIEXE

» BEENR

CCSP Certification Exam Outline [



Certified Cloud
CCSP Security Professional

ISC2 Certification

Shlsg 2.
g

2.1 ERTHRIEHE
» THIBESHANER
» BB
> BUER

2.2 MR BURFESY
» FFIESER (FI0, KHA. &R, RIGTERE. WREFMHE. SFH)
» XYTFIESR B BRI

2.3 RN AHER SR AN R

» IMNEMBAER » LR
» 5 (B0, iR, R » HHEREKXPIIF (DLP)
» BIERAE (BIW, Fik. ERL) » B, NEMIEREE

2.4 FMBUBEIN
» GEREEE
» AR R
» FEMNEIE
» BIRAIE

2.5 HIFSCEERIES 2
> BRIRS SRR
> ERHERR
> BIEATEAARIT

2.6 EITASEIE ENREE (IRM)
» BAR (5180, BABMPR. BRSSTRE (provisioning). TAIRIREY)
» BHMTHR (B0, MAMBEILED)

CCSP Certification Exam Outline 6



Certified Cloud
CCSP Security Professional

ISC2 Certification

2.7 FMIIMSEHEERIERE . MBIERAYIFERES

» HIRRE RIS

» R BRI AN 5!

» BHRIEIZF NS

» BGERE (B0, BAGHE. FLERIERS)

2.8 RIHAEMEESHARIREITE. TEMIEM TR ES
» BHFRNEXNEGREENER (Flg0, S0, BERMHIY (1P) ik, HIEE)
» BIEEHHAEER. FENDN
» B EHEANR ARG

29 THAIEEE (A) MHBEFES (ML) HIERIEHIERF

» BHRESEMIRER
» BIEEMERR2M (W, BRI &&)

CCSP Certification Exam Outline 7



Certified Cloud
CCSP Security Professional

ISC2 Certification

Shisg 3.
o = ZFaMEiisE B

3.1 THREMIISEAH

> YRR > BEPME
> M SEE > 17
> IR » BEFE

3.2 IRITREHVERIER O

IR (B, PSR, HEES)

» YRR (B0, fIE. MEREE)

» IR (B0, HIE. BRSEE (HVAC). BHERRERKIER)
RITHIE (I, B, HE. BRAEE (HVAC). MIEE)

3.3 AWM S=EMIZHET S HEX RS
» XSG (180, iRFI. 247)
» R EAFIIRE
» RIS

34 iHHIMEIMRLESR

v

v

v

¥

» YIIEFIIFIRARP (B0, RERERE) » DIFEHREVRG. INEFEN
» BREGL. FHEMEE R » BTG (BUE0, BEWREE. XEX. SURERHR)

3.5 MR ES M (BC) MM RE (DR)
» W EHFEM4 (BC) / KIEMRE (DR) 5B
» \WEER (FltN, MRERYEBM (RTO). ME LSBT (RPO). MMEMRSES)
» HRIBIEIER. SEIRADE

CCSP Certification Exam Outline 8



Certified Cloud
CCSP Security Professional

ISC2 Certification

Sl 4
ZRARSE

4.1 ESNAREFZEMEREINNEIR
» BFFRED
AT

» BRNERE B, FRMENARESIE (OWASP) Top-10. MARESWIEIRE (ASVS). +ANBEFY
EHEEO (AP +AKRBUESHEENAIERF. SANS Top-25)

4.2 HRELE2HEFEEHREL (SDLC) itz
» AEFK

» NERAAE (B0, igit. 3. K. “#ip. BHASHER)

4.3 NMNAREHRHEFLZLEGHER (SDLC)

» BEF=HIXEE (Flan, HEFARE@. =RS » BRI ESIZEFIE RKE
REBHNIEM. RZr] WEMTHEl. SZE/E » RLEED (FItN, FRMENERSHRE
. e ) R
ABRAAR) (OWASP) RZFR A IARAE (ASVS). S#EALFIER
» EBMERRE (w0, Milm. Eok. K. SEM H1RFEILIR (SAFECode))
BT, IEIRSHSNURFH (STRIDE); KM, » REEBEEIE (CM) FIERAIEE

AEWY. JFAY. SEWMARSELM
% (DREAD); ZRt3. Eifh. HEEMERIERE
(ATASM); EARIAFI RN AT F2 (PASTA))

4.4 NAZRGREMIIE
» THREFNARTHREMIE (514N, FFEEREMMFFEIM (CI/CD)RIR)

» BEMIAAZE B, BE. A&, WEHARDHT (SCA). KEXNAZLMIR (AST). B#SNARELZEN
iR (SAST). BhERMERERFZ2MI (DAST))

» JRERIE (QA)
» s PRGN

CCSP Certification Exam Outline 9



Certified Cloud
CCSP Security Professional

ISC2 Certification

45 EFRAKIWIENR SR
» RPN AYRIZZDO (API)
» MVHEEIE (flg0, MEBEITE. WE. BEE. RBFE)
» BZHRHER
» I IRIERY IR

4.6 EFEFHNRATNARERREEIE

» HTERLAMH (BT, Web NAFALEE (WAF), #IEEERDEIT (DAM). A BIFIZIES (XML)
PrsE. NMARFRRIEED (AP) WX, HEH%EER)

» EEF
» WaEk

» MAREREMCMSEEE (510, FiiRS. B28. docker. Kubernetes)

4.7 ITESNEHMIBENRER (IAM) fERF =

» REHH

» BPRAER (1dP)

» BEER (SSO)

» ZEFIIE (MFA)

» =IHRIREHIE (CASB)
» N&E, BIRMIEREE

CCSP Certification Exam Outline



CCSP.

v

Certified Cloud
Security Professional

ISC2 Certification

10

5.1

5.2

ShlE 5

oRPIEE

ABIFREER LR LI RN 2 A5 B b i e
» BIFRENREEEER (FIW, BARERR (HSM) A EHFEER (TPM))

»

iz

» EETETANRENRE
» BB ENT2REER (flg0, WK, FiE. RFE. RRAIESR (CPU). Hypervisor 32 1 /] 2)
» RERFRIERS (OS) EPMLITASE

BITN4EP SRR YIENIZ B B AL E

»

»

»

AHAITAZ S B RS IREER] (40, ITAZRE Y
(RDP). Z2LUgiHlal. REI% (SSH). BEFiE
%ueag)imm%u\ BRA. EMEFFIR. RRER
(SSO)

ZEWMKEE (B0, EEEM (VLAN). 25
B&2 (TLS). mhBENEEMY (DHCP). HEAZK
SRy & (DNSSEC). EIE AL (VPN))
MR eITH (B0, BHAE. NERNRS
(IDS). NRFEERS (IPS). B, KREITFE. W
wRrel. E2FN. DR)

BENAESZ. BITHEEREMIRERS (OS)
(5180, Windows. Linux. VMware)

CCSP Certification Exam Outline

HTERE

SRINHNTRE WHHXRRBEE. shSMH
b FEER. HPEN. SR (HA)

BEFRERS (OS) AN

HEEMRENE (BN, WL, 8. =, MK
BYa])

BfEislE (BN, ®ERE. SRR (CPU). XU
HE, BE)

IHHEFRIERS (OS) EPMIMEHEENERE
BEYm (o, BE. 4HE. 40)




Certified Cloud
CCSP Security Professional

ISC2 Certification

5.3 SCINR(EIEHIFME (FIE0, ERFESEARARER (NIST). Ehﬁ&%ﬁmuan~ﬁﬁﬁ
PRI 5 REEEE (HIPPA). EERIBAXFEARIES BAR (COBIT). EBMZ L5 (CIS) 1
HlFEnE. FBNLALRZER S (COSO). %Eﬁ*§%&%EUﬂUlﬂﬂmﬁ#&#@h%?ﬁ
RZER % (ISO/IEC) 20000-1)

» TEEE » RMER

» FRMEIE » EREEIR

» ERELERE » EEIE (CM)
» FPRRIARSS U B IR » IRSFREE
» BEE » ARAMER

» [AAER » REEE

5.4 ZREFEUE

» BUEEIBUNEE 75 7%
» IFIEEIE
» WE. FREVFMREFHFIERE

55 BIESHEXHFREE

» R

» BF
N

) W

» HAthFIzmAEXT

5.6 EIELLIEE

» BEIBEFL (SOC)
» ;réh)%ljﬂ’] EREMIT (BE0, BAASE. NEREUARS (IDS). NEBAEARS (IPS). B, MEReA. ATE
E (Al)

» BEBRMAN (B, R2EENEHEE (SIEM). BEEE. BiMER)
» B (IR)

» RIS

» BEM

CCSP Certification Exam Outline



Certified Cloud
CCSP Security Professional

ISC2 Certification

Sl 6
EE. MIEMam

6.1 PREARIFIRPRERERIRG XS

> BEIFRARIRR » BUEER (flgl: ZREEE (CSA). EFMRE
» S ESE R E R R IT AR EPRE FRAZ RS (1ISO/IEC) 27037:20

s N 12/27041:2015/27042:2015/27043:2015)
» ARMEEERKISE / / /

» EBFBUILE (eDiscovery) (30, EBrtnHELHLR/
EfFEFRHARZEZRS (ISO/IEC) 27050, =LE
B£23 (CSA) $55)

6.2 THRRRFAER

» RLAMRLBIESRRENRLIIE (H1W, RRPEREER (PH). TAFRBIEE (PI) ZEX3!

» SIRFAEIEMRXITEERIE (B0, (REHENRFFRFAE) (FERPA). (PAERRIFSBFXINERE)
(PIPEDA).  (BAEERIPSSGI) (GDPR). (RERIEHEMATEL) (HIPPA).  (BHFDNABIERIE) )

» BIRRRABEIEERXER

» FERFAER (Bla0, EFMRELAR/ERBFRAZRR (ISO/IEC) 27018, EBIEZBIFZFARN (GAPP).
—AREERIF %A (GDPR))

» FRFARIIITAL (PIA)

CCSP Certification Exam Outline



Certified Cloud
CCSP Security Professional

ISC2 Certification

6.3 THROWENHEITRE. HENGERRE

> POEBHISNERE IHE ) > REMERRSEHIRS

> B BRI » BE (I, AR, ek, FHE)

» BRI RS RIS » BXFIEARRSHRAITS S

> EIHREMRE (I, XFINELSIRENE > SUFENETLORHANER (i, k%
B (SSAE). BRSZAGEH (SOC), EIFEIELS o 77 5 A B SRS BRI (NERC CIP)
AN (ISAE)) « RERILEESHEAR (HPAA). ZF5IE
> ETEERSINAER (I, XFINELSTE PRETT RRHERIR (HITECH) 25, 2+
B (SSAE), ERREIEL RN (1SAE) (PCi)

, " R » HARESEA (T) BN (I, TE
EEI (BN, EMSIT. BERIENE e e (R

» BT
» REEERLEERY (ISMS)

6.4 THREXEIXEEIER M
» THERER NSRRI (F1E0, 355, 575 BER KRR KR RIFE)
» BIRAE (B, FrIEE. EHE RESE VIEE. EEE) ZENXS!
» MEBEBAEER (140, EHE@EN. Sarbanes-Oxley (SOX). —R& ¥R {RIF % (GDPR))
» BQAME (g0, FUs8k, B8, 5515 = 2%
» REIHIRPLAESE
» RPLERIEIR
» RPQIRIEITE (B30, RS L7 BEaigHE. A 55)

6.5 THRSMEMTSEIRIT
» W SSEK (BIE0, BRSFRMIN (SLA). ERRS I (MSA). TIEFRR (SOW))
»HWEEE (0, HNETE. HENESEXR. HYEEFED. 1E)

»BRIEE (Blg0, B f8iR. BX. &Lk, KA RIE. &8, BEE/EE. NEXRRKRR. BUERE
N B2EXR)

» HVEEE (FINEFRREASR/EFREFRARZERS (ISO/IEC) 27036)

CCSP Certification Exam Outline




Certified Cloud
CCSP Security Professional

ISC2 Certification

MEINE =2

HESE

HISEmMEEBIERS (CCSP ERAN) HXWRERITECHHENZRK, HHTE
BIREZE EHIMN I F S 4T

1&1hIA] ISC2.org/certifications/References, BHEIFTSENTETIR,

ZIHBERMIER

ISC2 BINEEEIRZEME X EEZS WBEMNER. 1F15iA) ISC2.org/Register-for-
Exam, HIEEEEEENEENE.

FREAEES)
T ISC2 B AR BEMIRR, BEER
ISC2 3%558B: legal@isc2.0rgo

BEAin)EE?

TR IEFREMIXAY ISC2 ZAIRSSERI]:
EM

BEiE: +1.866.331.ISC2 (4722), #Hi#&1
B FHBFE: membersupport@isc2.org

TFAtX
FBiE:. +(852) 5803-5662
BB FHBFE: isc2asia@isc2.org

EXil. RARFFEM
FBiE: +44 (0)203-960-7800
B FHBFE: info-emea@isc2.org

ISC2

v1/2026


https://www.isc2.org/certifications/References
https://www.isc2.org/Register-for-Exam
https://www.isc2.org/Register-for-Exam
https://www.isc2.org/Policies-Procedures
mailto:legal%40isc2.org?subject=
mailto:membersupport%40isc2.org?subject=
mailto:isc2asia%40isc2.org?subject=
mailto:info-emea%40isc2.org?subject=

