
 

 

 

 

 

 

 
Day 1: Zero Trust Strategy Development  

The following topics will be further reviewed and discussed during your sessions:  

Introduction to Zero Trust Architecture  

• Understand the evolution from perimeter security to zero trust principles.   

• Articulate core ZTA concepts.  

• Assess organizational readiness for zero trust adoption.  

Zero Trust Frameworks  

• Distinguish between NIST, CISA ZTMM, and DoD Zero Trust Reference 
Architecture.   

• Select appropriate frameworks based on organizational context and compliance 
drivers.   

• Understand framework-to-framework trade-offs.  

The Five/Seven Pillars of Zero Trust  

• Understand zero trust pillars and their interconnections.   

• Map zero trust pillars to real-world incidents and vulnerabilities.   

• Prioritize pillars based on risk, compliance drivers, and organizational 
constraints.  

Zero Trust Technology Ecosystem  

• Understand the major technology categories supporting zero trust.   

• Map capabilities to pillar requirements.   

• Design vendor-neutral technology architecture within budget and timeline 
constraints.  
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Day 2: Zero Trust Implementation & Execution  

The following topics will be further reviewed and discussed during your sessions:  

Maturity Assessment & Gap Analysis  

• Conduct honest maturity assessment using chosen framework.   

• Identify capability, process, technology, and skill gaps.    

• Benchmark against sector norms and target maturity levels.  

Building a Zero Trust Roadmap  

• Develop phased 18-month implementation roadmap with realistic sequencing.   

• Identify quick wins and foundational initiatives.   

• Build in dependencies, resource requirements, and success metrics.  

Governance, Risk, & Compliance Integration  

• Design governance structure and decision-making framework for zero trust.   

• Develop core policies aligned to zero trust principles and compliance 
frameworks.   

• Integrate zero trust into existing compliance narratives.  

Executive Communication & Quick Wins  

• Build business case for zero trust investment with risk and opportunity narratives.   

• Communicate zero trust to executives, auditors, and boards.   

• Identify and plan 90-day quick wins that demonstrate momentum.  

Day 2 Closing  

 

CPE Credits  

Join us and earn 16 CPE credits, a certificate of completion, and a Credly badge for 
completing the two-day workshop. ISC2 member credits will be added to profiles within 
10 business days post workshop.   

Daily Schedule  

• 8:00 a.m. - 8:30 a.m. - Welcome and Opening Reflection  

• 8:30 a.m. - 5:00 p.m. - Workshop Sessions  

Welcome coffee, break refreshments, and daily lunch included. 


