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Records Management Services 

Iron Mountain Information Management, LLC (“Iron Mountain” or “IM”) will perform the services 
described on schedules or purchase orders annexed to this Contract, either physically or by reference (each 
a “Schedule”), and Customer will pay IM for such services according to the rates and provisions in the 
Schedules. All services will be provided subject to the Contract, this Appendix, together with any other 
Appendices for services (as applicable), the Schedule(s) and the Glossary of terms that can be found at 
http://cic.ironmountain.com (collectively, the “Agreement”). 

1. VALUE OF DEPOSITS. Customer declares, for the purposes of this Agreement, that (a) with respect to 
hard-copy (paper) records, microfilm and microfiche stored pursuant to this Agreement, the value of such 
stored items is $1.00 per carton, linear foot of open-shelf files, container or other storage unit, and 
(b) with respect to round reel tape, audio tape, video tape, film, data tape, cartridges or cassettes or other 
non-paper media stored pursuant to this Agreement, the value of such stored items is equal to the cost of 
replacing the physical media. Customer acknowledges that it has declined to declare an excess valuation, 
for which an excess valuation fee would have been charged. 

2. LIMITATION OF LIABILITY. Iron Mountain’s liability, if any, for loss or destruction of, or damage to, 
materials stored with Iron Mountain (“Deposits” or “Items”) is limited to the value of each Deposit as 
described above, or as otherwise set forth herein. Iron Mountain’s maximum liability with respect to services 
not related to storage is the amount paid by Customer for a discrete project or, if the loss is related to service 
of an ongoing and continuing nature, six months of fees paid by Customer for such service. 

3. Customer Instructions. Customer warrants that it is the owner or legal custodian of the Deposits and has 
full authority to store the Deposits and direct their disposition in accordance with this Agreement. IM will 
perform services pursuant to the direction of Customer’s agent(s) identified pursuant to IM’s standards. 
Authority granted to any persons on standard authorization forms shall constitute 
Customer’s representation that the identified persons have full authority to order any service, including 
disposal or removal of Deposits. Such orders may be given in person, by telephone or in writing (fax, email 
or hard-copy). Customer releases IM from all liability by reason of the destruction of materials pursuant to 
Customer’s authorization. 

4. Operational Procedures. Customer shall comply with IM’s reasonable operational requirements, as 
modified from time to time, regarding cartons, carton integrity, delivery/pickup/account closing volumes, 
preparation for pickup, security, secure shredding protocols, access and similar matters. Extraordinary 
volume requests (defined as 125% of the average volume over the immediately preceding three month 
period) may involve additional charges, such as overtime, which Customer will pay at IM’s overtime rates, 
provided Customer consents to such charges in advance. 

5. Force Majeure. Neither party shall be liable for delay or inability to perform caused by acts of God, 
governmental actions, labor unrest, acts of terrorism, riots, unusual traffic delays or other causes beyond its 
reasonable control. 
6. Governmental Orders. IM is authorized to comply with any subpoena or similar order related to the 
Deposits, provided that IM notifies Customer promptly upon receipt thereof, unless such notice is 
prohibited by law. IM will cooperate with Customer’s efforts to quash or limit any subpoena, at Customer’s 
expense. 

7. Confidentiality. "Confidential Information" means any information (i) contained in the Deposits, (ii) 
concerning or relating to the property, business and affairs of the party disclosing such information that is 
furnished to the receiving party, and (iii) regarding this Agreement, its Schedules and IM’s processes and 
procedures; except for information that was previously known to the receiving party free of any obligation 
to keep it confidential, is subsequently made public by the disclosing party or is disclosed by a third party 
having a legal right to make such disclosure. Confidential Information shall be used only in the manner 
contemplated by this Agreement and shall not be intentionally disclosed to third parties 
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without the disclosing party’s written consent. IM shall not obtain any rights of any sort in or to the 
Confidential Information of Customer contained in Deposits. IM shall implement and maintain reasonable 
safeguards designed to protect Customer’s Confidential Information. 

8. Additional Limitation of Liability. 

a. Liability for Loss or Damage to Deposits. IM shall not be liable for any loss or destruction of, or 
damage to, Deposits, including costs resulting from a loss of a Deposit constituting a breach of data security 
or confidentiality, unless such loss or damage resulted from IM’s negligence. If liable, the amount of IM’s 
liability is limited as provided in Provision 2 of these General Terms and Conditions. Deposits are not 
insured by IM against loss or damage, however caused. Customer may insure Deposits through third-party 
insurers for any amount. Customer shall cause its insurers of Deposits to waive any right of subrogation 
against IM. If Deposits are placed in the custody of a third-party carrier for transportation, the carrier shall 
be solely responsible for any loss or destruction of, or damage to, such Deposits while in the custody of the 
carrier. 

b. Liability for Non-Storage Services. With respect to services not related to the storage of Deposits, IM 
shall not be liable for any loss or default unless such loss or default is due to the negligence of IM. If 
liable, the amount of IM’s liability is limited as provided in Provision 2 of these General Terms and 
Conditions. 

c. No Consequential Damages. In no event shall either party be liable for any consequential, incidental, 
special or punitive damages, or for loss of profits or loss of data, or the cost of recreating any data or 
information, regardless of whether an action is brought in tort, contract or under any other theory of 
liability. 

9. ITAR/EAR Compliance. Customer represents that none of the Deposits stored by Iron Mountain 
pursuant to this Agreement require protection from access by foreign persons because they contain 
technical information regarding defense articles or defense services within the meaning of the International 
Traffic in Arms Regulations (22 CFR 120) or technical data within the meaning of the Export 
Administration Regulations (15 CFR 730-774). If any of Customer’s Deposits do contain any such 
information, Customer shall notify Iron Mountain of the specific Deposits that contain such information and 
acknowledges that special storage and service rates shall apply thereto. 

10. Non-Custodial Status. Unless Iron Mountain shall have explicitly agreed in writing, Iron Mountain’s 
performance of services shall not cause Iron Mountain to be deemed a “custodian” of the records or 
“designee” of Customer under state or federal law with respect to such records. 

11. Notice of Loss. When Deposits have been lost, damaged or destroyed, Iron Mountain shall, upon 
confirmation of the event, report the matter in writing to Customer. 

 
12. Safe Materials and Premises. Customer shall not store with IM any material that is highly 
flammable, may attract vermin or insects, or is otherwise dangerous or unsafe to store or handle, or any 
material that is regulated by federal or state law or regulation relating to the environment or hazardous 
materials. Customer shall not store negotiable instruments, jewelry, check stock or other items that have 
intrinsic value. 

13. Termination. Either party may terminate this Agreement upon written notice to the other party in 
the event that the other party shall have breached any of its material obligations hereunder and shall not 
have cured such default within forty-five (45) days after written notice of such default, subject to the fees 
set forth in the applicable Schedule(s). Notwithstanding the foregoing or any other provision hereof, no 
termination shall be effective prior to the permanent withdrawal of all material stored with Supplier (not to 
exceed 180 days) and the payment in full for such storage and related services. 
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Data Management Services 

 

Iron Mountain Information Management, LLC (“Iron Mountain” or “IM”) will perform the services 
described on schedules or purchase orders annexed to this Contract, either physically or by reference (each 
a “Schedule”), and Customer will pay IM for such services according to the rates and provisions in the 
Schedules. All services will be provided subject to the Contract, this Appendix, together with any other 
Appendices for services (as applicable), the Schedule(s) and the Glossary of terms that can be found at 
http://cic.ironmountain.com (collectively, the “Agreement”). 

1. VALUE OF DEPOSITS. Customer declares, for the purposes of this Agreement, that (a) with 
respect to hard-copy (paper) records, microfilm and microfiche stored pursuant to this Agreement, the 
value of such stored items is $1.00 per carton, linear foot of open-shelf files, container or other storage 
unit, and 
(b) with respect to round reel tape, audio tape, video tape, film, data tape, cartridges or cassettes or other 
non-paper media stored pursuant to this Agreement, the value of such stored items is equal to the cost of 
replacing the physical media. Customer acknowledges that it has declined to declare an excess valuation, 
for which an excess valuation fee would have been charged. 

2. LIMITATION OF LIABILITY. Iron Mountain’s liability, if any, for loss or destruction of, or 
damage to, materials stored with Iron Mountain (“Deposits” or “Items”) is limited to the value of each 
Deposit as described above, or as otherwise set forth herein. Iron Mountain’s maximum liability with 
respect to services not related to storage is the amount paid by Customer for a discrete project or, if the 
loss is related to service of an ongoing and continuing nature, six months of fees paid by Customer for 
such service. 
3. Customer Instructions. Customer warrants that: (i) it is the owner or legal custodian of the 
Deposits; 
(ii) it has full authority to direct the disposition of the Deposits in accordance with this Agreement; 
and 
(iii) Iron Mountain’s imaging or otherwise processing the Deposits shall not violate the rights of any 
third party. IM will perform services pursuant to the direction of Customer’s agent(s) identified pursuant to 
IM’s standards. Authority granted to any persons on standard authorization forms shall constitute 

Customer’s representation that the identified persons have full authority to order any service, including 
disposal or removal of Deposits. Such orders may be given in person, by telephone or in writing (fax, 
email or hard-copy). Customer releases IM from all liability by reason of the destruction of materials 
pursuant to Customer’s authorization. 

4. Operational Procedures. Customer shall comply with IM’s reasonable operational requirements, as 
modified from time to time, regarding cartons, carton integrity, delivery/pickup/account closing volumes, 
preparation for pickup, security, secure shredding protocols, access and similar matters. Extraordinary 
volume requests (defined as 125% of the average volume over the immediately preceding three month 
period) may involve additional charges, such as overtime, which Customer will pay at IM’s overtime rates, 
provided Customer consents to such charges in advance. 
5. Force Majeure. Neither party shall be liable for delay or inability to perform caused by acts of 
God, governmental actions, labor unrest, acts of terrorism, riots, unusual traffic delays or other causes 
beyond its reasonable control. 
6. Governmental Orders. IM is authorized to comply with any subpoena or similar order related to 
the Deposits, provided that IM notifies Customer promptly upon receipt thereof, unless such notice is 
prohibited by law. IM will cooperate with Customer’s efforts to quash or limit any subpoena, at 
Customer’s expense. 

7. Confidentiality. "Confidential Information" means any information (i) contained in the Deposits, 
(ii) concerning or relating to the property, business and affairs of the party disclosing such information that 
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is furnished to the receiving party, and (iii) regarding this Agreement, its Schedules and IM’s processes 
and procedures; except for information that was previously known to the receiving party free of any 
obligation to keep it confidential, is subsequently made public by the disclosing party or is disclosed by a 
third party having a legal right to make such disclosure. Confidential Information shall be used only in the 
manner contemplated by this Agreement and shall not be intentionally disclosed to third parties 
without the disclosing party’s written consent. IM shall not obtain any rights of any sort in or to the 
Confidential Information of Customer contained in Deposits. IM shall implement and maintain reasonable 
safeguards designed to protect Customer’s Confidential Information. 

8. Additional Limitation of Liability. 
a. Liability for Loss or Damage to Deposits. IM shall not be liable for any loss or destruction of, or 
damage to, Deposits, including costs resulting from a loss of a Deposit constituting a breach of data 
security or confidentiality, unless such loss or damage resulted from IM’s negligence. If liable, the amount 
of IM’s liability is limited as provided in Provision 2 of these General Terms and Conditions. Deposits are 
not insured by IM against loss or damage, however caused. Customer may insure Deposits through third-
party insurers for any amount. Customer shall cause its insurers of Deposits to waive any right of 
subrogation against IM. If Deposits are placed in the custody of a third-party carrier for transportation, the 
carrier shall be solely responsible for any loss or destruction of, or damage to, such Deposits while in the 
custody of the carrier. 
b. Liability for Non-Storage Services. With respect to services not related to the storage of Deposits, 
IM shall not be liable for any loss or default unless such loss or default is due to the negligence of IM. 
Ifliable, the amount of IM’s liability is limited as provided in Provision 2 of these General Terms and 
Conditions. 
c. No Consequential Damages. In no event shall either party be liable for any consequential, 
incidental, special or punitive damages, or for loss of profits or loss of data, or the cost of recreating any 
data or information, regardless of whether an action is brought in tort, contract or under any other theory of 
liability. 
9. ITAR/EAR Compliance. Customer represents that none of the Deposits stored by Iron Mountain 
pursuant to this Agreement require protection from access by foreign persons because they contain 
technical information regarding defense articles or defense services within the meaning of the International 
Traffic in Arms Regulations (22 CFR 120) or technical data within the meaning of the Export 
Administration Regulations (15 CFR 730-774). If any of Customer’s Deposits do contain any such 
information, Customer shall notify Iron Mountain of the specific Deposits that contain such information 
and acknowledges that special storage and service rates shall apply thereto. 
10. Non-Custodial Status. Unless Iron Mountain shall have explicitly agreed in writing, Iron 
Mountain’s performance of services shall not cause Iron Mountain to be deemed a “custodian” of the 
records or “designee” of Customer under state or federal law with respect to such records. 
 

11. Notice of Loss. When Deposits have been lost, damaged or destroyed, Iron Mountain shall, upon 
confirmation of the event, report the matter in writing to Customer. 
12. Safe Materials and Premises. Customer shall not store with IM any material that is highly 
flammable, may attract vermin or insects, or is otherwise dangerous or unsafe to store or handle, or any 
material that is regulated by federal or state law or regulation relating to the environment or hazardous 
materials. Customer shall not store negotiable instruments, jewelry, check stock or other items that have 
intrinsic value. 
13. Termination. Either party may terminate this Agreement upon written notice to the other party in 
the event that the other party shall have breached any of its material obligations hereunder and shall not 
have cured such default within forty-five (45) days after written notice of such default, subject to the fees 
set forth in the applicable Schedule(s). Notwithstanding the foregoing or any other provision hereof, no 
termination shall be effective prior to the permanent withdrawal of all material stored with Supplier (not to 
exceed 180 days) and the payment in full for such storage and related services. 
14. No Product Warranty. Iron Mountain hereby assigns to Customer any manufacturers’ warranties 
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applicable to any products sold by Iron Mountain pursuant to this Agreement. Iron Mountain provides no 
warranties related to products sold. WITH RESPECT TO PRODUCTS SOLD BY IRON MOUNTAIN TO 
CUSTOMER, IRON MOUNTAIN MAKES NO EXPRESS OR IMPLIED WARRANTIES, 
INCLUDING, BUT NOT LIMITED TO, IMPLIED WARRANTIES OF MERCHANTABILITY AND 
FITNESS FOR A PARTICULAR PURPOSE. 
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Document Conversion (DMS) and Image on Demand (IOD) Services 
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Iron Mountain Information Management, LLC (“Iron Mountain” or “IM”) will perform the services 
described on schedules or purchase orders annexed to this Contract, either physically or by reference (each 
a “Schedule”), and Customer will pay IM for such services according to the rates and provisions in the 
Schedules. All services will be provided subject to the Contract, this Appendix, together with any other 
Appendices for services (as applicable), the Schedule(s) and the Glossary of terms that can be found at 
http://cic.ironmountain.com (collectively, the “Agreement”). 
 
 
1. VALUE OF DEPOSITS. Customer declares, for the purposes of this Agreement, that (a) with respect to 
hard-copy (paper) records, microfilm and microfiche stored pursuant to this Agreement, the value of such 
stored items is $1.00 per carton, linear foot of open-shelf files, container or other storage unit, and 
(b) with respect to round reel tape, audio tape, video tape, film, data tape, cartridges or cassettes or other 
non-paper media stored pursuant to this Agreement, the value of such stored items is equal to the cost of 
replacing the physical media. Customer acknowledges that it has declined to declare an excess valuation, 
for which an excess valuation fee would have been charged. 

2. LIMITATION OF LIABILITY. 

a. Iron Mountain’s liability, if any, for loss or destruction of, or damage to, materials stored with Iron 
Mountain (“Deposits” or “Items”) is limited to the value of each Deposit as described above, or as 
otherwise set forth herein. Iron Mountain’s maximum liability with respect to services not related to storage 
is the amount paid by Customer for a discrete project or, if the loss is related to service of an ongoing and 
continuing nature, six months of fees paid by Customer for such service. 

b. Limitations and Exclusions of Liability. Iron Mountain shall not be liable under this Agreement unless 
Iron Mountain fails to exercise such care as a reasonably careful person would exercise under like 
circumstances. If liable, the amount of Iron Mountain’s liability is limited to the amount paid by Customer 
for a discrete project or, if the service is of an ongoing and continuing nature, six (6) months of fees paid by 
Customer for such service. 

3. Customer Instructions and Ownership Warranty. Customer warrants that: (i) it is the owner or legal 
custodian of the Deposits; (ii) it has full authority to direct the disposition of the Deposits in accordance with 
this Agreement; and (iii) Iron Mountain’s imaging or otherwise processing the Deposits shall not 
violate the rights of any third party. IM will perform services pursuant to the direction of Customer’s 
agent(s) identified pursuant to IM’s standards. Authority granted to any persons on standard authorization 
forms shall constitute Customer’s representation that the identified persons have full authority to order any 
service, including disposal or removal of Deposits. Such orders may be given in person, by telephone or in 
writing (fax, email or hard-copy). Customer releases IM from all liability by reason of the destruction of 
materials pursuant to Customer’s authorization. 

4. Operational Procedures. Customer shall comply with IM’s reasonable operational requirements, as 
modified from time to time, regarding cartons, carton integrity, delivery/pickup/account closing volumes, 
preparation for pickup, security, secure shredding protocols, access and similar matters. 
Extraordinary volume requests (defined as 125% of the average volume over the immediately preceding 
three month period) may involve additional charges, such as overtime, which Customer will pay at IM’s 
overtime rates, provided Customer consents to such charges in advance. 

5. Force Majeure. Neither party shall be liable for delay or inability to perform caused by acts of God, 
governmental actions, labor unrest, acts of terrorism, riots, unusual traffic delays or other causes beyond its 
reasonable control. 

6. Governmental Orders. IM is authorized to comply with any subpoena or similar order related to the 
Deposits, provided that IM notifies Customer promptly upon receipt thereof, unless such notice is prohibited 
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by law. IM will cooperate with Customer’s efforts to quash or limit any subpoena, at 
Customer’s expense. 

7. Confidentiality. "Confidential Information" means any information (i) contained in the Deposits, (ii) 
concerning or relating to the property, business and affairs of the party disclosing such information that is 
furnished to the receiving party, and (iii) regarding this Agreement, its Schedules and IM’s processes and 
procedures; except for information that was previously known to the receiving party free of any obligation to 
keep it confidential, is subsequently made public by the disclosing party or is disclosed by a third party having 
a legal right to make such disclosure. Confidential Information shall be used only in the manner contemplated 
by this Agreement and shall not be intentionally disclosed to third parties 
without the disclosing party’s written consent. IM shall not obtain any rights of any sort in or to the 
Confidential Information of Customer contained in Deposits. IM shall implement and maintain reasonable 
safeguards designed to protect Customer’s Confidential Information. 

8. Additional Limitation of Liability. 

a. Liability for Loss or Damage to Deposits. IM shall not be liable for any loss or destruction of, or 
damage to, Deposits, including costs resulting from a loss of a Deposit constituting a breach of data security 
or confidentiality, unless such loss or damage resulted from IM’s negligence. If liable, the amount of IM’s 
liability is limited as provided in Provision 2 of these General Terms and Conditions. Deposits are not 
insured by IM against loss or damage, however caused. Customer may insure Deposits through third-party 
insurers for any amount. Customer shall cause its insurers of Deposits to waive any right of subrogation 
against IM. If Deposits are placed in the custody of a third-party carrier for transportation, the carrier shall 
be solely responsible for any loss or destruction of, or damage to, such Deposits while in the custody of the 
carrier. 

b. Liability for Non-Storage Services. With respect to services not related to the storage of Deposits, IM 
shall not be liable for any loss or default unless such loss or default is due to the negligence of IM. If liable, 
the amount of IM’s liability is limited as provided in Provision 2 of these General Terms and Conditions. 

c. No Consequential Damages. In no event shall either party be liable for any consequential, incidental, 
special or punitive damages, or for loss of profits or loss of data, or the cost of recreating any data or 
information, regardless of whether an action is brought in tort, contract or under any other theory of 
liability. 
9. ITAR/EAR Compliance. Customer represents that none of the Deposits stored by Iron Mountain 
pursuant to this Agreement require protection from access by foreign persons because they contain 
technical information regarding defense articles or defense services within the meaning of the International 
Traffic in Arms Regulations (22 CFR 120) or technical data within the meaning of the Export 
Administration Regulations (15 CFR 730-774). If any of Customer’s Deposits do contain any such 
information, Customer shall notify Iron Mountain of the specific Deposits that contain such information and 
acknowledges that special storage and service rates shall apply thereto. 

10. Non-Custodial Status. Unless Iron Mountain shall have explicitly agreed in writing, Iron Mountain’s 
performance of services shall not cause Iron Mountain to be deemed a “custodian” of the records or 
“designee” of Customer under state or federal law with respect to such records. 

11. Notice of Loss. When Deposits have been lost, damaged or destroyed, Iron Mountain shall, upon 
confirmation of the event, report the matter in writing to Customer. 

12. Safe Materials and Premises. Customer shall not store with IM any material that is highly flammable, 
may attract vermin or insects, or is otherwise dangerous or unsafe to store or handle, or any material that is 
regulated by federal or state law or regulation relating to the environment or hazardous materials. Customer 
shall not store negotiable instruments, jewelry, check stock or other items that have intrinsic value. 

13. Termination. Either party may terminate this Agreement upon written notice to the other party in the 
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event that the other party shall have breached any of its material obligations hereunder and shall not have 
cured such default within forty-five (45) days after written notice of such default, subject to the fees set forth 
in the applicable Schedule(s). Notwithstanding the foregoing or any other provision hereof, no termination 
shall be effective prior to the permanent withdrawal of all material stored with Supplier (not to exceed 180 
days) and the payment in full for such storage and related services. 
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Secure Shred Services 

Iron Mountain Information Management, LLC (“Iron Mountain” or “IM”) will perform the services 
described on schedules or purchase orders annexed to this Contract, either physically or by reference (each 
a “Schedule”), and Customer will pay IM for such services according to the rates and provisions in the 
Schedules. All services will be provided subject to the Contract, this Appendix, together with any other 
Appendices for services (as applicable), the Schedule(s) and the Glossary of terms that can be found at 
http://cic.ironmountain.com (collectively, the “Agreement”). 

1. VALUE OF DEPOSITS. Customer declares, for the purposes of this Agreement, that (a) with 
respect to hard-copy (paper) records, microfilm and microfiche stored pursuant to this Agreement, the value 
of such stored items is $1.00 per carton, linear foot of open-shelf files, container or other storage unit, and 
(b) with respect to round reel tape, audio tape, video tape, film, data tape, cartridges or cassettes or other 
non-paper media stored pursuant to this Agreement, the value of such stored items is equal to the cost of 
replacing the physical media. Customer acknowledges that it has declined to declare an excess valuation, 
for which an excess valuation fee would have been charged. 

2. LIMITATION OF LIABILITY. 
a. Iron Mountain’s liability, if any, for loss or destruction of, or damage to, materials stored with Iron 
Mountain (“Deposits” or “Items”) is limited to the value of each Deposit as described above, or as otherwise 
set forth herein. Iron Mountain’s maximum liability with respect to services not related to storage is the 
amount paid by Customer for a discrete project or, if the loss is related to service of an ongoing and continuing 
nature, six months of fees paid by Customer for such service. 
b. Limitations and Exclusions of Liability. IM shall not be responsible or liable for the release, 
disclosure, or loss of any materials deposited in secure containers or otherwise delivered to it for secure 
shredding unless the release, loss, or disclosure is due to IM’s negligence. IM’s maximum liability for all 
claims arising with respect to the Services provided under this Agreement shall not exceed the aggregate 
amounts paid by Customer with respect to the Services being provided during the six (6) months preceding 
the event which gives rise to a claim. IN NO EVENT AND UNDER NO LEGAL THEORY, INCLUDING 
TORT, CONTRACT OR OTHERWISE, SHALL EITHER PARTY BE LIABLE FOR ANY INDIRECT, 
SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES (INCLUDING LOSS OF PROFITS) 
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. 
3. Customer Instructions and Ownership Warranty. Customer warrants that it is the owner or legal 
custodian of, or otherwise has the right to deliver for secure shredding, any and all materials provided to IM 
hereunder. IM will perform services pursuant to the direction of Customer’s agent(s) identified pursuant to 
IM’s standards. Authority granted to any persons on standard authorization forms shall constitute 
Customer’s representation that the identified persons have full authority to order any service, including 
disposal or removal of Deposits. Such orders may be given in person, by telephone or in writing (fax, email 
or hard-copy). Customer agrees to reimburse IM for any expenses reasonably incurred (including 
reasonable legal fees) by IM as a result of IM’s compliance with Customer instructions regarding the 
disposition of such materials. Customer releases IM from all liability by reason of the destruction of 
materials pursuant to Customer’s authorization. 
4. Operational Procedures. Customer shall comply with IM’s reasonable operational requirements, as 
modified from time to time, regarding cartons, carton integrity, delivery/pickup/account closing volumes, 
preparation for pickup, security, secure shredding protocols, access and similar matters. Extraordinary 
volume requests (defined as 125% of the average volume over the immediately preceding three month 
period) may involve additional charges, such as overtime, which Customer will pay at IM’s overtime rates, 
provided Customer consents to such charges in advance. 
5. Force Majeure. Neither party shall be liable for delay or inability to perform caused by acts of God, 
governmental actions, labor unrest, acts of terrorism, riots, unusual traffic delays or other causes beyond its 
reasonable control. 
6. Governmental Orders. IM is authorized to comply with any subpoena or similar order related to the 
Deposits, provided that IM notifies Customer promptly upon receipt thereof, unless such notice is 
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prohibited by law. IM will cooperate with Customer’s efforts to quash or limit any subpoena, at 
Customer’s expense. 

7. Confidentiality. "Confidential Information" means any information (i) contained in the Deposits, 
(ii) concerning or relating to the property, business and affairs of the party disclosing such information that 
is furnished to the receiving party, and (iii) regarding this Agreement, its Schedules and IM’s processes and 
procedures; except for information that was previously known to the receiving party free of any obligation 
to keep it confidential, is subsequently made public by the disclosing party or is disclosed by a third party 
having a legal right to make such disclosure. Confidential Information shall be used only in the manner 
contemplated by this Agreement and shall not be intentionally disclosed to third parties 
without the disclosing party’s written consent. IM shall not obtain any rights of any sort in or to the 
Confidential Information of Customer contained in Deposits. IM shall implement and maintain reasonable 
safeguards designed to protect Customer’s Confidential Information. 

8. Additional Limitation of Liability. 
a. Liability for Loss or Damage to Deposits. IM shall not be liable for any loss or destruction of, or 
damage to, Deposits, including costs resulting from a loss of a Deposit constituting a breach of data security 
or confidentiality, unless such loss or damage resulted from IM’s negligence. If liable, the amount of IM’s 
liability is limited as provided in Provision 2 of these General Terms and Conditions. Deposits are not 
insured by IM against loss or damage, however caused. Customer may insure Deposits through third-party 
insurers for any amount. Customer shall cause its insurers of Deposits to waive any right of subrogation 
against IM. If Deposits are placed in the custody of a third-party carrier for transportation, the carrier shall 
be solely responsible for any loss or destruction of, or damage to, such Deposits while in the custody of the 
carrier. 
b. Liability for Non-Storage Services. With respect to services not related to the storage of Deposits, 
IM shall not be liable for any loss or default unless such loss or default is due to the negligence of IM. If 
liable, the amount of IM’s liability is limited as provided in Provision 2 of these General Terms and 
Conditions. 
c. No Consequential Damages. In no event shall either party be liable for any consequential, 
incidental, special or punitive damages, or for loss of profits or loss of data, or the cost of recreating any 
data or information, regardless of whether an action is brought in tort, contract or under any other theory of 
liability. 
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Iron Mountain Information Management, LLC (“Iron Mountain” or “IM”) will perform the services 
described on schedules or purchase orders annexed to this Contract, either physically or by reference (each 
a “Schedule”), and Customer will pay IM for such services according to the rates and provisions in the 
Schedules. All services will be provided subject to the Contract, this Appendix together with any other 
Appendices for services (as applicable), the Schedule(s) and the Glossary of terms that can be found at 
http://cic.ironmountain.com (collectively, the “Agreement”). 

Secure IT Asset Disposition Services. “IT Assets” shall mean the Customer’s computer hardware and 
electronic equipment processed by IM in connection with this Agreement including, without limitation, 
personal computers, monitors, laptops, hard drives, printers, facsimile machines, and other computer 
equipment and computer related peripherals. 

1. VALUE OF DEPOSITS. Customer declares, for the purposes of this Agreement, that (a) with respect to 
hard-copy (paper) records, microfilm and microfiche stored pursuant to this Agreement, the value of such 
stored items is $1.00 per carton, linear foot of open-shelf files, container or other storage unit, and 
(b) with respect to round reel tape, audio tape, video tape, film, data tape, cartridges or cassettes or other 
non-paper media stored pursuant to this Agreement, the value of such stored items is equal to the cost of 
replacing the physical media. Customer acknowledges that it has declined to declare an excess valuation, 
for which an excess valuation fee would have been charged. 

2. LIMITATION OF LIABILITY. Iron Mountain’s liability, if any, for loss or destruction of, or damage to, 
materials stored with Iron Mountain (“Deposits” or “Items”) is limited to the value of each Deposit as 
described above, or as otherwise set forth herein. Iron Mountain’s maximum liability with respect to services 
not related to storage is the amount paid by Customer for a discrete project or, if the loss is related to service 
of an ongoing and continuing nature, six months of fees paid by Customer for such service. 

3. Representations and Warranties. Customer represents and warrants to IM that Customer is the owner, 
legal custodian, or otherwise has the right to deliver for confidential destruction the IT Assets and any 
materials or data Customer provides to IM in connection with the IT Assets. Customer shall only deliver to 
IM those IT Assets listed as accepted in a schedule or statement of work, and shall not deliver to IM any 
material considered toxic, dangerous, or regulated under any federal or state law. Customer 
represents and warrants that: 1) the IT Assets are “Universal Waste” and do not constitute a ”Hazardous 
Waste” as such terms are defined by the EPA, 2) the IT Assets shall be packaged in a manner to prevent 
releases into the environment, and 3) that their removal by IM does not constitute a violation of any federal, 
state, or local environmental laws or regulations. 

IM will perform services pursuant to the direction of Customer’s agent(s) identified pursuant to IM’s 
standards. Authority granted to any persons on standard authorization forms shall constitute 
Customer’s representation that the identified persons have full authority to order any service, including 
disposal or removal of Deposits. Such orders may be given in person, by telephone or in writing (fax, email 
or hard-copy). Customer releases IM from all liability by reason of the destruction of materials pursuant to 
Customer’s authorization. 
4. Operational Procedures. Customer shall comply with IM’s reasonable operational requirements, as 
modified from time to time, regarding cartons, carton integrity, delivery/pickup/account closing volumes, 
preparation for pickup, security, secure shredding protocols, access and similar matters. Extraordinary volume 
requests (defined as 125% of the average volume over the immediately preceding three month period) may 
involve additional charges, such as overtime, which Customer will pay at IM’s overtime rates, provided 
Customer consents to such charges in advance. 

5. Force Majeure. Neither party shall be liable for delay or inability to perform caused by acts of God, 
governmental actions, labor unrest, acts of terrorism, riots, unusual traffic delays or other causes beyond its 
reasonable control. 

http://cic.ironmountain.com/
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6. Governmental Orders. IM is authorized to comply with any subpoena or similar order related to the 
Deposits, provided that IM notifies Customer promptly upon receipt thereof, unless such notice is prohibited 
by law. IM will cooperate with Customer’s efforts to quash or limit any subpoena, at 
Customer’s expense. 

7. Confidentiality. "Confidential Information" means any information (i) contained in the Deposits, (ii) 
concerning or relating to the property, business and affairs of the party disclosing such information that is 
furnished to the receiving party, and (iii) regarding this Agreement, its Schedules and IM’s processes and 
procedures; except for information that was previously known to the receiving party free of any obligation to 
keep it confidential, is subsequently made public by the disclosing party or is disclosed by a third party having 
a legal right to make such disclosure. Confidential Information shall be used only in the manner contemplated 
by this Agreement and shall not be intentionally disclosed to third parties 
without the disclosing party’s written consent. IM shall not obtain any rights of any sort in or to the 
Confidential Information of Customer contained in Deposits. IM shall implement and maintain 
reasonable safeguards designed to protect Customer’s Confidential Information. 

8. Additional Limitation of Liability. 

a. Liability for Loss or Damage to Deposits. IM shall not be liable for any loss or destruction of, or damage 
to, Deposits, including costs resulting from a loss of a Deposit constituting a breach of data security or 
confidentiality, unless such loss or damage resulted from IM’s negligence. If liable, the amount of IM’s 
liability is limited as provided in Provision 2 of these General Terms and Conditions. Deposits are not insured 
by IM against loss or damage, however caused. Customer may insure Deposits through third-party insurers 
for any amount. Customer shall cause its insurers of Deposits to waive any right of subrogation against IM. 
If Deposits are placed in the custody of a third-party carrier for transportation, the carrier shall be solely 
responsible for any loss or destruction of, or damage to, such Deposits while in the custody of the carrier. 

b. Liability for Non-Storage Services. With respect to services not related to the storage of Deposits, IM shall 
not be liable for any loss or default unless such loss or default is due to the negligence of IM. If 
liable, the amount of IM’s liability is limited as provided in Provision 2 of these General Terms and 
Conditions. 

c. No Consequential Damages. In no event shall either party be liable for any consequential, incidental, 
special or punitive damages, or for loss of profits or loss of data, or the cost of recreating any data or 
information, regardless of whether an action is brought in tort, contract or under any other theory of liability. 
9. ITAR/EAR Compliance. Customer represents that none of the Deposits stored by Iron Mountain pursuant 
to this Agreement require protection from access by foreign persons because they contain technical 
information regarding defense articles or defense services within the meaning of the International Traffic in 
Arms Regulations (22 CFR 120) or technical data within the meaning of the Export Administration 
Regulations (15 CFR 730-774). If any of Customer’s Deposits do contain any such information, Customer 
shall notify Iron Mountain of the specific Deposits that contain such information and acknowledges that 
special storage and service rates shall apply thereto. 

10. Non-Custodial Status. Unless Iron Mountain shall have explicitly agreed in writing, Iron Mountain’s 
performance of services shall not cause Iron Mountain to be deemed a “custodian” of the records or 
“designee” of Customer under state or federal law with respect to such records. 

11. Notice of Loss. When Deposits have been lost, damaged or destroyed, Iron Mountain shall, upon 
confirmation of the event, report the matter in writing to Customer. 

12. Safe Materials and Premises. Customer shall not store with IM any material that is highly flammable, 
may attract vermin or insects, or is otherwise dangerous or unsafe to store or handle, or any material that is 
regulated by federal or state law or regulation relating to the environment or hazardous materials. Customer 
shall not store negotiable instruments, jewelry, check stock or other items that have intrinsic value. 
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13. Termination. Either party may terminate this Agreement upon written notice to the other party in the 
event that the other party shall have breached any of its material obligations hereunder and shall not have 
cured such default within forty-five (45) days after written notice of such default, subject to the fees set forth 
in the applicable Schedule(s). Notwithstanding the foregoing or any other provision hereof, no termination 
shall be effective prior to the permanent withdrawal of all material stored with Supplier (not to exceed 180 
days) and the payment in full for such storage and related services. 
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Consulting Services 
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Iron Mountain Information Management, LLC (“Iron Mountain” or “IM”) will perform the services 
described on schedules or purchase orders annexed to this Contract, either physically or by reference 
(each a “Schedule”), and Customer will pay IM for such services according to the rates and provisions in 
the Schedules. All services will be provided subject to the Contract, this Appendix, together with any 
other Appendices for services (as applicable), the Schedule(s) and the Glossary of terms that can be found 
at http://cic.ironmountain.com (collectively, the “Agreement”). 

1. VALUE OF DEPOSITS. Customer declares, for the purposes of this Agreement, that (a) with respect 
to hard-copy (paper) records, microfilm and microfiche stored pursuant to this Agreement, the value of 
such stored items is $1.00 per carton, linear foot of open-shelf files, container or other storage unit, and 
(b) with respect to round reel tape, audio tape, video tape, film, data tape, cartridges or cassettes or other 
non-paper media stored pursuant to this Agreement, the value of such stored items is equal to the cost of 
replacing the physical media. Customer acknowledges that it has declined to declare an excess valuation, 
for which an excess valuation fee would have been charged. 

2. LIMITATION OF LIABILITY. 

a. Iron Mountain’s liability, if any, for loss or destruction of, or damage to, materials stored with Iron 
Mountain (“Deposits” or “Items”) is limited to the value of each Deposit as described above, or as 
otherwise set forth herein. Iron Mountain’s maximum liability with respect to services not related to storage 
is the amount paid by Customer for a discrete project or, if the loss is related to service of an ongoing and 
continuing nature, six months of fees paid by Customer for such service. 

b. Iron Mountain’s maximum aggregate liability arising out of or in connection with this Agreement 
regardless of the cause of action and whether arising in contract, tort (including negligence), indemnity, 
warranty or any other legal theory is limited to the amount paid by Customer pursuant to the applicable 
SOW. In no event will either Party be liable for any indirect, incidental, consequential, special, punitive, 
exemplary or similar such losses or damages arising out of or in connection with this Amendment including 
any loss of profits, interruption of business, loss of data, or cost of recreating any data, however caused, 
under any theory of liability, regardless of whether any remedy set forth herein fails of its essential purpose, 
and even if a Party knew of or should have known of the possibility of such loss or damage. This section is 
not intended to and will not be construed as excluding or limiting any liability contrary to applicable law or 
public policy, including but not limited to, liability for death or bodily injury. If applicable law or public 
policy renders any portion of this section unenforceable or invalid, the remainder of the section will remain 
in full force and effect. This section survives the expiration or termination of this Amendment. 

3. Customer Instructions and Ownership Warranty. Customer warrants that it is the owner or legal 
custodian of the Deposits and has full authority to store the Deposits and direct their disposition in 
accordance with this Agreement. IM will perform services pursuant to the direction of Customer’s agent(s) 
identified pursuant to IM’s standards. Authority granted to any persons on standard authorization forms 
shall constitute Customer’s representation that the identified persons have full authority to order any service, 
including disposal or removal of Deposits. Such orders may be given in person, by telephone or in writing 
(fax, email or hard-copy). Customer releases IM from all liability by reason of the destruction of materials 
pursuant to Customer’s authorization. 

4. Operational Procedures. Customer shall comply with IM’s reasonable operational requirements, as 
modified from time to time, regarding cartons, carton integrity, delivery/pickup/account closing volumes, 
preparation for pickup, security, secure shredding protocols, access and similar matters. Extraordinary 
volume requests (defined as 125% of the average volume over the immediately preceding three month 
period) may involve additional charges, such as overtime, which Customer will pay at IM’s overtime rates, 
provided Customer consents to such charges in advance. 

5. Force Majeure. Neither party shall be liable for delay or inability to perform caused by acts of God, 
governmental actions, labor unrest, acts of terrorism, riots, unusual traffic delays or other causes beyond its 

http://cic.ironmountain.com/
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reasonable control. 

6. Governmental Orders. IM is authorized to comply with any subpoena or similar order related to the 
Deposits, provided that IM notifies Customer promptly upon receipt thereof, unless such notice is 
prohibited by law. IM will cooperate with Customer’s efforts to quash or limit any subpoena, at 
Customer’s expense. 

7. Confidentiality. "Confidential Information" means any information (i) contained in the Deposits, (ii) 
concerning or relating to the property, business and affairs of the party disclosing such information that is 
furnished to the receiving party, and (iii) regarding this Agreement, its Schedules and IM’s processes and 
procedures; except for information that was previously known to the receiving party free of any obligation 
to keep it confidential, is subsequently made public by the disclosing party or is disclosed by a third party 
having a legal right to make such disclosure. Confidential Information shall be used only in the manner 
contemplated by this Agreement and shall not be intentionally disclosed to third parties without the 
disclosing party’s written consent. IM shall not obtain any rights of any sort in or to the Confidential 
Information of Customer contained in Deposits. IM shall implement and maintain 
reasonable safeguards designed to protect Customer’s Confidential Information. 

8. Additional Limitation of Liability. 

a. Liability for Loss or Damage to Deposits. IM shall not be liable for any loss or destruction of, or damage 
to, Deposits, including costs resulting from a loss of a Deposit constituting a breach of data security or 
confidentiality, unless such loss or damage resulted from IM’s negligence. If liable, the amount of IM’s 
liability is limited as provided in Provision 2 of these General Terms and Conditions. 
Deposits are not insured by IM against loss or damage, however caused. Customer may insure Deposits 
through third-party insurers for any amount. Customer shall cause its insurers of Deposits to waive any 
right of subrogation against IM. If Deposits are placed in the custody of a third-party carrier for 
transportation, the carrier shall be solely responsible for any loss or destruction of, or damage to, such 
Deposits while in the custody of the carrier. 

b. Liability for Non-Storage Services. With respect to services not related to the storage of Deposits, IM 
shall not be liable for any loss or default unless such loss or default is due to the negligence of IM. If 
liable, the amount of IM’s liability is limited as provided in Provision 2 of these General Terms and 
Conditions. 

c. No Consequential Damages. In no event shall either party be liable for any consequential, incidental, 
special or punitive damages, or for loss of profits or loss of data, or the cost of recreating any data or 
information, regardless of whether an action is brought in tort, contract or under any other theory of liability. 
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Iron Mountain Information Management, LLC (“Iron Mountain” or “IM”) will perform the services 
described on schedules or purchase orders annexed to this Contract, either physically or by reference (each 
a “Schedule”), and Customer will pay IM for such services according to the rates and provisions in the 
Schedules. All services will be provided subject to the Contract, this Appendix, together with any other 
Appendices for services (as applicable), the Schedule(s) and the Glossary of terms that can be found at 
http://cic.ironmountain.com (collectively, the “Agreement”). 

1. VALUE OF DEPOSITS. Customer declares, for the purposes of this Agreement, that (a) with respect to 
hard-copy (paper) records, microfilm and microfiche stored pursuant to this Agreement, the value of such 
stored items is $1.00 per carton, linear foot of open-shelf files, container or other storage unit, and 
(b) with respect to round reel tape, audio tape, video tape, film, data tape, cartridges or cassettes or other 
non-paper media stored pursuant to this Agreement, the value of such stored items is equal to the cost of 
replacing the physical media. Customer acknowledges that it has declined to declare an excess valuation, 
for which an excess valuation fee would have been charged. 

2. LIMITATION OF LIABILITY. Iron Mountain’s liability, if any, for loss or destruction of, or damage to, 
materials stored with Iron Mountain (“Deposits” or “Items”) is limited to the value of each Deposit as 
described above, or as otherwise set forth herein. Iron Mountain’s maximum liability with respect to services 
not related to storage is the amount paid by Customer for a discrete project or, if the loss is related to service 
of an ongoing and continuing nature, six months of fees paid by Customer for such service. 

3. Customer Instructions and Ownership Warranty. Customer warrants that it is the owner or legal custodian 
of the Deposits and has full authority to store the Deposits and direct their disposition in accordance with this 
Agreement. IM will perform services pursuant to the direction of Customer’s agent(s) identified pursuant to 
IM’s standards. Authority granted to any persons on standard authorization forms shall constitute Customer’s 
representation that the identified persons have full 
authority to order any service, including disposal or removal of Deposits. Such orders may be given in person, 
by telephone or in writing (fax, email or hard-copy). Customer releases IM from all liability by reason of the 
destruction of materials pursuant to Customer’s authorization. 

4. Operational Procedures. Customer shall comply with IM’s reasonable operational requirements, as 
modified from time to time, regarding cartons, carton integrity, delivery/pickup/account closing volumes, 
preparation for pickup, security, secure shredding protocols, access and similar matters. Extraordinary volume 
requests (defined as 125% of the average volume over the immediately preceding three month period) may 
involve additional charges, such as overtime, which Customer will pay at IM’s overtime rates, provided 
Customer consents to such charges in advance. 

5. Force Majeure. Neither party shall be liable for delay or inability to perform caused by acts of God, 
governmental actions, labor unrest, acts of terrorism, riots, unusual traffic delays or other causes beyond its 
reasonable control. 

6. Governmental Orders. IM is authorized to comply with any subpoena or similar order related to the 
Deposits, provided that IM notifies Customer promptly upon receipt thereof, unless such notice is 
prohibited by law. IM will cooperate with Customer’s efforts to quash or limit any subpoena, at Customer’s 
expense. 

7. Confidentiality. "Confidential Information" means any information (i) contained in the Deposits, (ii) 
concerning or relating to the property, business and affairs of the party disclosing such information that is 
furnished to the receiving party, and (iii) regarding this Agreement, its Schedules and IM’s processes and 
procedures; except for information that was previously known to the receiving party free of any obligation to 
keep it confidential, is subsequently made public by the disclosing party or is disclosed by a third party having 
a legal right to make such disclosure. Confidential Information shall be used only in the manner contemplated 
by this Agreement and shall not be intentionally disclosed to third parties 

http://cic.ironmountain.com/
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without the disclosing party’s written consent. IM shall not obtain any rights of any sort in or to the 
Confidential Information of Customer contained in Deposits. IM shall implement and maintain 
reasonable safeguards designed to protect Customer’s Confidential Information. 

8. Additional Limitation of Liability. 

a. Liability for Loss or Damage to Deposits. IM shall not be liable for any loss or destruction of, or damage 
to, Deposits, including costs resulting from a loss of a Deposit constituting a breach of data security or 
confidentiality, unless such loss or damage resulted from IM’s negligence. If liable, the amount of IM’s 
liability is limited as provided in Provision 2 of these General Terms and Conditions. Deposits are not insured 
by IM against loss or damage, however caused. Customer may insure Deposits through third-party insurers 
for any amount. Customer shall cause its insurers of Deposits to waive any right of subrogation against IM. 
If Deposits are placed in the custody of a third-party carrier for transportation, the carrier shall be solely 
responsible for any loss or destruction of, or damage to, such Deposits while in the custody of the carrier. 

b. Liability for Non-Storage Services. With respect to services not related to the storage of Deposits, IM shall 
not be liable for any loss or default unless such loss or default is due to the negligence of IM. If 
liable, the amount of IM’s liability is limited as provided in Provision 2 of these General Terms and 
Conditions. 

c. No Consequential Damages. In no event shall either party be liable for any consequential, incidental, 
special or punitive damages, or for loss of profits or loss of data, or the cost of recreating any data or 
information, regardless of whether an action is brought in tort, contract or under any other theory of liability. 

9. ITAR/EAR Compliance. Customer represents that none of the Deposits stored by Iron Mountain pursuant 
to this Agreement require protection from access by foreign persons because they contain technical 
information regarding defense articles or defense services within the meaning of the International Traffic in 
Arms Regulations (22 CFR 120) or technical data within the meaning of the Export Administration 
Regulations (15 CFR 730-774). If any of Customer’s Deposits do contain any such information, Customer 
shall notify Iron Mountain of the specific Deposits that contain such information and acknowledges that 
special storage and service rates shall apply thereto. 

10. Non-Custodial Status. Unless Iron Mountain shall have explicitly agreed in writing, Iron Mountain’s 
performance of services shall not cause Iron Mountain to be deemed a “custodian” of the records or 
“designee” of Customer under state or federal law with respect to such records. 

11. Notice of Loss. When Deposits have been lost, damaged or destroyed, Iron Mountain shall, upon 
confirmation of the event, report the matter in writing to Customer. 

 

12. Safe Materials and Premises. Customer shall not store with IM any material that is highly flammable, 
may attract vermin or insects, or is otherwise dangerous or unsafe to store or handle, or any material that is 
regulated by federal or state law or regulation relating to the environment or hazardous materials. Customer 
shall not store negotiable instruments, jewelry, check stock or other items that have intrinsic value. 

13. Termination. Either party may terminate this Agreement upon written notice to the other party in the 
event that the other party shall have breached any of its material obligations hereunder and shall not have 
cured such default within forty-five (45) days after written notice of such default, subject to the fees set forth 
in the applicable Schedule(s). Notwithstanding the foregoing or any other provision hereof, no termination 
shall be effective prior to the permanent withdrawal of all material stored with Supplier (not to exceed 180 
days) and the payment in full for such storage and related services. 
 
14. Definitions. 
a. “Pathology Assets” shall mean any and all Customer materials delivered to Iron Mountain 
pursuant to the attached schedule, statement(s) of work or Deposits currently stored in Iron Mountain facilities 
containing Microscope Slides and/or Paraffin Blocks. 
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b. “Microscope Slide” is a small flat rectangular piece of glass on which Sections can be mounted 
for microscopic study, covered by a Cover Slip. 

c. “Cover Slip” is a small and very thin piece of glass used to cover the specimen on a microscope 
slide plate glass, or sheet glass (glass formed into large thin sheets). 

d. “Paraffin Block” is a small plastic cassette in which fixed tissue is embedded in paraffin wax. 
e. The term “Deposits” in the Agreement is hereby amended to include Pathology Assets. 

15. Acceptable Materials and Containers. Customer warrants that the materials delivered to Iron Mountain 
will be properly labeled and packaged for transportation and will not contain any “hazardous”, “toxic”, or 
“radioactive” materials as defined by all applicable laws or regulations. Customer shall be liable for any injury, 
loss or damage resulting from non-conforming materials. Customer shall not store with Iron Mountain any 
Pathology Assets that have not been treated with a fixative such as formaldehyde or any materials which 
contain or have the potential to contain infectious substances arising from those agents listed under 42 CFR 
72.3. 

16. Removal and Disposal. Iron Mountain agrees to store Customer’s Pathology Assets while such 
materials serve a useful clinical, diagnostic, or research purpose (“Useful Life”); Customer represents that the 
Pathology Assets do not constitute regulated medical waste. Customer is responsible for determining the end 
of a Pathology Asset’s Useful Life. Upon Customer’s determination that certain Pathology Assets will reach 
the end of their Useful Life, whether as a result of Customer’s decision or by statutory requirement, and the 
material will become waste, Customer will immediately contact Iron Mountain, prior to the end of the 
Material’s Useful Life, to arrange for the removal and disposal of such waste materials. Customer authorizes 
Iron Mountain to use a licensed third party to perform the packaging, removal, and destruction of any such 
waste materials. Pricing for Removal and Disposal will be included in a separate destruction schedule. 

17. Compliance. Customer warrants compliance with all Federal and State laws, rules, and regulations 
relating to Customer Pathology Assets, including but not limited to environmental or other laws relating to 
the handling, packaging, labeling, transportation, storage, and disposal of Pathology Assets, and shall not 
cause Iron Mountain to be in violation of any such laws, rules or regulations. Customer shall reimburse 
Iron Mountain for the costs, fees, and expenses (including reasonable attorneys’ fees) incurred by Iron 
Mountain as a result of Customer’s breach of the foregoing warranty. 

18. Limitations of Liability, Pathology Services. 
a. For the purposes of the Agreement, Customer declares that the value of Pathology Assets stored 
pursuant to the Agreement is $1.00 per cubic foot, container or other storage pricing unit (“Declared Value”). 
Customer acknowledges that it has declined to declare an excess valuation, for which an excess valuation fee 
would have been charged. 

b. Iron Mountain shall not be liable for any loss or destruction of, or damage to, Pathology Assets, 
unless such loss or damage resulted from Iron Mountain’s failure to exercise such care as a reasonably careful 
person would exercise under like circumstances. If liable, the amount of Iron Mountain’s liability is limited 
to the Declared Value set forth above. 

c. Iron Mountain shall not be liable for: (i) loss or damage to Pathology Assets while in transit if Customer 
does not follow the operational procedures and use the containers recommended by Iron Mountain; (ii) 
degradation of Pathology Assets due to Customer’s decision to store Pathology Assets in a non-temperature 
controlled environment (e.g., a non-temperature controlled area within a Records Center); or (iii) for 
damage to Pathology Assets stored in containers that are not packed in accordance with Iron Mountain’s 
recommended procedures, as set forth in the Description of Services attached hereto. If Pathology Assets 
are placed in the custody of a third-party carrier for transportation, the carrier shall be solely responsible for 
any loss or destruction of, or damage to, such Pathology Assets while in the custody of the carrier. 
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Iron Mountain Information Management, LLC (“Iron Mountain” or “IM”) will perform the services 
described on schedules or purchase orders annexed to this Contract, either physically or by reference (each 
a “Schedule”), and Customer will pay IM for such services according to the rates and provisions in the 
Schedules. All services will be provided subject to the Contract, this Appendix, together with any other 
Appendices for services (as applicable), the Schedule(s) and the Glossary of terms that can be found at 
http://cic.ironmountain.com (collectively, the “Agreement”). 

1. VALUE OF DEPOSITS. Customer declares, for the purposes of this Agreement, that (a) with respect to 
hard-copy (paper) records, microfilm and microfiche stored pursuant to this Agreement, the value of such 
stored items is $1.00 per carton, linear foot of open-shelf files, container or other storage unit, and 
(b) with respect to round reel tape, audio tape, video tape, film, data tape, cartridges or cassettes or other 
non-paper media stored pursuant to this Agreement, the value of such stored items is equal to the cost of 
replacing the physical media. Customer acknowledges that it has declined to declare an excess valuation, 
for which an excess valuation fee would have been charged. 

2. LIMITATION OF LIABILITY. Iron Mountain’s liability, if any, for loss or destruction of, or damage to, 
materials stored with Iron Mountain (“Deposits” or “Items”) is limited to the value of each Deposit as 
described above, or as otherwise set forth herein. Iron Mountain’s maximum liability with respect to services 
not related to storage is the amount paid by Customer for a discrete project or, if the loss is related to service 
of an ongoing and continuing nature, six months of fees paid by Customer for such service. 

3. Customer Instructions. Customer warrants that: (i) it is the owner or legal custodian of the Deposits; 
(ii) it has full authority to direct the disposition of the Deposits in accordance with this Agreement; and 
(iii) Iron Mountain’s imaging or otherwise processing the Deposits shall not violate the rights of any third 
party. IM will perform services pursuant to the direction of Customer’s agent(s) identified pursuant to 
IM’s standards. Authority granted to any persons on standard authorization forms shall constitute 
Customer’s representation that the identified persons have full authority to order any service, including 
disposal or removal of Deposits. Such orders may be given in person, by telephone or in writing (fax, email 
or hard-copy). Customer releases IM from all liability by reason of the destruction of materials pursuant to 
Customer’s authorization. 

4. Operational Procedures. Customer shall comply with IM’s reasonable operational requirements, as 
modified from time to time, regarding cartons, carton integrity, delivery/pickup/account closing volumes, 
preparation for pickup, security, secure shredding protocols, access and similar matters. Extraordinary volume 
requests (defined as 125% of the average volume over the immediately preceding three month period) may 
involve additional charges, such as overtime, which Customer will pay at IM’s overtime rates, provided 
Customer consents to such charges in advance. 

5. Force Majeure. Neither party shall be liable for delay or inability to perform caused by acts of God, 
governmental actions, labor unrest, acts of terrorism, riots, unusual traffic delays or other causes beyond its 
reasonable control. 

 

6. Governmental Orders. IM is authorized to comply with any subpoena or similar order related to the 
Deposits, provided that IM notifies Customer promptly upon receipt thereof, unless such notice is prohibited 
by law. IM will cooperate with Customer’s efforts to quash or limit any subpoena, at 
Customer’s expense. 

7. Confidentiality. "Confidential Information" means any information (i) contained in the Deposits, (ii) 
concerning or relating to the property, business and affairs of the party disclosing such information that is 
furnished to the receiving party, and (iii) regarding this Agreement, its Schedules and IM’s processes and 
procedures; except for information that was previously known to the receiving party free of any obligation to 
keep it confidential, is subsequently made public by the disclosing party or is disclosed by a third party having 
a legal right to make such disclosure. Confidential Information shall be used only in the manner contemplated 
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by this Agreement and shall not be intentionally disclosed to third parties without the disclosing party’s 
written consent. IM shall not obtain any rights of any sort in or to the Confidential Information of Customer 
contained in Deposits. IM shall implement and maintain 
reasonable safeguards designed to protect Customer’s Confidential Information. 

8. Additional Limitation of Liability. 

a. Liability for Loss or Damage to Deposits. IM shall not be liable for any loss or destruction of, or 
damage to, Deposits, including costs resulting from a loss of a Deposit constituting a breach of data security 
or confidentiality, unless such loss or damage resulted from IM’s negligence. If liable, the amount of IM’s 
liability is limited as provided in Provision 2 of these General Terms and Conditions. Deposits are not 
insured by IM against loss or damage, however caused. Customer may insure Deposits through third-party 
insurers for any amount. Customer shall cause its insurers of Deposits to waive any right of subrogation 
against IM. If Deposits are placed in the custody of a third-party carrier for transportation, the carrier shall 
be solely responsible for any loss or destruction of, or damage to, such Deposits while in the custody of the 
carrier. 

b. Liability for Non-Storage Services. With respect to services not related to the storage of Deposits, IM 
shall not be liable for any loss or default unless such loss or default is due to the negligence of IM. If liable, 
the amount of IM’s liability is limited as provided in Provision 2 of these General Terms and Conditions. 

c. No Consequential Damages. In no event shall either party be liable for any consequential, incidental, 
special or punitive damages, or for loss of profits or loss of data, or the cost of recreating any data or 
information, regardless of whether an action is brought in tort, contract or under any other theory of 
liability. 

9. ITAR/EAR Compliance. Customer represents that none of the Deposits stored by Iron Mountain 
pursuant to this Agreement require protection from access by foreign persons because they contain 
technical information regarding defense articles or defense services within the meaning of the International 
Traffic in Arms Regulations (22 CFR 120) or technical data within the meaning of the Export 
Administration Regulations (15 CFR 730-774). If any of Customer’s Deposits do contain any such 
information, Customer shall notify Iron Mountain of the specific Deposits that contain such information and 
acknowledges that special storage and service rates shall apply thereto. 

10. Non-Custodial Status. Unless Iron Mountain shall have explicitly agreed in writing, Iron Mountain’s 
performance of services shall not cause Iron Mountain to be deemed a “custodian” of the records or 
“designee” of Customer under state or federal law with respect to such records. 

 

11. Notice of Loss. When Deposits have been lost, damaged or destroyed, Iron Mountain shall, upon 
confirmation of the event, report the matter in writing to Customer. 

12. Safe Materials and Premises. Customer shall not store with IM any material that is highly flammable, 
may attract vermin or insects, or is otherwise dangerous or unsafe to store or handle, or any material that is 
regulated by federal or state law or regulation relating to the environment or hazardous materials. Customer 
shall not store negotiable instruments, jewelry, check stock or other items that have intrinsic value. 

13. Termination. Either party may terminate this Agreement upon written notice to the other party in the 
event that the other party shall have breached any of its material obligations hereunder and shall not have 
cured such default within forty-five (45) days after written notice of such default, subject to the fees set forth 
in the applicable Schedule(s). Notwithstanding the foregoing or any other provision hereof, no termination 
shall be effective prior to the permanent withdrawal of all material stored with Supplier (not to exceed 180 
days) and the payment in full for such storage and related services. 

14. No Product Warranty. Iron Mountain hereby assigns to Customer any manufacturers’ warranties 
applicable to any products sold by Iron Mountain pursuant to this Agreement. Iron Mountain provides no 
warranties related to products sold. WITH RESPECT TO PRODUCTS SOLD BY IRON MOUNTAIN TO 
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CUSTOMER, IRON MOUNTAIN MAKES NO EXPRESS OR IMPLIED WARRANTIES, INCLUDING, 
BUT NOT LIMITED TO, IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A 
PARTICULAR PURPOSE. 

15. Provision of Services; Fees for Services. Iron Mountain hereby agrees to provide data restoration 
services (the “Services”) to Customer. A description of the Services and the additional terms and conditions 
under which the Services are provided are set forth in a Statement of Work (“SOW”) and/or Schedule(s). 
As full and complete consideration for Iron Mountain’s providing the Services, Customer shall pay the fees 
set forth in a Schedule and any other attached addenda. Fees for Services shall begin as indicated in the 
Schedule(s). For the purposes of this Agreement, “Deposits” shall mean any materials provided by 
Customer and processed by Iron Mountain in connection with the Services under this Agreement. 

16. Security. The Services shall be provided from service centers or facilities designated by Iron 
Mountain (the “Service Centers”). Iron Mountain shall maintain and enforce at the Service Centers safety, 
electronic and physical security procedures that are commensurate with industry standards. Iron Mountain 
shall process Deposits only to the extent required to carry out its obligations or exercise its rights under this 
Agreement or in accordance with the instructions of Customer. 

17. Transmittal of Deposits to Iron Mountain. Customer shall ship or otherwise deliver Deposits in a format 
as agreed in writing by Iron Mountain and Customer. 

18. Limitation on Customer Rights in Processes, Technology. This Agreement does not convey to Customer 
any ownership rights in the Services, the technology and/or software used to provide the Services, any 
“metadata” or indices created by Iron Mountain in connection with the performance of the Services, any 
documentation related to the Services created by Iron Mountain, or any processes used by Iron Mountain to 
provide the Services, all of which shall be the exclusive property of Iron Mountain or its licensors. 

19. Iron Mountain Representations and Warranties Concerning Services. 

a. Iron Mountain represents and warrants that the Services (excluding the effect of any third party equipment 
or software that is under the operation or control of, or is provided by, Customer or any 
third party) will be provided substantially in conformity with the documentation applicable to the Services. 
This warranty is limited and shall not apply to any Services where the failure to satisfy this warranty results 
from Customer’s improper use of the Services. 

b. Iron Mountain represents and warrants that Iron Mountain’s furnishing the Services in accordance with 
the terms of this Agreement does not violate, infringe or misappropriate any patent, presently published patent 
application, copyright, trademark, service mark or other intellectual property rights of any third party. 

c. EXCEPT FOR THE WARRANTIES PROVIDED IN THIS SECTION AND IN THE AGREEMENT, 
AND SUBJECT TO ANY APPLICABLE RULE OF LAW THAT MAY NOT BE WAIVED, (A) ALL 
SERVICES CONTEMPLATED HEREIN ARE PROVIDED "AS IS" AND WITHOUT ANY 
REPRESENTATIONS, WARRANTIES OR CONDITIONS OF ANY KIND, AND (B) IRON 
MOUNTAIN DISCLAIMS ALL WARRANTIES, INCLUDING EXPRESS, STATUTORY OR IMPLIED 
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE OR USE, 
ACCURACY, INTEGRATION, COMPLETENESS OR TIMELINESS AND ALL WARRANTIES 
IMPLIED FROM ANY COURSE OF DEALING OR PERFORMANCE OR USAGE OF TRADE OR 
THAT THE SERVICES WILL BE UNINTERRUPTED, NOT DELAYED OR SUSPENDED, 
UNCHANGED OR ERROR-FREE. CUSTOMER ACKNOWLEDGES THAT EXCEPT AS EXPRESSLY 
PROVIDED HEREIN, NO OTHER WARRANTIES HAVE BEEN MADE TO CUSTOMER BY OR ON 
BEHALF OF IRON MOUNTAIN OR OTHERWISE FORM THE BASIS FOR THE BARGAIN 
BETWEEN THE PARTIES. THE REPRESENTATIONS AND WARRANTIES OF IRON MOUNTAIN 
EXTEND ONLY TO CUSTOMER. 

20. Liability for the Services. Iron Mountain shall not be liable under this Amendment unless Iron Mountain 
fails to exercise such care as a reasonably careful person would exercise under like circumstances. If liable, 
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the amount of Iron Mountain’s liability is limited to the amount paid by 
Customer for a discrete project or, if the service is of an ongoing and continuing nature, six (6) months of 
fees paid by Customer for such service. If Deposits are placed in the custody of a third-party carrier for 
transportation, the carrier shall be solely responsible for any loss or destruction of, or damage to, such 
Deposits while in the custody of the carrier. In no event shall either party be liable for any consequential, 
incidental, special or punitive damages, or for loss of profits or loss or interruption of business, or the cost 
of recreating any data or information, regardless of whether an action is brought in tort, contract or under 
any other theory of liability. 

21. Export. Customer shall not export, re-export or otherwise disclose, directly or indirectly, technical data 
received from Iron Mountain or the direct product of such technical data to any person or destination when 
such export, re-export or disclosure is prohibited by the laws of the United States or of any other applicable 
jurisdiction. 
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Definitions 

“Affiliate” means those entities controlling, controlled by, under common control with, or having a 
common parent with, either Iron Mountain or Customer as applicable. For purposes of the foregoing 
definition, “control” (including “controlling”, “controlled by” and “under common control with”) means 
direct or indirect ownership of: (a) not less than fifty percent (50%) of the voting stock of a corporation; 
(b) the right to vote not less than fifty percent (50%) of the voting stock of a corporation; or (c) not less 
than fifty percent (50%) ownership interest in a partnership or other business entity. 

“AUP” or “Acceptable Use Policy” means the acceptable use policy found at 
www.ironmountian.com/onlinecontracts. 

“Authorized User” means an agent, employee, or other representative of Customer with a certain level of 
authority (“Authorization Level”) to bind Customer, as granted by Customer on Iron Mountain’s standard 
authorization form or secure web portal. Such authorization will constitute Customer’s representation that 
each Authorized User has the authority to bind Customer within the scope of his/her Authorization Level. 
Depending on the applicable Authorization Level, an Authorized User may order and modify Services 
and/or Customer Space, issue a trouble ticket for the Services, direct the disposition of Customer 
Equipment, modify or remove the Authorization Level of another Authorized User, or take other actions 
on behalf of Customer. 

“Base Service” or “License Fees” means the fixed monthly recurring charges for Customer Space as set 
forth in the applicable Order Form(s). 

“Billing Commencement Date” means the date, as specified on the applicable Order, on which License 
Fees begin to accrue. 

“Billing Term” means any mutually agreed upon, committed term of years for the license of the applicable 
Customer Area(s) and Services, as set forth in an applicable Order or amendment to an Order. The first 
Billing Term for an applicable Order shall be referred to as the Initial Billing Term, as further defined below. 
Any subsequent Billing Term shall be an extension to the Term. 

“Campus Cross-Connection” means a single mode fiber optic Cross-Connection between two data centers 
located on the same Iron Mountain Campus. 
 
“Cloud On-Ramp Network Service” means the provision of communication network connectivity provided 
by Iron Mountain from Customer to a cloud service provider. 
 
“Commencement Date” or “Availability Date” means the commencement date of Customer’s license to 
use the Customer Space and Services, as specified in the applicable Order Form(s) or as adjusted pursuant 
to Section 2.3. 

“Conditioned Power” means the electrical service provided by Iron Mountain to a Customer Equipment 
Area which is provisioned through one or more uninterruptible power supply (UPS) system(s), and which 
is further supported by one or more backup sources. 
 

“Conditioned Power Dual Corded” means Conditioned Power which is delivered by at least two (2) PDUs 
or busways with capacity equal to at least the KW Amount. 

“Cooling Factor” means the amount of additional power required to support the cooling and electrical 
overhead within the applicable Customer Equipment Area (a) as set forth in the applicable Order or, if not 
set forth in the Order, (b) as measured by the Iron Mountain building management system. 

“Cross-Connections” means a physical cable connection to a network other than a network operated by 
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Iron Mountain. 

“Customer Area” means collectively, the applicable Customer Equipment Area(s) and the Other Customer 
Areas. 
“Customer Equipment” means the equipment and property placed by or on behalf of Customer in the 
Customer Space, specifically excluding any items owned, leased or licensed by Iron Mountain or its other 
customers. Customer Equipment must be industry-accepted equipment suitable for use in a data center, 
which includes but is not limited to, (i) servers and computing devices; (ii) storage arrays and devices; 
(iii) tape arrays and robots; (iv) network equipment, including but not limited to, routers, switches, VOIP 
PBX, patch panels, DWDM terminals, hubs, media converters, monitors and keyboards, web cameras, 
cable management trays, terminal servers and remote power switches; and (v) security devices, including 
but not limited to, firewalls, intrusion detection devices, spam filters, and DDOS abatement devices. 

“Customer Representatives” mean the individuals authorized to have unescorted access to the Customer 
Space, subject to the terms of this Agreement. 

“Customer Space” or “Customer Equipment Area” means the dedicated suite, cage or cabinet space 
licensed to Customer by Iron Mountain under this Agreement. 

“Data” means the data stored on the Customer Equipment or otherwise passing through the Services. 

“Data Center” means the data center facility operated by Iron Mountain identified on the applicable Order 
and containing the Customer Space. 

“DIA” or “Direct Internet Access” means the internet protocol bandwidth provided by Iron Mountain 
which features multi-homed connectivity from two or more connections, unless otherwise specified. 

“Diverse Metro Wave Network Service” means the provision of two Unprotected Metro Wave Network 
Services, provisioned along two physically diverse paths. Automatic failover or link protection to be 
provided by Customer Equipment. 

“Gross” means Customer’s use of Conditioned Power hereunder is included in the License Fees. “Iron 
Mountain Space” means all space in the Data Center, other than Customer Space. 
“KW Amount” means the amount of Conditioned Power purchased by Customer as set forth on the 
applicable Order. 

“Minimum Monthly Power Charge” means an amount equal to the minimum monthly power rate set forth 
in the applicable Order multiplied by the KW Amount. 
 
“Net” means Customer shall pay for all Conditioned Power used by Customer in the Customer Equipment 
Area as a separate and additional charge. 

“Net Conditioned Power Charges” means the charges due by Customer to Iron Mountain, as a separate 
and additional charge, for Net Conditioned Power used each month, as more specifically set forth herein. 

“Order Term” means the Order Initial Term, and any subsequent mutually agreed upon Billing Term(s). 

“Order Form” or “Order” means Iron Mountain’s standard written order form, signed by both Parties 
describing the Services, Customer Space, and applicable pricing. The Parties may modify or add to 
Customer Space or Services, subject to availability, via a mutually agreed upon modified Order Form 
signed by the Parties. 

“Other Customer Area” means the portion of the Data Center the Customer has the exclusive right to use 
and occupy hereunder, other than the Customer Equipment Area, if any (e.g. office space, storage space, 
etc.) as specified in the applicable Order. 

“Resold Network Services” means the provision of communication network connectivity provided by any 
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third-party telecommunications provider and sold by Iron Mountain to Customer. 

“Rules and Regulations” means the data center rules and regulations for the applicable Data Center(s) 
issued by Iron Mountain relating to its provision of Services to its customers and located at 
www.ironmountain.com/onlinecontracts. 

“Services” or “Related Data Center Services” means the services offered by Iron Mountain that Customer 
elects to receive and described in the Order Form(s), including, without limitation, the provision of 
electrical power, the licensing of connections, audit support, the provision of and access to Internet 
exchange ports and network services, Professional Services, and the build out of Customer Space. 

“Service Level Agreement” or “SLA” means Schedule B attached to this Agreement, which describes all 
potential abatements to Customer in the event Iron Mountain does not meet the levels of Service set forth 
in the SLA. 

“Smart Hands” means the performance of Customer directed requests as set forth in Iron Mountain’s 
Smart Hands Request Catalog in the Customer Portal that are performed without systems access or login, 
testing or heavy physical labor. 

“Unprotected Metro Wave Network Service” means the provision of communication network 
connectivity provided by Iron Mountain to Customer, that provides a point to point fiber optic wavelength 
from location A to location Z. Each wavelength is provisioned along a single physical path, with no 
automatic failover or link protection. 

1. License and Related Services. 

1.1. Scope. Iron Mountain grants to Customer an exclusive license to use the Customer Space during the 
Term for (i) the installation, maintenance, repair and operation of Customer Equipment; (ii) the use and 
receipt of Services; and (iii) the provision and use of electrical power and Internet bandwidth within the 
Customer Space, subject to and in accordance with the terms and conditions of this Agreement. 

1.2. Restrictions. Except as expressly provided in this Agreement, neither Party shall have any right to 
terminate the license granted in Section 2.1, and the Parties shall remain fully responsible for all 
obligations and amounts payable under the applicable Order Form for the entire Term. Customer shall not 
acquire any right, title, or interest in capital expenditures made by Iron Mountain in the Data Center, 
including but not limited to, Iron Mountain’s build out of Customer Space related to this Agreement. 

1.3. Availability of Customer Space. Iron Mountain shall make commercially reasonable efforts to make 
available the Customer Space to Customer by the Commencement Date specified in the applicable Order 
Form. If Iron Mountain fails to make the Customer Space available to Customer by the scheduled 
Commencement Date, Iron Mountain shall have no liability arising out of or in connection therewith, and 
such failure shall not invalidate the license to use the Customer Space or release the Parties from any 
obligations under this Agreement. Notwithstanding anything to the contrary in this Agreement, the 
Commencement Date is defined as the date that Iron Mountain actually makes available the Customer 
Space and, in such event, the length of the Term will not be reduced thereby, and the scheduled expiration 
of the Term will be extended to provide for the full Term. 

1.4. Expiration and Termination. On the date of the expiration or termination of this Agreement, 
Customer shall have no further rights with respect to the Customer Space and shall, by such date and at its 
own expense, (i) remove all Customer Equipment, and repair any damage to the Customer Space or Iron 
Mountain Space resulting from such removal; and (ii) vacate the Customer Space to Iron Mountain in the 
same condition as it was when delivered to Customer, ordinary wear and tear excepted. In the event of a 
breach of this Section by Customer, Iron Mountain may exercise any or all of the remedies set forth in the 
event of a Customer Default as defined in this Agreement. 

1.5. Services. Iron Mountain will provide the Services described in the Order Form(s) at the rates and 
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charges set forth therein. 

1.6 Smart Hands. At Customer’s request, Iron Mountain may perform Smart Hands. In such event, other 
than as set forth in the SLA, Iron Mountain will not have any liability for, and Customer hereby releases 
Iron Mountain from, any damages arising out of Iron Mountain’s actions in response to, or failure to act on, 
any Customer request for Smart Hands services hereunder. Each month, Customer 
shall be entitled to request Smart Hands services in the amount and at the License Fees rate set forth in an 
applicable Order. Any unused Smart Hands are non-refundable and may not be rolled over to other 
months or transferred to other Data Centers. Smart Hands requests in excess of the amount set forth in the 
applicable Order shall be invoiced to Customer at Iron Mountain’s License Fees rates set forth in the 
Customer Portal and at www.ironmountain.com/onlinecontracts. Each request for Smart Hands will 
require a separate initiation by Customer to Iron Mountain by an authorized representative of Customer. 

1.7 Cross-Connections. Subsequent to the execution of an Order that includes Cross-Connection(s), 
Customer may request that Iron Mountain complete Cross-Connection(s) to or from third-party carriers or 
providers within the applicable Data Center (or which serve the Data Center), provided that Customer 
provides to Iron Mountain a fully completed Cross Connect Request Form. Cross-Connection(s) requests 
in excess of the amount set forth in the applicable Order shall be invoiced to Customer at Iron Mountain’s 
then-current rates set forth at www.ironmountain.com/onlinecontracts. All points of interconnection, 
conduit and/or cable routes and other details shall be determined by Iron Mountain in its sole discretion 
and shall belong to Iron Mountain during and after the Term. The responsibilities of Iron Mountain shall 
be to run and terminate a physical cable and test the cable to confirm continuity of the physical layer 
thereof. Customer shall be responsible for the circuit utilizing each Cross-Connection, including the 
initial turn-up, integration, logical function and use thereof. Customer expressly recognizes that other 
than completing and maintaining the physical Cross-Connection, Iron Mountain does not have any 
responsibility whatsoever for the nature, performance, quality, integration, protocol, 
timeliness, utility or other features of circuit(s) provided by a third-party carrier or provider, which shall 
be governed solely by Customer’s agreement(s) with such carrier or provider. Customer shall not allow 
any carrier to be located in the Customer Equipment Area. 

1.8 Requesting Additional Services. Customer may request incremental Smart Hands or Cross- 
Connections by submitting a written request through the Customer Portal, provided the Customer Portal 
has such capabilities. Any other modifications or changes shall be reflected in an Order or amendment 
signed by both Parties. 

1.9 DIA. If DIA services are to be provided hereunder to Customer, the following terms and conditions 
shall apply: 

In utilizing the DIA, Customer agrees to follow Iron Mountain’s Rules and Regulations and AUP (as then 
in effect and located at www.ironmountain.com/onlinecontracts), and may be modified by Iron Mountain 
from time to time. Iron Mountain uses an industry standard 95th percentile analysis to measure usage for 
DIA service which allows Customer to burst beyond a given committed rate. In addition, Customer agrees 
that Customer shall be responsible for the consumption of DIA which is attributable to Customer or its IP 
space, including any consumption which occurs as a result of any denial of service attack, virus, exploited 
Customer system or proxy compromise or other exploit of like or kind. Customer shall secure its network 
and related elements at all times from attack, open proxy hijack and/or other abuse. 

Customer acknowledges and agrees that Iron Mountain does not provide any logical network security or 
exercise any control, of any kind whatsoever, over the content of the information passing through the 
Internet and Iron Mountain (for itself and on behalf of any applicable service provider), disclaims any and 
all responsibility and liability as relates to the content of the information passing through the Internet. 

Customer acknowledges and agrees as follows: (i) determination of IP address allocation size shall be at 
the sole discretion of Iron Mountain and in accordance with the applicable Regional Internet Registry’s 
policies and guidelines; and (ii) the IP addresses provided to Customer hereunder shall remain the sole 
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property of Iron Mountain. Iron Mountain hereby grants Customer a nontransferable and non- assignable 
license to use the IP addresses provided by Iron Mountain during the applicable Term. Iron Mountain 
reserves the right to require Customer to change its IP addresses with replacement addresses provided by 
Iron Mountain. 

In the event of any termination of the applicable Order or this Agreement, Customer, upon written notice 
to Iron Mountain and in connection with bona fide transition efforts, shall be entitled to retain control over 
the route of all IP addresses used by Customer during the preceding sixty (60) days for thirty (30) days 
following the expiration or termination of the Order or this Agreement, provided that the Customer has 
complied with all of Iron Mountain’s Rules and Regulations AUP and agrees to continue to do so during 
the thirty (30) day transition period and is otherwise in compliance with this Agreement. 

Customer may resell DIA services provided that (i) Customer shall have obtained all requisite approvals 
or authorizations as may be required by any applicable governmental entity or regulator or Law, (ii) the 
obligations of Iron Mountain hereunder shall be solely to Customer and not to any third party, (iii) Iron 
Mountain shall not have any obligation hereunder to support, supervise or otherwise assist parties other 
than Customer, and (iv) Customer shall be solely responsible for the actions, omissions and other conduct 
of any party to which it resells the DIA services, including, without limitation, compliance with this 
Agreement. 
 
1.10 Colocation. Customer may physically colocate the equipment of a third-party (each, a “Colo User”) 
at a Customer Equipment Area and utilize the Customer Equipment Area for the benefit of these Colo Users 
provided that (a) Customer ensures the compliance by each Colo User with this Agreement (including, 
without limitation, these Terms and Conditions and the Rules and Regulations), (b) remains primarily 
responsible and liable for the acts, omissions and other conduct of each Colo User, and (c) does not solicit 
for any services which compete with Iron Mountain’s business of licensing space and providing Related 
Data Center Services (including, without limitation, colocation services) from any customer of Iron 
Mountain or prospect which Customer learns about as a result of its business dealings with Iron Mountain 
or access to a Data Center. Customer shall not provide any Related Data Center Services to a Colo User 
which, to the knowledge of Customer, has been terminated or refused service directly by Iron Mountain. 

2. Term. 

2.1. Order Initial Term. Unless otherwise set forth in an Order, the initial term of each Order will 
commence on the applicable Availability Date and continue for the Initial Billing Term of the applicable 
Order (the “Order Initial Term”). 

2.2 Holdover. If Customer continues to use the Customer Space after the expiration or termination of this 
Agreement, the terms of this Agreement will continue to apply until (i) Customer ceases using the 
Customer Space; and (ii) Customer has removed all Customer Equipment from the Customer Space or 
Iron Mountain has exercised its remedies in the event of a Customer Default. Such use of the Customer 
Space beyond the expiration or termination of the Agreement will not constitute a renewal or extension of 
the Agreement. Base Service during such holdover period will increase to one hundred fifty percent 
(150%) of the Base Service that was in effect immediately prior to termination or expiration. 

3. Pricing and Payment. 

3.1. Unless otherwise expressly provided in the applicable Order, (a) the License Fees set forth in the 
Order are due and payable in advance on the first day of each month of the Term and (b) Net Conditioned 
Power Charges and any other Fees and charges (including, without limitation, Expenses) are due and 
payable within thirty (30) days’ from the date of Iron Mountain’s invoice. Any annual escalation shall be 
effective upon each anniversary of (a) if the Billing Commencement Date of the Order falls on the first day 
of a calendar month, the Billing Commencement Date of the Order, or (b) if the Billing Commencement 
Date of the Order falls on any day other than the first day of a calendar month, the first day of the month 
immediately following the Billing Commencement Date of the Order. If Customer receives Conditioned 
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Power (NET) as set forth on an Order, Customer shall pay for all Net Conditioned 
Power Charges. Customer’s Net Conditioned Power Charges for each month shall be the greater of the 
Minimum Monthly Power Charge or an amount determined by multiplying (i) the rate per kilowatt hour 
billed to Iron Mountain by the utility providing electricity to the Data Center during the month, times (ii) 
the number of kilowatt hours consumed by Customer Equipment multiplied by the Cooling Factor. The 
rate per kilowatt hour for any month shall be determined from the face of the utility’s invoice by dividing 
the number of kilowatt hours shown on the invoice with respect to the Data Center for the month by the 
total charges billed to the Data Center by the utility for the month, or similar method as 
reasonably determined by Iron Mountain in the event of changes in the utility’s billing method from time 
to time. 

Taxes on Customer Equipment. Customer shall be liable for and shall pay all governmental fees, taxes, 
tariffs, and other charges levied directly or indirectly against Customer Equipment. If any taxes for which 
Customer is liable are levied against Iron Mountain or Iron Mountain’s property, including as a 
 withholding agent, Customer shall pay such taxes to Iron Mountain within ten (10) days of Iron 
Mountain’s written notice thereof. 

3.2. Other Applicable Taxes. Customer shall pay all applicable taxes on the Services or Customer Space, 
including any taxes stated separately on Iron Mountain’s invoice or as otherwise directed by Iron Mountain 
in writing. Taxes may include, but are not limited to, any sales, use, or other taxes, 
assessments or other charges imposed by any governmental or quasi-governmental authority upon Iron 
Mountain or Customer on (i) the Base Service or other amounts payable by Customer hereunder; (ii) this 
Agreement, the Services, or the Customer Space, including, without limitation, any applicable possessory 
interest taxes; or (iii) any document to which Customer is a party creating or transferring an interest in the 
Customer Space. Customer shall not be responsible for any federal or state income taxes, franchise taxes, 
excess profits taxes, gift taxes, capital stock taxes, or inheritance, succession or estate taxes imposed on 
Iron Mountain. 

4. Customer Representatives. 
4.1. Customer Invitees. Customer shall be responsible for all acts and omissions of its employees, agents 
and Customer Representatives in connection with their presence at the Data Center and/or their 
performance under this Agreement. Iron Mountain, in its reasonable discretion, may temporarily suspend 
condition or restrict the right of one or more Customer, Colo User, Customer Representative(s) or 
Customer’s invitees to visit the Data Center. Under no circumstances shall Iron Mountain be obligated to 
provide access to a Customer, Representative or other individual who, in the reasonable judgment of Iron 
Mountain, represents a threat to the orderly operation of the Data Center or Iron Mountain’s provision of 
Services to Customer or generally. Iron Mountain shall be entitled to rely on a verbal or written 
instruction received or purported to be from or on behalf of any Customer Representative without being 
required to investigate the validity or content thereof. 
 
4.2 Background Investigation. Customer will maintain a background investigation program that meets or 
exceeds the following requirements: A background investigation is required for each Customer 
Representative that will have unescorted physical access to the Data Center identified in an applicable 
Order. In the event Iron Mountain provides a Customer Party escorted access, Iron Mountain shall bill 
Customer for Smart Hands services. The background investigation for each individual must be refreshed 
every five (5) years, provided however in the event Customer licenses space in Iron Mountain’s Boyer’s 
data center (WPA-1), the background investigation for each individual must be refreshed every three (3) 
years. The following minimum searches* must be completed for each designated individual: (i) 
Confirmed authorization to work in the U.S. (eVerify); (ii) Ten-year criminal convictions search at three 
levels (Federal, State and County); (iii) Developed address search to ensure all jurisdictions the person 
resided within the ten-year period are included in criminal searches; (iv) Government List Searches to 
include: OFAC SDN List, Office of Inspector General and General Services Administration; (v) Sex 
Offender Registry Search; and (vi) Verify US Person status. *For non-US based individuals, the 
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equivalent check(s) in the country of origin should be processed, in accordance with local law. Customer 
shall not permit or request Iron Mountain to assign any individual unescorted access to the applicable 
Data Center who (1) has within the past 10 years, been convicted of a felony or a misdemeanor involving 
violence, theft or fraud or a crime involving dishonesty or breach of trust; (2) has an unverifiable SSN or 
address; or (3) appears on the OFAC list. Customer shall comply with the recommendations provided by 
the EEOC in performing an individualized assessment by a dedicated adjudication review team should 
derogatory information be identified as part of the background investigation. Customer shall provide 
proof of compliance upon request of Iron Mountain. 
 
5. Use of Customer Space. 
 
5.1. Operational Procedures. Customer and Customer Representatives shall comply with Iron 
Mountain’s operational requirements, as modified from time to time. Such requirements include, but are 
not limited to, (a) the Rules and Regulations; (b) safety, security and related requirements regarding the 
Data Center; and (c) rules related to the Customer Space, power density, location of Customer Equipment 
and similar matters. Specifically, Customer and Customer Representatives shall not: (i) circumvent or 
damage any Data Center security equipment, including biometric readers, proximity readers, mantraps, 
cameras, or associated servers and electronics; or (ii) attempt to access or alter any point of network 
concentration, such as network demarcation cabinets, intermediate distribution frames, main distribution 
frames, or meet-me-rooms, without an Iron Mountain escort and Iron 
Mountain’s written consent. Other than temporary access to common areas for the sole purpose of 
accessing the Customer Space, Customer shall have no access to the Iron Mountain Space unless 
approved in advance in writing by Iron Mountain. 

5.2. Use of Customer Space. Subject to the terms of this Agreement and the Rules and Regulations, Iron 
Mountain shall provide Customer Representatives access to the Customer Space twenty-four (24) hours per 
day, seven (7) days per week, and three hundred sixty-five (365) days per year. 

5.2.1. Maintenance of Customer Equipment. Customer shall install, operate, and maintain Customer 
Equipment pursuant to industry standards and in a manner reasonably acceptable to Iron Mountain. Without 
limiting the generality of the foregoing, Customer shall safely secure Customer Equipment (including 
cabling) to cabinets or racks; use blanking panels or equivalent devices to maintain proper airflow; and 
shall not (i) install Customer Equipment in a way that impedes Data Center airflow or blocks raised floor 
perforated tiles or return air plenums; (ii) install Customer Equipment (including cabling) in a way that 
interferes with any other Data Center customer; and (iii) install cabling between cabinets or cages, except 
for adjacent cabinets or cages licensed by Customer. 

5.2.2. Maintenance of Customer Space. Customer shall maintain the Customer Space at its sole cost and 
expense in accordance with industry standards and practices for data centers, which includes but is not 
limited to, keeping the Customer Space neat and clean; immediately removing any cardboard or flammable 
materials from the floor of the Customer Space or Data Center; obeying all posted signs and placards; and 
refraining from (i) interfering with the operation of hot or cold aisle separation and containment; (ii) using 
the overhead cable tray, except as directed by Iron Mountain staff; (iii) plugging any device into the track 
busway system or interfering with the proper operation of the track busway; 
(iv) interfering with any life safety systems such as fire detection and fire suppression systems; and (v) 
depressing an emergency shut off button except in case of an emergency. If Customer fails to timely 
perform any of its responsibilities hereunder, in addition to any other rights and remedies available to Iron 
Mountain under this Agreement and under Law, Iron Mountain shall have the right but not the obligation, 
to perform such responsibilities on Customer’s behalf and Customer shall pay, upon demand, all amounts 
expended by Iron Mountain in such performance, plus ten percent (10%) of all such amounts for 
handling, supervision and overhead. 

5.2.3. Iron Mountain’s Use. Customer shall not perform any improvements, modifications, changes or 
alterations to the Customer Space unless approved in advance in writing by Iron Mountain. Iron Mountain 
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may relocate any Customer Space upon prior written notice to Customer. Iron Mountain may access the 
Customer Space and Customer Equipment at any reasonable time to provide Services or for any other 
reasonable business purpose. 
5.3. Suspension of Services or Access to Customer Space. In the event Iron Mountain is required by law 
or court order, or in the event of a Customer Default as set forth in this Agreement, Iron Mountain may (i) 
suspend the Services including, without limitation, electrical power; or (ii) deny Customer access to the 
Customer Space or Data Center. 

5.4. Compliance with Laws; Hazardous Material. Customer shall use the Customer Space and Services in 
compliance with all applicable federal, state, and local laws and regulations. Customer shall not cause or 
permit any hazardous material to be stored or used in the Customer Space, and shall reimburse Iron 
Mountain for damage to any equipment or injury to personnel (including damage or injury to other 
customers of the Data Center) resulting from Customer’s breach of this Section. 

5.5. Customer Responsibilities. Customer represents that it is the owner or legal custodian of the Customer 
Equipment and has full authority to install and operate the Customer Equipment in the Customer Space and 
direct its disposition in accordance with this Agreement. Customer shall not cause or allow any liens or 
encumbrances to be imposed upon the Customer Space or the Iron Mountain Space. In the event of a breach 
of this Section, Iron Mountain may pay all amounts necessary to remove any such liens and encumbrances, 
and Customer shall promptly reimburse Iron Mountain one hundred ten percent (110%) of all such amounts. 

5.6. Maximum Power Limit. 

5.6.1. Definition. As defined in the applicable Order Form, Customer’s actual electrical power 
consumption for the Customer Space is limited to the lower of (i) the licensed Maximum Electrical 
Consumption; or (ii) 80% of the Maximum Primary Power Capacity limit. Notwithstanding the foregoing, 
at no time may the Maximum Electrical Consumption of any individual primary power circuit or pair of 
primary and redundant power circuits exceed 80% of the KW Rating of the individual primary power 
circuit(s) specified in the applicable Order Form. The limits in this paragraph are defined as the “Maximum 
Power Limit.” 

5.6.2. Remedies for Breach. If the Customer Space or an individual electrical power circuit has exceeded 
the Maximum Power Limit, Customer shall cure the breach within forty-eight (48) hours following written 
notification by Iron Mountain. Customer may cure a breach of this Section 6.6 by (a) reducing electrical 
load within the Customer Space and/or on the affected electrical power circuit to a level below the Maximum 
Power Limit; or (b) subject to availability, jointly executing an Order Form with Iron Mountain for 
additional Maximum Electrical Consumption for the Customer Space and/or for additional electrical power 
circuits. If Customer fails to cure a breach of this Section 6.6 within forty-eight (48) hours following written 
notification by Iron Mountain, Iron Mountain may (i)will be entitled to 
liquidated damages of five hundred dollars ($500) per day for each day in which Customer’s actual 
electrical consumption exceeds the Maximum Power Limit; (ii) reduce the electrical power load within 
the affected Customer Space or affected electrical power circuit without liability to Customer or anyone 
claiming by or through Customer; or (iii) exercise any or all of the remedies set forth in the event of a 
Customer Default as defined in this Agreement. 
5.7. Subordination. In the event that Iron Mountain is a tenant under a lease with respect to the building 
containing the Data Center (the “Building”), and notwithstanding anything to the contrary in this 
Agreement, Customer hereby agrees that its use and occupancy of the Customer Space is subject and 
subordinate to any lease between Iron Mountain and the owner of the Building (a “Master Lease”). If the 
Building is owned by Iron Mountain, Customer hereby agrees that this Agreement and its rights, licenses, 
use and occupancy hereunder are subject and subordinate to any mortgage and/or deed of trust granted by 
Iron Mountain, whether existing or future, and to any renewals, modifications, consolidations, extensions 
and replacements thereof (including, without limitation, all advances thereon, whether existing or future), 
unless the holder of any such mortgage or deed of trust elects otherwise. If this Agreement is subordinate 
to any such mortgage and/or deed of trust and the holder or any other party (the “Successor”) shall succeed 
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to the interest of Iron Mountain, at the election of the Successor, Customer shall attorn to the Successor, 
and this Agreement will continue in full force and effect between the Successor and Customer. Customer 
shall, within ten (10) business days' prior written notice from Iron Mountain, deliver to Iron Mountain a 
statement signed by Customer certifying as to such matters as may be reasonably requested by Iron 
Mountain, including any such statement or document reasonably required by Iron Mountain or its lessor or 
lender in connection with this Section. Customer acknowledges and agrees that any such statement may be 
relied upon by Iron Mountain and any of its designees, including, without limitation, any prospective 
purchaser, assignee, lessor or lender. This Section is self-operative, and no further instrument shall be 
required to effect such subordination of this Agreement. 

6. Force Majeure. Any failure or delay by either Party in the performance of its obligations under this 
Agreement will not be deemed a default or grounds for liability or termination if such failure or delay is 
caused by an event beyond the affected Party’s reasonable control, or by acts of God, governmental 
actions, labor unrest, acts of terrorism or war, unusually severe weather, riots, or fire (a “Force Majeure 
Event”). The affected Party will be excused from any further performance of its obligations affected by 
the Force Majeure Event for as long as such Force Majeure Event continues. The affected Party shall 
promptly notify the other Party in writing of the occurrence of a Force Majeure Event and describe in 
reasonable detail the nature of the Force Majeure Event. If a Party’s inability to perform under the 
Agreement due to a Force Majeure Event persists for a period of sixty (60) days following the Force 
Majeure Event, the other Party may terminate only the portion of the Agreement or applicable Order 
Form(s) directly affected by the Force Majeure Event. Notwithstanding any provision to the contrary, a 
Force Majeure Event will not excuse payment obligations under this Agreement. 

7. Governmental Orders. Iron Mountain cannot prevent access by governmental entities to Customer 
Equipment or Data. However, in the event Iron Mountain receives any subpoena, warrant, court order or 
similar such governmental agency or legal requirement (“Order”) that purports to compel disclosure of 
any of Data or the Customer Equipment, Iron Mountain shall promptly notify Customer of such Order 
(unless such notice is prohibited by law or judicial order) and shall cooperate with Customer, at 
Customer’s expense, in the exercise of Customer’s right to protect the confidentiality of Data and/or the 
Customer Equipment. Iron Mountain may comply with any such Order, except to the extent Customer 
obtains a court order quashing or limiting such Order. 

8. Confidentiality; Privacy, Security, and Data Protection. 

8.1. Confidential Information. “Confidential Information” means any (i) proprietary, confidential, or 
trade secret information disclosed by a Party to the other Party during negotiations or discussions 
regarding various business activities under this Agreement, (ii) information regarding this Agreement or 
Order Form(s), and (iii) information regarding Iron Mountain’s processes and procedures, including but 
not limited to, information received by Customer or Customer Representatives related to Iron 
Mountain’s Data Center operations or other customers of Iron Mountain; except for information that was 
previously known to the receiving Party free of any obligation to keep it confidential, is subsequently 
made public by the disclosing Party, or is disclosed by a third party having a legal right to make such 
disclosure. Confidential Information will not include the Customer Equipment or Data, which the Parties 
agree to address separately under this Agreement. Confidential Information shall be used only in the 
manner and for the purposes contemplated by this Agreement and shall not be intentionally disclosed to 
third parties without the disclosing Party’s written consent. Neither Party shall obtain any rights in or to 
the Confidential Information of the other Party. Each Party shall implement and maintain 
reasonable safeguards designed to protect the other Party’s Confidential Information, and will have no 
liability hereunder for any disclosure, loss or misuse of Confidential Information which could not have 
been avoided by exercise of such degree of care. Upon the expiration or termination of this Agreement, 
each Party shall promptly return to the other Party or destroy all Confidential Information in its 
possession. Each Party acknowledges that it will not obtain any right, title or interest in or to the 
Confidential Information of the other party as a result of disclosure under this Agreement. 



IMGS 032 2.15.23 
 

9. Limitation of Liability. 

9.1. Liability for Customer Equipment and Data. Iron Mountain will have no liability for any loss or 
destruction of, or damage to, Customer Equipment, unless and to the extent caused by its gross negligence 
or willful misconduct, and then only in an amount equal to the then-current value of such Customer 
Equipment. Iron Mountain will have no liability for loss or destruction of, or damage to (i) Customer 
Equipment while in the custody of third-party transportation providers; or (ii) Data, wherever stored or 
transmitted (including via a third-party telecommunications provider), including any and all costs, 
expenses or liabilities resulting from a breach of data security or confidentiality. Customer is solely 
responsible for encrypting its Data. 

9.2. Maximum Liability. Iron Mountain’s maximum aggregate liability arising out of or in connection 
with this Agreement regardless of the cause of action and whether arising in contract, tort (including 
negligence), indemnity, warranty or any other legal theory is limited to the Base Service paid by 
Customer for the three (3) months immediately preceding the claim. Customer acknowledges and agrees 
that the Services include third-party technology and products. Further, Customer acknowledges and 
agrees that Iron Mountain has no control over Data transmitted via third-party technology or products and 
Iron Mountain shall have no liability arising from or in connection with third-party technology or 
products. 

9.3. No Consequential Damages. In no event will either Party be liable for any indirect, incidental, 
consequential, special, punitive, exemplary or similar such losses or damages arising out of or in 
connection with this Agreement including any loss of profits, interruption of business, or the loss of or 
cost of recreating any data, however caused, under any theory of liability (whether in contract, tort, 
warranty, or otherwise), and regardless of whether any remedy set forth herein fails of its essential 
purpose and even if a Party knew of or should have known of the possibility of such loss or damage. 

9.4. Construction. This Section 10 “Limitation of Liability” is not intended to and will not be construed 
as excluding or limiting any liability contrary to applicable law or public policy, including but not limited 
to, liability for death or bodily injury. If applicable law or public policy renders any portion of this Section 
10 unenforceable or invalid, the remainder of the Section will remain in full force and effect. This Section 
10 survives the expiration or termination of this Agreement. 

10. Indemnification. 
10.1. Iron Mountain Indemnification. Iron Mountain shall indemnify, defend, and hold harmless 
Customer and its Affiliates, subsidiaries, officers, directors and employees from and against any and all 
third-party claims or demands arising out of or in connection with (i) bodily injury (including death), to 
the extent based upon the negligent acts or omissions of Iron Mountain; and (ii) allegations that the 
Services infringe any United States patent or copyright of any third party or misappropriate any third 
party’s trade secrets. Iron Mountain shall have no liability or obligation to Customer with respect to any 
claim of infringement or misappropriation in the event and to the extent based upon (a) use of or access to 
the Services in or from an application or environment or on a platform or with devices not authorized in 
the applicable Iron Mountain published documentation or other requirements specified under this 
Agreement, (b) modifications, alterations, combinations or enhancements of the Services not created by 
Iron Mountain or (c) any patent, copyright, or trade secret in which Customer or any Affiliate of 
Customer has an interest. The foregoing indemnification obligations shall not apply in the event and to 
the extent that the claim or demand arises as a result of Customer’s negligence, willful misconduct, or 
breach of this Agreement. This paragraph survives the expiration or termination of this Agreement. 

10.2. Indemnification Procedures. Customer shall provide Iron Mountain prompt written notice of any 
such claim or demand. Iron Mountain shall, at its option and expense, assume control of the defense and 
resolution of each claim or demand and (i) Iron Mountain shall not settle any claim requiring any 
admission of fault or payment of money on the part of Customer without its prior written consent (not to 
be unreasonably withheld); (ii) Customer shall have the right to participate, at its own expense, in the 
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claim or suit; and (iii) Customer shall cooperate with the Iron Mountain as may be reasonably requested at 
Iron Mountain’s cost and expense. Iron Mountain’s sole obligation hereunder shall be to pay any 
judgment rendered, or settlement made, as a result of any such claim or demand. 

11. Insurance. 

11.1. Customer Insurance. Customer shall, at its sole cost and expense, procure and maintain the 
following insurance: (i) General Liability insurance in an amount not less than two million dollars 
($2,000,000) per occurrence and three million dollars ($3,000,000) in the annual aggregate for bodily 
injury and property damage and personal injury coverage; (ii) a policy of standard fire, extended coverage 
and special extended coverage insurance (all risks), in an amount equal to the full replacement value new, 
without deduction for depreciation, covering all Customer Equipment; and (iii) Automobile Liability 
insurance in an amount not less than one million ($1,000,000) per accident. All insurance under this 
paragraph shall (a) be with reputable insurers licensed to do business in the state where the Data Center is 
located; (b) be provided by an insurer with an A.M. Best’s financial rating of “A- XI” or better; 
(c) have commercially reasonable deductibles and be written on an occurrence basis; (d) name Iron 
Mountain and its designated lenders, lessors and managers as additional insureds (with respect to General 
Liability and Automobile Liability only); (e) be effective while Customer Equipment is in, and in transit 
to, the Data Center; and (f) provide that such insurance cannot be canceled upon less than thirty 
(30) days’ prior written notice to Iron Mountain. At any time during the Term, Iron Mountain may request 
that Customer furnish certificates of insurance to Iron Mountain which evidence that Customer has 
obtained the insurance required hereunder, and provide evidence to Iron Mountain of the deductibles of 
all policies required hereunder. Customer shall cause its insurers to waive any rights of subrogation 
against Iron Mountain. Customer waives any and all rights, remedies, claims, actions and causes of action 
against Iron Mountain that it may have as a result of any loss or damage to Customer Equipment, or other 
claims or demands which are (or would have been, had Customer carried the insurance required by this 
Agreement) covered by insurance. 

11.2. Iron Mountain Insurance. Iron Mountain shall, at its sole cost and expense, procure and maintain 
the following insurance during the Term: (i) commercial general liability insurance in an amount not less 
than two million dollars ($2,000,000) per occurrence and three million dollars ($3,000,000) in the annual 
aggregate for bodily injury and personal injury coverage; and (ii) a policy of standard fire, extended 
coverage and special extended coverage insurance (all risks), in an amount equal to the full replacement 
value of Iron Mountain’s equipment in the Data Center. All insurance hereunder shall be with reputable 
insurers licensed to do business in the state where the Data Center is located, shall have commercially 
reasonable deductibles, and shall be written on an occurrence basis and may be under an umbrella, 
blanket or similar policy. Iron Mountain does not insure Customer Equipment or Data against loss or 
damage, however caused. 
 
12. Warranty. 

12.1. Iron Mountain. Iron Mountain represents, warrants and covenants that as of the Effective Date it 
will have the legal right and authority, and will continue to maintain the legal right and authority during 
the Term, to grant to Customer a license for the use by Customer of the Customer Area and provide the 
Related Data Center Services to Customer as contemplated by this Agreement. Iron Mountain shall 
comply with Law in its provision of the Related Data Center Services. In addition, Iron Mountain 
represents and warrants that it has the legal right and authority to enter into this Agreement and abide by 
all of its terms and conditions throughout the term of the Agreement. 

Iron Mountain will provide the Related Data Center Services in accordance with the applicable service 
levels set forth in the SLA at Attachment C attached hereto. IN THE EVENT OF A BREACH OF THE 
SLA, CUSTOMER’S SOLE AND EXCLUSIVE REMEDY, AND IRON MOUNTAIN’S SOLE AND 
EXCLUSIVE LIABILITY, SHALL BE FOR IRON MOUNTAIN TO PROVIDE CUSTOMER THE 
APPLICABLE SERVICE LEVEL CREDIT(S) SET FORTH IN ATTACHMENT C. 
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12.2. Limitation and Disclaimer. THE WARRANTIES SET FORTH ABOVE EXTEND ONLY TO 
CUSTOMER AND ARE IRON MOUNTAIN’S SOLE AND EXCLUSIVE WARRANTIES UNDER 
THIS AGREEMENT. THESE WARRANTIES ARE IN LIEU OF ANY AND ALL OTHER 
WARRANTIES, WHETHER EXPRESS, STATUTORY OR IMPLIED, INCLUDING WITHOUT 
LIMITATION ANY IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A 
PARTICULAR PURPOSE OR USE. IRON MOUNTAIN DISCLAIMS, AND CUSTOMER 
IRREVOCABLY WAIVES, ALL SUCH OTHER WARRANTIES. 

13. Customer Default. 

13.1. Definition. “Customer Default” means (i) Customer’s failure to pay undisputed fees or other 
amounts when due, provided however, that Customer shall have a five (5) business day grace period no 
more than three (3) times in any rolling twelve (12) months; (ii) Customer exceeding the Maximum 
Power Limit and failing to cure within forty-eight (48) hours after written notification by Iron Mountain; 
(iii) Customer’s failure to timely remove Customer Equipment or vacate the Customer Space in breach of 
Section 2.4; (iv) any violation of the AUP; or (v) the failure by Customer to cure any other breach of this 
Agreement within thirty (30) days after written notice is delivered by Iron Mountain. 

13.2. Remedies. In the event of a Customer Default, Iron Mountain may (i) terminate the license for the 
Customer Space; (ii) recover from Customer all of the Base Service that would otherwise have been 
payable by Customer for all of the remaining Term absent any termination of this Agreement; (iii) 
suspend any or all of the Services (including, without limitation, electrical power); (iv) deny Customer 
and Customer Representatives access to the Customer Space or Data Center; and (v) at Customer’s 
expense remove, store, securely dispose of, or sell the Customer Equipment in accordance with applicable 
law, provided that Iron Mountain shall provide a final written notice ten (10) days prior to such secure 
destruction or sale. Notwithstanding the foregoing, Iron Mountain shall not sell Customer’s tapes, hard 
drives, cassettes, cartridges, CDs, DVDs or other media-based storage devices (“Media”) in connection 
with this Section; Iron Mountain may only securely destroy such Media at Customer’s expense. In the 
event of any suspension of Services hereunder, Customer shall pay Iron Mountain a commercially 
reasonable reinstatement fee in the event of any reinstatement of such Services. Before exercising its 
remedies under this Section, Iron Mountain shall provide advance written notice to an Authorized User, a 
Customer Representative, or Customer at the notice address set forth in Section 19. In the event Iron 
Mountain takes any actions pursuant to this Section, it will have no liability to Customer or anyone 
claiming by or through Customer, and Customer shall pay all costs incurred by Iron Mountain in 
connection therewith. 
 
14. Iron Mountain Default. Customer may terminate this Agreement in the event that Iron Mountain 
materially breaches any of its obligations under this Agreement, unless Iron Mountain cures (or takes 
reasonable steps to begin to cure) such breach within sixty (60) days following receipt of Customer’s 
written notice thereof. 

15. Service Level Agreement. Customer shall be entitled to abatement under the Service Level 
Agreement in the event of certain Failures as defined in the SLA. Such abatement is Customer's exclusive 
remedy and Iron Mountain’s sole liability arising out of or in connection with any Failures under the 
SLA. 

16. Order Forms; Purchase Orders. Executed Order Form(s) will govern the price and scope of the 
Customer Space and Services. If Customer requests a project or Services modification that results in a 
one-time nonrecurring charge, the Parties shall detail the mutually agreed upon project or modification on 
Iron Mountain’s standard form work order signed by both Parties (a “Work Order”). All pre-printed 
terms and conditions included on any Customer purchase order shall be of no force or effect and shall not 
form a part of this Agreement. In the event of inconsistency between this text and the terms of any other 
document, the following will be the order of precedence: (i) this text; (ii) the Order Form(s); and 
(iii) any other documents executed by the Parties (excluding mutually negotiated documents that expressly 
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amend the Agreement). 

17. ITAR/EAR Compliance. Customer represents that none of the Customer Equipment of Data contain 
technical information regarding defense articles or defense services within the meaning of the 
International Traffic in Arms Regulations (22 CFR 120) or technical data within the meaning of the 
Export Administration Regulations (15 CFR 730-774) (cumulatively, “controlled information”), and 
acknowledges that Iron Mountain will not handle such materials under its plan for compliance with export 
controls. Notwithstanding, if Customer notifies Iron Mountain that Customer Equipment of Data contain 
controlled information, Iron Mountain will apply its Plan for compliance with export controls, and 
Customer acknowledges that special storage and service rates may apply. 

18. Notices. Unless otherwise provided in this Agreement, any notice to be given by one Party to the 
other shall be in writing and shall be transmitted by certified mail, postage prepaid, or sent by nationally 
recognized overnight courier. Notice will be effective when received by the addressee. The current 
addresses for such notices are as follows: 

If to Customer, then to: 

___________________________ 
___________________________ 
___________________________ 
___________________________ 
 
If to Iron Mountain, then to: 
 
Iron Mountain Data Centers, LLC  
615 N 48th Street 
Phoenix, AZ 85008 Attn: Legal 
 

Either Party may change the address to which notices are to be sent by sending a written notice to the 
other in accordance with the terms set forth in this Section. 

19. Publicity. Customer hereby grants to Iron Mountain and its Affiliates a revocable, nonexclusive, 
worldwide, royalty-free license to use and reproduce Customer’s name, logo, trademarks, and service 
marks on its website, marketing materials, and press releases, solely for purposes of identifying 
Customer as a customer of Iron Mountain. Should a security breach of Customer’s Data occur and 
Customer is required to disclose, issue notices, or issue a press release regarding such breach, either as 
required by law or as determined by Customer, then Customer shall not identify Iron Mountain or the 
location of the Data Center in any disclosure or press release pertaining to such breach. Customer, and not 
Iron Mountain, is solely responsible for sending any legally required notices in the event of a security 
breach of Customer’s Data. 

20. Assignment. Without the consent of the other Party, neither Party shall assign any right under the 
Agreement, except Iron Mountain may assign any such right to an Affiliate. The non-assigning Party shall 
not unreasonably withhold its consent. 

21. Reserved 

22. Cumulative Remedies. Unless expressly stated to the contrary in this Agreement, all rights and 
remedies provided in this Agreement are cumulative and not exclusive of any other rights or remedies that 
may be available to the Parties, whether provided by law, equity, statute, in any other agreement between 
the Parties or otherwise. 

23. Entire Agreement. This Agreement, together with the Acceptable Use Policy found at 
www.ironmountain.com/onlinecontracts, incorporated herein by reference, constitutes the complete and 

http://www.ironmountain.com/onlinecontracts
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exclusive statement of the agreement between the Parties and supersedes all prior or contemporaneous 
proposals, oral or written, and all other communications between the Parties relating to the subject matter 
of this Agreement. 

 

 

SCHEDULE B: SERVICE LEVEL AGREEMENT 
 

I. SERVICE LEVEL OBJECTIVES 
 

Set forth below are Iron Mountain’s Service Level Objectives for specific Related Data Center Services: 
 
Power: 
For Customers who deploy (i) Conditioned Power Dual Corded: Iron Mountain’s service level objective is 
100 percent (100%) availability of Conditioned Power to the Customer Equipment Area. 

 
Temperature: 
Iron Mountain’s service level objective is to maintain an ambient temperature between fifty-nine (59) 
degrees and ninety (90) degrees Fahrenheit (fifteen (15) degrees and thirty-two (32) degrees Celsius) at all 
times in the Customer Equipment Area. 
 
Humidity: 
Iron Mountain’s service level objective is to maintain an ambient humidity between twenty percent (20%) 
and eighty percent (80%) in the Customer Equipment Area. 
 
DIA: For Customers who deploy dual network feed configurations, Iron Mountain’s service level 
objective is one hundred percent (100%) availability of DIA. 
 
Resold Network Service: 
Iron Mountain’s service level objective will be the service level objective provided by the underlying third- 
party telecommunications provider. 
 
Unprotected Metro Wave Network Service: 
Iron Mountain’s service level objective is ninety-nine percent (99%) availability of Unprotected Metro 
Wave Network Services. 
 
Diverse Metro Wave Network Service: 
Iron Mountain’s service level objective is one hundred percent (100%) availability of Diverse Metro Wave 
Network Services. 
 
Cloud On-Ramp Network Service: 
Iron Mountain’s service level objective is ninety-nine percent and 99/100 (99.99%) availability of Cloud 
On-Ramp Network Services. 
 
Cross-Connections: 
Iron Mountain’s service level objective is to ensure that all cross connections licensed by Customer from 



IMGS 032 2.15.23 
 

Iron Mountain in the applicable Customer Equipment Area is available and uninterrupted on both the 
primary and redundant connections. 
 
Smart Hands: 
Iron Mountain’s service level objective is to acknowledge Smart Hands requests within thirty (30) minutes 
of such request. 
 
Access Control: 
Iron Mountain’s service level objective is to maintain access control which identifies or authenticates 
authorized visitors into the managed Data Center (the “Access Control Objective”). 
 
 
II. SERVICE LEVEL CREDITS 

The table below sets forth Customer’s sole and exclusive remedy for failures to meet any of the Service 
Level Objectives for the Related Data Center Services referenced therein (a “Service Level Failure”). 

 

 

 

Service Level 
Objective 

 

Service Level 
Failure 

 

Service Level 
Credit 

Power Primary Power 
Failure (Dual 
Corded) – 
Where 
Customer 
deploys 
Conditioned 
Power Dual 
Corded in an A 
& B 
configuration 
from A & B 
PDUs or 
busway, it shall 
be a Service 
Level Failure if 
both electricity 

feeds A and B 
fail 

The Service 
Level Credit 
shall equal the 
total monthly 
License Fees of 
the applicable 
Customer 
Equipment 
Area where 
such 
Conditioned 
Power (Dual 
Corded) is 
deployed 
multiplied by 
ten percent 
(10%) for each 
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 simultaneously 
for any 
amount of 
time to supply 
power, as 
determined at 
the line side of 
the PDU or 
busway. 

fifteen (15) 
minutes or 
portion 
thereof. 

Temperature Temperature 
Failure - It 
shall be a 
Service Level 
Failure if the 
ambient Air 
Temperature 
(as defined in 
Note 1 below) 
average, as 
measured 
across all 
measurement 
points (a 
“Temperature 
Reading”) is 
outside a 
range of fifty 
nine 

(59) degrees 
Fahrenheit to 
ninety (90) 
degrees 
Fahrenheit 
(fifteen (15) 
degrees to 
thirty- two 
(32) degrees 
Celsius) for 
four (4) hours 
after a 
Temperature 
Reading fell 
outside a 
range of fifty 
nine 

(59) degrees 

The Service 
Level Credit 
shall equal the 
total monthly 
License Fees of 
the applicable 
Customer 
Equipment 
Area multiplied 
by five percent 
(5%) for each 
Temperature 
Failure. For 
purposes of 
clarification, 
Customer 
receives a 
Service Level 
Credit after 
each four (4) 
hour period 
during which a 
Temperature 
Failure 
continues. 
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Fahrenheit to 
ninety (90) 
degrees 
Fahrenheit 
(fifteen (15) 
degrees and 
thirty- two 
(32) degrees 
Celsius) 

Humidity Humidity 
Failure - It 
shall be a 
Service Level 
Failure if the 
ambient air 
relative 
humidity 
average, as 
measured in 
accordance 
with Note 2 
below (a 
“Humidity 
Reading”), is 
below twenty 
percent (20%) 
or above 
eighty percent 
(80%) 
humidity six 
(6) hours after 
a Humidity 
Reading fell 
below twenty-
five percent 
(25%). 

The Service 
Level Credit 
shall equal the 
total monthly 
License Fees of 
the applicable 
Customer 
Equipment 
Area multiplied 
by five percent 
(5%) for each 
Humidity 
Failure. For 
purposes of 
clarification, 
Customer 
receives a 
Service Level 
Credit after 
each six (6) 
hour period 
during which a 
Humidity 
Failure 
continues. 

Direct Internet 
Access (DIA) 

DIA - If 
Customer 
takes dual 
network feed 
configurations, 
it shall be a 
Service Level 
Failure if both 
network feeds 
are 

The Service 
Level Credit 
shall equal the 
total monthly 
License Fees 
specific to DIA 
for the 
applicable 
Customer 
Equipment 
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unavailable 
simultaneousl
y for any 
amount of 
time to the 
Customer 
Equipment 
Area. 

Area multiplied 
by ten percent 
(10%) for each 
fifteen (15) 
minutes or 
portion 
thereof. 

Resold 
Network 
Service 

Resold Network 
Failure -It shall 
be a Service 
Level Failure 
as defined by 
the underlying 
third- party 
telecommunic
ations 
provider. 

The Service 
Level Credit 
shall equal the 
credits received 
and passed 
through from 
the underlying 
third-party 
telecommunica
tions provider 
not to exceed 
the total 
monthly 
License Fees 
specific to the 
affected Resold 
Network 
Service to the 
Customer 
Equipment 
Area. 

Service Level 
Objective 

Service Level 
Failure 

Service Level 
Credit 

Unprotected 
Metro Wave 
Network 
Service 

Unprotected 
Metro Wave 
Network 
Service Failure 
- It shall be a 
Service Level 
Failure if the 
cumulative 
availability of 
each 
Unprotected 
Metro Wave 
Network 
service is less 
than ninety 

The Service 
Level Credit 
shall equal fifty 
percent (50%) 
of the total 
monthly 
License Fees 
specific to 
affected 
Unprotected 
Metro Wave 
Network 
Service to the 
Customer 
Equipment 
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nine percent 
(99%) in any 
calendar 
month. 

Area. 

Diverse Metro 
Waive 
Network 
Service 

Diverse Metro 
Waive 
Network 
Service Failure 
- It shall be a 
Service Level 
Failure if the 
cumulative 
availability of 
each Diverse 
Metro Wave 
Network 
Service is less 
than one 
hundred 
percent 
(100%) in any 
calendar 
month. 

The Service 
Level Credit 
shall equal the 
total monthly 
License Fees 
specific to the 
affected 
Diverse Metro 
Waive Network 
Service to the 
Customer 
Equipment 
Area. 

Cloud On-
Ramp 
Network 
Service 

Cloud On-Ramp 
Network 
Service Failure 
- It shall be a 
Service Level 
Failure if the 
cumulative 
availability of 
each Cloud 
On-Ramp 
Network 
Service is less 
than ninety-
nine percent 
and 99/100 
(99.99%) in 
any calendar 
month. 

The Service 
Level Credit 
shall equal fifty 
percent (50%) 
of the total 
monthly 
License Fees 
specific to the 
affected Cloud 
On-Ramp 
Network 
Service to the 
Customer 
Equipment 
Area. 



IMGS 032 2.15.23 
 

Cross 
Connections 

Cross 
Connections – 
Provided 
Customer 
takes dual 
Cross 
Connections 
and deploys 
them in a 
redundant 
manner, it 
shall be a 
Service Level 
Failure if a 
cross 
connection 
licensed by 
Customer 
from Iron 
Mountain in 
the applicable 
Customer 
Equipment 
Area is 
unavailable on 
both the 
primary and 
redundant 
connections. 

The Service 
Level Credit 
shall equal the 
total monthly 
License Fees 
specific to 
Cross- 
Connections for 
the applicable 
Customer 
Equipment 
Area. 

Smart Hands Smart Hands – 
It shall be a 

Service Level 
Failure if Iron 

The Service 
Level Credit 
shall 

equal the total 
monthly 
License 

 Mountain fails 
to 
acknowledge a 
Smart Hands 
requests 
within thirty 
(30) minutes 
of receipt of 
such request 

Fees specific to 
Smart Hands 
for the 
applicable 
Customer 
Equipment 
Area. 
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Access Control Access Control 
– It shall be a 
Service Level 
Failure if there 
is a lack of 
system(s) or 
personnel to 
execute the 
Access Control 
Objective. 

The Service 
Level Credit 
shall equal the 
total monthly 
License Fees of 
the applicable 
Customer 
Equipment 
Area multiplied 
by five percent 
(5%) for each 
fifteen (15) 
minutes or 
portion 
thereof. 

 

Note 1: Air Temperature will be monitored at one or more points of the designated cold aisles in 
the Customer Equipment Area or as otherwise reasonably determined by Iron Mountain. If 
multiple points are measured, an average will be used. 

Note 2: Humidity will be measured at one or more points of the designated cold aisles in the Customer 
Equipment Area, or as otherwise reasonably determined by Iron Mountain. If multiple points are 
measured, an average will be used. 

Note 3: As relates to DIA, Customer recognizes that the internet is comprised of thousands of autonomous 
systems and that this SLA covers the provision of access by Iron Mountain to the global internet. Routing 
anomalies, asymmetries, inconsistencies and failures, outside of the control of Iron Mountain, can and 
will occur on other networks. In such instance, Iron Mountain shall use its commercially reasonable 
efforts to route traffic via an alternative route path, but any such events shall not be deemed to be a 
Service Level Failure for purposes hereof. Further, if the price of the DIA is not specified specifically on 
Attachment A (e.g., due to package pricing), the price will be determined by Iron Mountain using Iron 
Mountain’s then current market pricing for DIA. 

 

In the event Customer becomes aware of a Service Level Failure, Customer shall notify Iron Mountain 
via the Customer Portal or via telephone to Iron Mountain’s 24-hour response line. An applicable Service 
Level Credit allowance shall appear on Customer’s next invoice following processing. Service Level 
Credits shall not have any cash value at the end of the Term or otherwise. Service Level Credits shall be 
calculated as a rebate of monthly License Fees, as applied specifically to the particular Order and Data 
Center Service that experienced the Service Level Failure. 

One or more concurrent Service Level Failures shall yield the specific Service Level Credit that is most 
favorable to Customer. 

No Service Level Credits will be given for a service interruption: (a) caused by the action or failure to act 
by a Customer Party; (b) due to failure of equipment provided by a Customer Party; (c) which is part of a 
planned service interruption for maintenance, or that results from implementation of a Customer request 
or direction; (d) if Customer licenses Conditioned Power Dual Corded and Customer deploys a 
configuration with more than fifty percent (50%) of the KW Amount deployed to either side ; (e) due to a 
Force Majeure Event; (f) for which Customer is entitled to a Service Level Credit for the same or a 
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contemporaneous Service Level Failure; (g) affecting portions of the Other Customer Areas; or (h) 
resulting from Customer’s breach of this Agreement. 

Total cumulative Service Level Credits earned in any thirty (30) day period shall not exceed the amount 
of one (1) month’s License Fees for the Customer Equipment Area. 

This Service Level Agreement may be modified from time to time by Iron Mountain and can be reviewed 
by Customer at the Data Center, provided that Customer may request that the terms of the particular 
Service Level Agreement that were in effect as of the Effective Date remain applicable during the Term. 

 

 

 

 

[Intentionally blank] 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Policy Center and Global Research Service 

 
Definitions. 

“Affiliate” means those entities controlling, controlled by, under common control with, or having a 
common parent with, either Iron Mountain or Customer as applicable. For purposes of the foregoing 
definition, “control” (including “controlling”, “controlled by” and “under common control with”) shall 
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mean direct or indirect ownership of: (a) not less than fifty percent (50%) of the voting stock of a 
corporation, (b) the right to vote not less than fifty percent (50%) of the voting stock of a corporation, or 
(c) not less than fifty percent (50%) ownership interest in a partnership or other business entity. 
 
“Data” means all data and information provided by Customer to Iron Mountain under this Agreement in 
connection with the Services. 
 
“Deliverables” means all reports, documents, charts and other physical manifestations of the results of 
the Professional Services. 
 
“Documentation” means user manuals for the Services, the applicable installation guides, service 
descriptions, technical specifications, and online help files provided by Iron Mountain or available on Iron 
Mountain’s online portal. 
 
“Global Research Subscription” shall mean the Customer’s subscription to one or more data sets as 
specified in a Schedule, and as further described in the applicable Service Specific Terms and Conditions 
“SSTC”. 
 
“Policy Center Subscription” means the software service and associated Documentation specified in the 
Policy Center Subscription Schedule, and as further described in applicable SSTC. 
 
“Professional Services” means the consulting, installation and training services performed by Iron 
Mountain personnel for the benefit of Customer as set forth in a Statement of Work or Schedule. 
 
“Schedule” means a document annexed to this Agreement, physically or by reference, describing among 
other things the Global Research and Policy Center Subscription Service, applicable SSTC, term, number 
of licensed users and pricing. 
 
“Service Specific Terms and Conditions” (“SSTC”) means the specific terms and conditions related to 
the Global Research and Policy Center Subscription Service the Customer is licensing from Iron Mountain 
under this Agreement. The applicable SSTC will be specified on each Schedule and only apply to the 
particular Services described therein. 
 
“Services” means the Subscription Services, Support Services, Professional Services, and Documentation 
necessary to provide Services, all as set forth in the applicable Schedule and SSTC or Statement of Work. 
 
“Statement of Work” or “SOW” means the written statement of work pursuant to which Iron Mountain 
will perform Professional Services for Customer under this Agreement. 
 
“Subscription Services” mean the Iron Mountain Policy Center Subscription and Global Research 
Subscription and associated Documentation, as described in the applicable Schedule. 
 
“Support Services” means the service and related maintenance in support of the Subscription Services 
purchased by Customer as described in the applicable SSTC or Schedule. 
 
 

1. License Terms for Subscription Services. 
 
1.1. License Grant for Subscription Services. Iron Mountain shall perform the Subscription Services 
at the rates and charges set forth in a Schedule. Iron Mountain grants to Customer and its Affiliates a non- 
exclusive, non-transferable license for the term of this Agreement to: (i) use the Subscription Services in 
the manner set forth in this Agreement and the applicable Schedule; (ii) use the Subscription Services only 
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for Customer’s internal business needs; and (iii) use the Documentation to support the use of the 
Subscription Services. Customer shall not sublicense, sell, rent, lease, transfer, distribute or otherwise 
commercially exploit or make the Subscription Services or Documentation available to any third party other 
than its agents or contractors who are bound to comply with the terms and conditions of this Agreement. 
Customer and all of its users who are licensed shall be bound by and comply with this Agreement, and 
Customer is solely responsible for the activities of its users and for the accuracy, integrity, legality, reliability, 
and appropriateness of all Data. 
 
1.2. Restrictions. Customer shall not (i) attempt to reverse engineer, decompile, disassemble, or 
attempt to derive the source code of the Subscription Services; (ii) modify, port, translate, localize or create 
derivative works of the Subscription Services; (iii) use the Subscription Services to (a) infringe on the 
intellectual property rights, publicity rights, or privacy rights of any third party; (b) violate, or cause Iron 
Mountain to violate, any law, statute, ordinance or regulation; (c) store defamatory, trade libelous, or 
otherwise unlawful Data; (d) store obscene, pornographic or indecent Data in violation of applicable law; 
or (e) propagate any virus, worms, Trojan horses or other programming routine intended to damage any 
system or data; (iv) use the Subscription Services in any application that may involve risks of death, bodily 
injury, property damage or environmental damage (including life support applications, devices or systems); 
(v) exceed the number of users specified in the applicable Schedule for each user level, if specified; (vi) 
attempt to gain unpermitted access to any Iron Mountain computer system, network, or database; or (vii) 
file copyright or patent applications that include the Subscription Services or any portion thereof. 
 
1.3. Data License Grant. Subject to the terms of this Agreement, including without limitation, the 
confidentiality obligations set forth herein, Customer grants to Iron Mountain a limited, non-exclusive, and 
non-transferable license to access and use the Data only to the extent necessary for Iron Mountain to 
perform the Services. 
 
1.4. Password Protection of Subscription Service. Customer shall be responsible for protecting and 
safeguarding any keys (including encryption keys), certificates, passwords, access codes, user IDs or other 
login information (collectively, “Passwords”) provided to Customer for the purpose of accessing and using 
the Subscription Services. In the event that Customer makes such Passwords available to any third party, 
Customer shall be responsible for all actions taken by such third party in connection with the Subscription 
Services. Customer shall not disclose or make available Customer’s Passwords other than to Customer’s 
authorized employees and shall use all commercially reasonable efforts to prevent unauthorized access 
to, or use of the Subscription Services, and will notify Iron Mountain promptly upon discovery of any such 
unauthorized use. In no event will Iron Mountain be liable for any loss of Data or other claims arising out 
of or in connection with the unauthorized acquisition of a Password. 
 

2. Term and Termination. 
 
2.1. Term of Agreement. The initial term of this Agreement will commence on the Effective Date and 
continue for a period of three (3) years thereafter. This Agreement will remain in effect with respect to any 
Schedule or SOW already issued until the expiration or termination of each such Schedule or SOW. 
 
2.2. Termination of Agreement. Either Party may terminate this Agreement or the affected 
Schedule(s) or SOW(s) (a) immediately, upon the occurrence of the bankruptcy or insolvency of the other 
Party, if such bankruptcy or insolvency is not discharged within sixty (60) days of any filing thereof; or (b) 
in the event that a Party materially breaches its obligations under this Agreement and fails to cure such 
default within forty-five (45) days after the non-breaching Party’s written notice, subject to the Fees in the 
applicable Schedule(s) and SOW(s). 
 
2.3. Termination of SOW for Professional Services. Unless otherwise provided in the SOW, Customer 
may terminate a SOW for Professional Services without cause by providing not less than ten (10) days’ 
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prior written notice to Iron Mountain, provided that: (a) if the SOW, or any portion thereof, is on a “time 
and material” basis, Customer shall be responsible for paying Iron Mountain the applicable fees for 
Professional Services performed through the termination date; and (b) if the SOW, or any portion thereof, is 
on a “fixed price” basis, Customer shall be responsible for paying Iron Mountain the full amount stated in 
the SOW for each Deliverable that Iron Mountain has commenced work on as of Iron Mountain’s receipt of 
the notice of termination, subject to Iron Mountain’s completion of such Deliverable(s). Termination of a 
SOW under this Section 3.2 shall not affect the Parties obligations under this Agreement with respect to 
other Services provided hereunder. 
 
2.4. Effect of Termination. Upon expiration or termination of this Agreement and/or the applicable 
Schedule or SOW, Customer shall (i) immediately discontinue all use of the applicable Subscription 
Service(s), (ii) return, uninstall, or destroy (along with all copies in any form) the applicable Documentation 
or other materials licensed to Customer for Subscription Services under the applicable Schedule; and (iii) 
pay any fees and other accrued and unpaid amounts due to Iron Mountain under the applicable Schedule(s) 
and SOW(s). Upon termination of any Schedule for Subscription Services, Iron Mountain (a) shall have no 
further obligation to make the applicable Service(s) available to Customer; (b) may securely destroy or 
delete the applicable Data or, upon Customer’s prior written request, return the applicable Data to 
Customer, subject to the fees included on the applicable Schedule (if any); and (c) upon written request by 
Customer and payment of any applicable fees, provide a written certification to Customer that all Data has 
been returned or destroyed. 
 

3. Prices and Payment. 
 
3.1. Charges. Customer shall pay the charges for the Services as set forth in the applicable Schedule(s) 
and SOW(s) (collectively, the “Fees”). All applicable sales and use taxes and similar governmental charges 
will be stated separately on Iron Mountain’s invoice and shall be the responsibility of Customer. 
 
3.2. Payment Terms. Unless otherwise set forth in a Schedule or SOW, payment terms are net, thirty 
(30) days from date of invoice. If Customer is delinquent, Iron Mountain may (in its discretion) charge 
Customer late fees totaling one percent (1%) per month of the outstanding balance. In the event  
 
Customer fails to pay any undisputed fees as and when due pursuant to this Agreement and such failure 
continues for a period of thirty (30) days, Iron Mountain may, at its option, by written notice to Customer 
suspend the provision of Services to Customer. 
 
4. Ownership Warranty; Customer Instructions. Customer warrants that it is the owner or legal 
custodian of the Data and has full authority to store the Data and direct its disposition in accordance with 
this Agreement. Iron Mountain will perform Services pursuant to the direction of Customer’s agent(s) 
identified pursuant to Iron Mountain’s standards. Authority granted to any persons on standard authorization 
forms shall constitute Customer’s representation that the identified persons have full authority to order any 
Service, including deletion of Data. Such orders may be given in person, by telephone or in writing (fax, 
email or hard-copy). Customer releases Iron Mountain from all liability by reason of the destruction or 
deletion of Data pursuant to Customer’s authorization. 
 
5. Operational Procedures. Customer shall comply with Iron Mountain’s reasonable operational 
requirements regarding the Services, including but not limited to, interaction with the Data, network 
requirements, security, access and similar matters. Customer shall (i) comply with all Documentation; 
(ii) provide all hardware systems necessary to support the Services; and (iii) implement reasonable security 
and environmental precautions for use of the Services. 
 
6. Statements of Work and Change Orders for Professional Services. 
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6.1.1. Statements of Work. Iron Mountain shall perform the Professional Services in accordance 
with the terms and conditions of this Agreement and as detailed in a written Statement of Work. Each SOW 
will (a) substantially conform to Iron Mountain’s standard template SOW for the Services; (b) be signed 
by both Parties; (c) detail the Professional Services and Deliverables (as defined herein) to be provided by 
Iron Mountain; and (d) specify the applicable hourly rate, if the SOW is on a “Time and Materials” basis, 
or the fixed price for the Professional Services and Deliverables. 
 
6.1.2. Change Orders. Either Party may request changes to the SOW, including without limitation, 
alterations in, additions to, or deletions from the Services or Deliverables, changes in the sequence of the 
performance of the Services, or the pricing. The Parties will detail any mutually agreed upon changes to 
the Services or SOW in a writing signed by both Parties (the “Change Order”). All Change Orders will 
substantially conform to Iron Mountain’s standard template Change Order for the Services. 
 
7. Intellectual Property; Ownership of Data and Deliverables. 
 
7.1. Intellectual Property. Except with respect to the Deliverables, Iron Mountain is the sole and 
exclusive owner of all right, title, and interest in and to the Services (excluding any open source third-party 
software), and all copies thereof including all derivations and modifications thereto including, but not 
limited to, ownership of all intellectual property rights (collectively, “Intellectual Property”). This 
Agreement does not provide Customer with title or ownership of the Intellectual Property, but only a right of 
limited use. Customer agrees to inform Iron Mountain promptly following discovery of any infringement or 
other improper action with respect to the Intellectual Property. Customer recognizes and acknowledges the 
exclusive right of Iron Mountain in and to all Intellectual Property and proprietary rights in and to Intellectual 
Property and that such Intellectual Property is the sole and exclusive property of Iron Mountain. Customer 
waives its right to contest the validity and/or ownership of such Intellectual Property. 
 
7.2. Ownership of Customer Data. All rights, title, and interest in Data will remain with Customer. This 
Agreement does not provide Iron Mountain with title or ownership of the Data, but only a right of limited 
use as set forth in Section 2.3. 
 
7.3. Ownership of Deliverables. Customer owns the copyright in the contents of all reports, 
documents, charts and other materials demonstrating the results of the Professional Services delivered to 
Customer by Iron Mountain (“Deliverables”), and the Deliverables will constitute a “work made for hire” 
to the extent permissible under U.S. copyright law. If the Deliverables are not works made for hire under 
U.S. copyright law, Iron Mountain assigns the ownership of copyrights in the Deliverables to Customer. 
Subject to Iron Mountain’s confidentiality obligations set forth in Section 11 of this Agreement, Customer 
hereby grants Iron Mountain an irrevocable, fully paid-up, nonexclusive, worldwide, royalty- free license 
to (i) use, reproduce, display, sublicense and distribute the Deliverables; (ii) prepare derivative works based 
on the Deliverables; and (iii) retain copies of the Deliverables for quality assurance and recordkeeping 
purposes. Iron Mountain may (a) use for any purpose, including in connection with any of its customers, 
the concepts, techniques and know-how developed, used or enhanced in the course of performing the 
Services; and (b) perform similar services for other customers using its general knowledge, skills and 
experience, including any gained during the course of performing the Services. Customer will not acquire 
any ownership interest in the know-how, techniques, or methods that Iron Mountain employs in performing 
the Services. 
 

8. Warranties and Disclaimers. 
 
8.1. Iron Mountain Subscription Service Warranty. Iron Mountain warrants to Customer that for the 
term of the applicable Schedule, the Subscription Services will perform in substantial conformance with 
the Documentation. Iron Mountain does not warrant that the Subscription Services will be error-free in all 
circumstances, and Customer will provide prompt written notice to Iron Mountain of any non- conforming 
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Subscription Service. In the event of Iron Mountain’s breach of the foregoing warranty, Customer’s 
exclusive remedy and Iron Mountain’s sole liability will be for Iron Mountain to use commercially 
reasonable efforts to repair or replace such Subscription Services at no additional charge to Customer. This 
warranty is limited and shall not apply where the failure of the Subscription Services to satisfy this warranty 
results from Customer’s failure to use the Subscription Services in accordance with the Documentation. 
 
8.2. Iron Mountain Professional Services Warranty. Iron Mountain warrants that it will perform the 
Professional Services using reasonable care and skill in accordance with professional industry standards 
and that the persons it assigns to perform the Professional Services shall have the appropriate skill, training 
and background to perform such Professional Services in a competent manner. This warranty is limited and 
shall not apply to any Professional Services where the failure of the Professional Services to satisfy this 
warranty results from improper use by Customer of the Services or from Customer’s decision not to 
implement any reasonable practices to which the Services apply that may be recommended by Iron 
Mountain. In the event of Iron Mountain’s breach of the foregoing warranty, Customer’s exclusive remedy 
and Iron Mountain’s sole liability will be the re-performance of the applicable Professional Service, at no 
charge to Customer. 
 
8.3. Limitation and Disclaimer. UNLESS EXPRESSLY SET FORTH HEREIN, IRON MOUNTAIN 
PROVIDES ALL SERVICES WITHOUT WARRANTIES OF ANY KIND. IRON MOUNTAIN DOES 
NOT WARRANT UNINTERRUPTED OR ERROR-FREE OPERATION OF THE SERVICES OR 
THAT IRON MOUNTAIN WILL CORRECT ALL DEFECTS. THE WARRANTIES SET FORTH 
ABOVE IN THIS SECTION 9 AND IN THE APPLICABLE SSTC ARE THE SOLE AND EXCLUSIVE 
WARRANTIES OF IRON MOUNTAIN UNDER THIS AGREEMENT AND ARE IN LIEU OF ANY 
AND ALL OTHER WARRANTIES, WHETHER EXPRESS, STATUTORY OR IMPLIED, 
INCLUDING WITHOUT LIMITATION THE IMPLIED WARRANTIES OF MERCHANTABILITY 
AND FITNESS FOR A PARTICULAR PURPOSE OR USE. ALL SUCH OTHER WARRANTIES ARE 
HEREBY DISCLAIMED BY IRON MOUNTAIN AND WAIVED BY CUSTOMER. THE 
WARRANTIES EXTEND ONLY TO CUSTOMER AND IRON MOUNTAIN WILL NOT BE LIABLE 
FOR ANY THIRD PARTY CLAIM OR DEMAND AGAINST CUSTOMER IN CONNECTION WITH 
THIS SECTION 9. 
 
8.4. Legal Advice Disclaimer. Customer understands and acknowledges that the Services performed 
by Iron Mountain under this Agreement do not constitute legal advice and are not provided as part of the 
practice of law. The legal data and information provided by Iron Mountain under this Agreement is 
intended to provide the Customer with information to inform decisions regarding its information 
management requirements. As used in this Section, “legal advice” shall mean any written or oral statement 
that constitutes advice, opinion, explanation or interpretation of any aspect of the law, court rules, or court 
procedures or recommends a specific course of action to a user in the user’s specific factual circumstances. 
Customer in its sole discretion with assistance of counsel shall determine whether the Deliverables and use 
of the Subscription Services are sufficient for the legal purpose for which such Deliverables and 
Subscription Services are intended. For the avoidance of doubt, use of the Subscription Services or 
Deliverables does not create an attorney client relationship between Iron Mountain and Customer. 
 

9. Limitation of Liability; Indemnification. 
 
9.1. Limitation of Liability for the Services; No Consequential Damages. Iron Mountain’s maximum 
aggregate liability arising out of or in connection with this Agreement regardless of the cause of action and 
whether arising in contract, tort (including negligence), warranty, indemnity, or any other legal theory shall 
be limited to the total Fees paid by Customer under this Agreement in the six (6) months immediately 
preceding any claim. In no event will either Party be liable for any indirect, incidental, consequential, 
special, punitive, exemplary or similar such losses or damages arising out of or in connection with this 
Agreement including any loss of profits, interruption of business, or the loss of or cost of recreating any 
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data, however caused, under any theory of liability (whether in contract, tort, warranty, or otherwise), and 
regardless of whether any remedy set forth herein fails of its essential purpose and even if a Party knew of 
or should have known of the possibility of such loss or damage. This section is not intended to and will 
not be construed as excluding or limiting any liability contrary to applicable law or public policy, including 
but not limited to, liability for death or bodily injury. If applicable law or public policy renders any portion 
of this section unenforceable or invalid, the remainder of the section will remain in full force and effect. 
This section survives the expiration or termination of this Agreement. 
 
9.2. Customer Environment. With respect to Subscription Services provided under this Agreement, 
Iron Mountain shall bear no liability to Customer resulting from or related to: (a) Customer’s failure to 
implement any change to Customer’s technical environment that supports the Services that is advised by 
Iron Mountain in writing; (b) Customer’s unauthorized combination, operation, or use of the 
Documentation with any product, data, apparatus, or business method that Iron Mountain did not provide; 
(c) Customer’s modification of the Documentation; (d) Customer’s distribution, operation or use of the 
Documentation for the benefit of a third party; or (e) Customer’s failure to use the Services in accordance 
with the Documentation. Further, Customer shall inform Iron Mountain of any system change that may 
reasonably be expected to affect Iron Mountain’s ability to provide the Services. 

 
9.3. Customer Indemnification. To the extent permitted by law, Customer shall indemnify, defend, and 
hold harmless Iron Mountain and its Affiliates, subsidiaries, officers, directors and employees from and 
against any and all third-party claims or demands and all liabilities arising out of or in connection with 
Customer’s breach of the license terms and use restrictions for Subscription Services set forth in Section 2 
of this Agreement. Iron Mountain shall provide Customer prompt written notice of any such claim or 
demand and Customer shall have sole control of the defense and all related settlement negotiations. Iron 
Mountain shall provide any necessary assistance, information and authority and Customer will reimburse 
Iron Mountain for any reasonable, documented, out-of-pocket expenses incurred by Iron Mountain in 
providing such assistance. Iron Mountain shall have the right to participate, at its own expense, in the 
claim or suit. This paragraph shall survive the expiration or termination of this Agreement. 
 
9.4. Infringement Indemnification. Iron Mountain shall defend, indemnify and hold harmless 
Customer and its officers, directors and employees from and against any third-party claim or demand 
alleging that the Services or Deliverables infringe any United States patent or copyright of any third party 
or misappropriate any third party’s trade secrets, provided that Customer provides Iron Mountain with 
prompt written notice of any such claim, suit or demand and consents and authorizes Iron Mountain’s 
sole control of the defense of any resulting litigation or settlement thereof. With respect to the foregoing 
indemnification, Iron Mountain’s sole obligation and Customer’s exclusive remedy will be for Iron 
Mountain to defend any such claim or demand and pay any resulting judgment or settlement made, 
notwithstanding the limitations of liability in this Section 10. Iron Mountain will have no liability or 
obligation to Customer with respect to any claim of infringement or misappropriation in the event and to 
the extent based upon (i) use of or access to the Services or Deliverables in or from an application or 
environment or on a platform or with devices not authorized in Documentation or other requirements 
specified in a Schedule, SOW or this Agreement; (ii) modifications, alterations, combinations or 
enhancements of the Services or Deliverables not created by Iron Mountain; or (iii) any patent, copyright, 
or trade secret in which Customer or any Affiliate of Customer has an interest. The foregoing 
indemnification obligations shall not apply in the event that the claim or demand arises as a result of 
Customer’s negligence, intentional misconduct, or breach of this Agreement. If any Services or 
Deliverables are held, or in Iron Mountain’s reasonable opinion could be held, to constitute an 
infringement or misappropriation of any third party’s copyright or trade secret, Iron Mountain may at its 
option (a) procure the right for Customer to continue using or accessing the Services or Deliverables, (b) 
replace the Services or Deliverables with a non-infringing equivalent service or deliverables; or (c) modify 
the Services or Deliverables to make them non-infringing. This section states Iron Mountain’s sole liability 
to Customer and Customer’s exclusive remedy with respect to any claims of infringement or 
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misappropriation arising out of or in connection with this Agreement. 
 
10. Confidentiality. “Confidential Information” means any (i) proprietary, confidential or trade 
secret information concerning or relating to the property, business and affairs of the party disclosing such 
information (the “Disclosing Party”) that is disclosed to the other party and designated as confidential at 
the time of disclosure (the “Receiving Party”); (ii) information regarding this Agreement, Schedules or 
SOWs; and (iii) information regarding Iron Mountain’s processes and procedures. Notwithstanding the 
foregoing, Confidential Information will not include information that the Receiving Party can 
demonstrate by reasonably sufficient evidence: (a) was known to the Receiving Party before receipt 
thereof under this Agreement; (b) is disclosed to the Receiving Party by a third party who has a right to 
make such disclosure without any obligation of confidentiality to the Disclosing Party; (c) is or becomes 
generally known to the public or in the trade without violation of either this Agreement by the Receiving 
Party or any confidentiality obligation owed to the Disclosing Party by any third party; (d) is furnished by 
the Disclosing Party to a third party without restriction on subsequent disclosure; or (e) is 
independently developed by the Receiving Party or its employees or subcontractors. The Receiving Party 
shall use Confidential Information only in the manner and for the purposes contemplated by this 
Agreement and shall not intentionally disclose Confidential Information to third parties without the 
Disclosing Party’s written consent, except as necessary in its filings with the U.S. Securities and Exchange 
Commission or as required to comply with corporate governance practices. Nothing herein will preclude 
either Party from disclosing the existence of this Agreement or generally describing the transactions 
contemplated hereby. Neither Party shall obtain any rights in or to the Confidential Information of the 
other Party. Each Party shall implement and maintain reasonable safeguards designed to protect the other 
Party’s Confidential Information. Customer warrants that it shall not disclose to Iron Mountain any 
information relating to an identified or identifiable natural person under this Agreement without Iron 
Mountain’s prior written consent. 
 
11. Data Protection. Iron Mountain shall implement and maintain appropriate administrative, 
physical and technical safeguards designed to protect Data against loss, damage or disclosure. Iron 
Mountain shall process Data solely for the purpose of providing Services under this Agreement or in 
accordance with the instructions of Customer. Except as authorized by Customer or pursuant to Section 
13 below, Iron Mountain will not disclose Data to any third party other than subcontractors and agents 
who have agreed to comply with obligations substantially similar to those set forth herein. Upon discovery 
by Iron Mountain of any loss or unauthorized disclosure of Data while in the custody and control of Iron 
Mountain under this Agreement, Iron Mountain will promptly notify Customer thereof in writing. 
 
12. Governmental Orders. In the event Iron Mountain receives any subpoena, warrant, court order 
or similar such governmental agency or legal requirement (“Order”) that purports to compel disclosure of 
Data, Iron Mountain shall promptly notify Customer of such Order (unless such notice is prohibited by 
law or judicial order) and shall cooperate with Customer, at Customer’s expense, in the exercise of 
Customer’s right to protect the confidentiality of Data. Iron Mountain may comply with any such Order, 
except to the extent Customer obtains a court order quashing or limiting such Order. 
 
13. Force Majeure. Any failure or delay by either Party in the performance of its obligations under 
this Agreement shall not be deemed a default or grounds for liability or termination hereunder if such 
failure or delay is caused by an event beyond the affected Party’s reasonable control, or by acts of God, 
governmental actions, labor unrest, acts of terrorism or war, unusually severe weather, riots, or fire (a 
“Force Majeure Event”). Upon the occurrence of a Force Majeure Event, the affected Party shall be 
excused from any further performance of its obligations pursuant to this Agreement affected by the Force 
Majeure Event for as long as such Force Majeure Event continues. The affected Party shall promptly 
notify the other Party in writing of the occurrence of a Force Majeure Event and describe in reasonable 
detail the nature of the Force Majeure Event. If a Party’s inability to perform under the Agreement due to 
a Force Majeure Event persists for a period of sixty (60) days following the Force Majeure Event, the 
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other Party may terminate only the portion of the Agreement or applicable Schedule(s) directly affected 
by the Force Majeure Event. Notwithstanding any provision to the contrary, a Force Majeure Event shall 
not excuse payment obligations under this Agreement. 
 
14. General Provisions. 
 
14.1. Notices. All notices relating to this Agreement shall be in writing and shall be delivered (i) by 
overnight courier or hand; (ii) postage prepaid certified or registered first-class mail with return receipt 
requested; (iii) electronic transmission; or (iv) facsimile. Notices shall be sent to the address of the other 
Party set forth in this Agreement or the applicable Schedule and shall be deemed given upon personal 
delivery, five (5) calendar days after deposit in the mail, or upon acknowledgment or receipt of electronic 
transmission. 
 
14.2. Independent Contractor. The relationship between Customer and Iron Mountain is that of 
independent contractor and nothing in this Agreement shall be construed as creating an employment 
relationship, agency, partnership, or joint venture between the Parties. Each Party shall control and direct 
the methods by which it performs its responsibilities hereunder. Except as provided herein, neither Party is 
authorized to act on behalf of the other in any other matter whatsoever. 
 
14.3. Relationship with Third Parties. No customer, end user or other person or entity not a Party to 
this Agreement shall be considered a third-party beneficiary of this Agreement. 
 
14.4. Severability and Survival. If applicable law or public policy renders any portion of this 
Agreement unenforceable or invalid, the remainder of the Agreement shall remain in full force and effect. 
The following provisions shall survive any termination of this Agreement: Section 2, “License Terms for 
Subscription Services”; Section 3.4, “Effect of Termination”; Section 4, “Prices & Payment”; Section 8, 
“Intellectual Property; Ownership; Data Disclaimer”; Section 10, “Limitation of Liability; 
Indemnification”; Section 11, “Confidentiality”; Section 15 “General Provisions.” 
 
14.5. Dispute Resolution. Each Party agrees to adhere to the following procedure in all disputes under 
this Agreement which the Parties cannot resolve informally. The aggrieved Party shall notify the other 
Party in writing of the nature of the dispute with as much detail as possible about the nature of the 
dispute, such notice to be delivered in accordance with Section 15.1 of this Agreement. Authorized 
personnel of each Party who have familiarity with and responsibility for the subject matter of the dispute 
shall meet (in person or by telephone) within fourteen (14) days after the notice date. If those persons are 
unable to agree on a resolution, then senior management personnel of each of Iron Mountain and 
Customer having authority to resolve the dispute without the further consent of any other person 
(“Management”) shall meet or otherwise act promptly to facilitate an agreement. If Management cannot 
resolve the dispute within thirty (30) days after their initial meeting or other action (or in case either party 
fails to participate in the dispute resolution), either party may take such other and further action as it 
deems necessary. Except with respect to a party’s right to seek equitable relief, Iron Mountain and 
Customer agree that neither Party shall take any legal action unless and until this dispute resolution 
procedure has been employed or waived. 
 
14.6. Choice of Law; Waiver of Jury Trial. This Agreement will be governed by the law of the state 
in which the Customer’s principal place of business is located. The United Nations Convention on 
Contracts for the International Sale of Goods does not apply. The parties expressly waive any right to a 
jury trial regarding disputes related to this Agreement. 
 
14.7. Export. Customer may not use or otherwise export or re-export any software agent or product 
provided by Iron Mountain hereunder except as authorized by United States law and the laws of the 
jurisdiction in which the agent or product was obtained. In particular, but without limitation, an agent 
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may not be exported or re-exported (a) into any U.S. embargoed countries or (b) to any person on the 
U.S. Treasury Department's list of Specially Designated Nationals or the U.S. Department of Commerce 
Denied Persons List or Entity List. By receiving any such software agent or product Customer represents 
and warrants that it is not located in any such country or included on any such list. 

 

14.8. Assignment. Without the consent of the other Party, neither Party shall assign any right under 
the Agreement, except Iron Mountain may assign any such right to an Affiliate. The non-assigning Party 
shall not unreasonably withhold its consent. 
 
14.9. ITAR/EAR Compliance. Customer represents that none of the Data stored by Iron Mountain 
pursuant to this Agreement require protection from access by foreign persons because they contain 
technical information regarding defense articles or defense services within the meaning of the 
International Traffic in Arms Regulations (22 CFR 120) or technical data within the meaning of the 
Export Administration Regulations (15 CFR 730-774). If any of Customer’s Data does contain any such 
information, Customer shall notify Iron Mountain of the specific Data that contains such information and 
acknowledges that special rates shall apply thereto. 
 
14.10. Cumulative Remedies. Unless expressly stated to the contrary in this Agreement, all rights and 
remedies provided in this Agreement are cumulative and not exclusive of any other rights or remedies that 
may be available to the Parties, whether provided by law, equity, statute, in any other agreement between 
the Parties or otherwise. 
 
14.11. Waiver. Each Party agrees that the failure of the other Party at any time to require performance 
by such Party of any of the provisions herein shall not operate as a waiver of the rights of such Party to 
request strict performance of the same or like provisions, or any other provisions hereof, at a later time. 
 
14.12. Non-Hire of Employees. During the term of each SOW and for one (1) year thereafter, 
Customer shall not hire, as an employee, independent contractor, or in any other capacity, any individual 
assigned to perform Services under the SOW who is an employee or independent contractor of Iron 
Mountain or was an employee or independent contractor of Iron Mountain at any time during the previous 
six (6) months (unless Iron Mountain terminated that individual’s employment or independent contractor 
agreement). 
 
14.13. Order of Precedence; Purchase Orders. In the event of inconsistency between this text and the 
terms of any SSTC, SOW or Schedule, the following shall be the order of precedence: (i) the SSTC, with 
respect to the applicable Services only; (ii) this text; and (iii) the SOW or Schedule specific to the applicable 
Service only. In the event that Customer issues a purchase order to Iron Mountain covering the Services, 
any terms and conditions set forth in the purchase order which are in addition to or establish conflicting 
terms and conditions to those set forth in this Agreement are expressly rejected by Iron Mountain. 
 
14.14. Entire Agreement. This Agreement and its Schedules constitutes the complete and exclusive 
statement of the agreement between the Parties and supersedes all prior or contemporaneous proposals, oral 
or written, and all other communications between the Parties relating to the subject matter of this 
Agreement. 
 

Insight Services 

 

1. DEFINITIONS. Capitalized terms shall have the meanings set forth in this section, or in the 
section where they are first used. 
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1.1 “Access Protocols” means the usernames, passwords, access codes, encryption keys, service 
accounts, technical specifications, connectivity standards or protocols, or other relevant procedures, 
as may be necessary to allow Customer to access the Services. 

1.2 “Affiliates” means those entities controlling, controlled by, under common control with, or having 
a common parent with, either Iron Mountain or Customer as applicable. For purposes of the 
foregoing definition, “control” (including “controlling”, “controlled by” and “under common 
control with”) shall mean direct or indirect ownership of: (a) not less than fifty percent (50%) of the 
voting stock of a corporation; (b) the right to vote not less than fifty percent (50%) of the voting 
stock of a corporation; or (c) not less than fifty percent (50%) ownership interest in a partnership or 
other business entity. If the Parties wish to add Customer’s Affiliate to receive Services under this 
Agreement, such Affiliate and Iron Mountain shall execute a Statement of Work, which will be 
subject to the terms and conditions of this Agreement. Upon execution of a Statement of Work by 
Customer’s Affiliate, any reference to “Customer” within this Agreement shall be deemed to 
include Customer’s Affiliate. 

1.3 “Authorized User” means any individual who is an employee of Customer or such other person or 
entity as may be authorized by Customer to access the InSight Services pursuant to Customer’s 
rights under this Agreement. An authorized user is granted access using the Customer owned 
Identity Provider (“IDP”) or through an Iron Mountain managed IDP. 

1.4 “AUP” means the acceptable use policy for Iron Mountain’s hosting provider, currently found at: 
https://cloud.google.com/terms/aup, which may be updated from time to time by the Host (as 
defined in Section 6.7). 

1.5 “Customer Data” means all content, data and information provided by, or on behalf of, Customer 
to Iron Mountain through the Services under this Agreement. For the avoidance of doubt, Customer 
Data does not include Usage Data or any other information reflecting the access or use of the 
InSight Services by or on behalf of Customer or any Authorized User. 

1.6 “Documentation” means the user manuals, training materials, reference guides, instruction 
materials, help files and similar documentation provided by Iron Mountain or its suppliers to 
Customer in hard copy or electronic form or available on Iron Mountain’s online portal describing 
the use, operations, features, functionalities, user responsibilities, procedures, commands, 
requirements, limitations and capabilities of and/or similar information about the Services. 

1.7 “Encrypted” or “encrypted” shall mean data that has been rendered through algorithmic 
transformation or any other means available into an unrecognizable form in which meaning cannot 
be understood without the use of a confidential process or key. 

1.8 “High Risk Activities” means uses such as the operation of nuclear facilities, air traffic control, or 
life support systems, where the use or failure of the Services could lead to death, personal injury, or 
environmental damage. 

1.9 “InSight Services” means the hosting of the Customer Data on the Iron Mountain InSight platform, 
the classification and extraction of relevant metadata using machine learning (“ML”) and artificial 
intelligence (“AI”) models, and integration APIs, and the access and search capabilities available 
through the Iron Mountain InSight platform. 

1.10 “Intellectual Property Rights” means any and all now known or hereafter existing (a) rights 
associated with works of authorship, including copyrights, mask work rights, and moral rights; (b) 
trademark or service mark rights; (c) trade secret rights; (d) patents, patent rights, and industrial 
property rights; (e) layout design rights, design rights, and other proprietary rights of every kind and 
nature other than trademarks, service marks, trade dress, and similar rights; and (f) all registrations, 
applications, renewals, extensions, or reissues of the foregoing, in each case in any jurisdiction 
throughout the world. 
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1.11 “Implementation Services” means the services documented in an SOW, including service details 
related to IDP integration, security controls and special accommodations which require Iron 
Mountain assistance to implement. 

1.12 “Professional Services” means the training, customization, Implementation Services, data 
ingestion, consulting or other services Iron Mountain or its suppliers may perform for the benefit of 
Customer in connection with the InSight Services as set forth in a Statement of Work. 

1.13 “Usage Data” means the data and information related to Customer’s use, patterns, trends, and other 
statistical data derived from the InSight Services that is used by Iron Mountain in an aggregate and 
anonymized manner to provide, operate, maintain, and improve Iron Mountain products and 
services. 

1.14 “Services” means the InSight Services, Professional Services and Support Services, as may be set 
forth in one or more Statement(s) of Work. 

1.15 “Services Technology” means the software, databases, platforms and other technologies used by or 
on behalf of Iron Mountain in performing the Services, whether operated directly by Iron Mountain 
or through the use of third-party services. 

1.16 “Statement of Work” or “SOW” means a document that (a) contains details regarding the Services 
to be performed or provided, including pricing and other specifics, (b) is mutually agreed upon and 
executed by the Parties, and (c) is incorporated into this Agreement. 

1.17 “Support Services” means the support services and related maintenance for the InSight Services 
purchased by Customer as described in a Statement of Work. 

2. PROVISION OF SERVICES 

2.1 Services Use. Subject to and conditioned on Customer’s and its Authorized Users’ compliance with 
the terms and conditions of this Agreement, Iron Mountain hereby grants Customer a non-exclusive, non-
transferable right, during the Term of this Agreement, solely for Customer’s internal business purposes and 
in accordance with the limitations and restrictions contained herein, (a) to access and use the Services in 
accordance with this Agreement and the Documentation; and (b) to use the Documentation solely to support 
Customer’s use of the Services. Iron Mountain may change or modify the Documentation and Services, 
including adding or removing features and functions, from time to time, provided that in no event will such 
modifications materially reduce the functionality provided to Customer during the Term. 

2.2 Access Protocols. Iron Mountain will provide the Services to Customer at the rates and charges set 
forth in the applicable Statement(s) of Work. Iron Mountain will work with the Customer to provide access 
through the mutually agreed Access Protocol implementation process, including providing Customer with 
training on user account setup and access control implementation with the applicable IDP. Customer is 
solely responsible for obtaining and maintaining its equipment, computers, networks, and communications, 
including Internet access, required to access and utilize the Services and for all expenses related thereto. 
Iron Mountain is not responsible for any issues relating to access attributable to Customer or any third 
party. Customer agrees to maintain and update an industry leading anti-virus program within its computer 
systems that are used in connection with the Services. 

2.3 Authorized Users. Customer may designate its Authorized Users and their access rights to the 
features and functions of the InSight Services. Usernames and passwords (“User IDs”) cannot be shared or 
used by more than one Authorized User at a time. Depending on the agreed login and authorization 
implementation, Iron Mountain may assist the Customer with establishing User IDs for Customer’s 
Authorized User who has been designated as a “User Manager” and provide such User Manager with rights 
to create, control and manage its portfolio of Authorized Users, including, but not limited to, the number of 
Authorized Users and all User IDs, in accordance with the Access Protocols. Customer shall not disclose or 
make available User IDs or other Access Protocols other than to Customer’s Authorized Users and shall 
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prevent unauthorized access to, or use of, the InSight Services, and will notify Iron Mountain promptly of 
any actual or suspected unauthorized use. Customer is solely responsible for managing the User IDs and 
access rights of its Authorized Users, including, but not limited to, terminating an Authorized User’s access 
if such individual is no longer employed by Customer or otherwise authorized to have access. Customer is 
responsible for ensuring all Authorized Users comply with Customer’s obligations under this Agreement. 
Iron Mountain reserves the right (a) to track and review user profiles, access and activity at any time, and 
(b) to terminate any User ID that it reasonably determines may have been used in a way that breaches this 
Section 3.3. 

2.4 Professional Services. Iron Mountain will provide Professional Services as may be mutually 
agreed to by the Parties from time to time and set forth in one or more Statement(s) of Work. Each 
Statement of Work will be subject to the terms and conditions of this Agreement. 

2.5 Other Services. Iron Mountain’s services outside the scope of this Agreement, if any, shall be 
provided pursuant to Iron Mountain’s then-current applicable services policies and procedures, including, at 
a minimum, negotiation and execution of Iron Mountain’s then-current agreement for such service and 
payment of Iron Mountain’s then-current fees for such services, plus Iron Mountain’s reasonable costs and 
expenses incurred in providing such services. 

3. INTELLECTUAL PROPERTY 

3.1 Ownership. The Services, Documentation, Usage Data and all other materials provided by Iron 
Mountain hereunder, including but not limited to all manuals, reports, records, programs, data and other 
materials, and all worldwide Intellectual Property Rights in each of the foregoing, are the exclusive property 
of Iron Mountain and its suppliers. All rights in and to the Services, Documentation and Usage Data not 
expressly granted to Customer in this Agreement are reserved by Iron Mountain and its suppliers. Except as 
expressly set forth herein, no express or implied license or right of any kind is granted to Customer 
regarding the Services, Documentation, Usage Data or any part thereof, including any right to obtain 
possession of any source code, data or other technical material related to the Services. In furtherance of the 
foregoing, Customer hereby unconditionally and irrevocably grants to Iron Mountain an assignment of all 
its right, title and interest in and to the Usage Data, including all Intellectual Property Rights relating 
thereto. 

3.2 License; Ownership. Customer grants Iron Mountain and its suppliers a non-exclusive, worldwide, 
royalty-free and fully paid license to access, use, reproduce, modify, display, process and store the 
Customer Data and any metadata extracted from such data as necessary for purposes of providing the 
Services for the Customer and building, training and maintaining its machine learning models. All data 
resulting from ML and AI processing, including classification and extracted metadata (“Derivative Data”), 
are property of the Customer and the Customer shall be provided access to Derivative Data, subject to the 
terms contained herein governing the destruction of such data upon termination of this Agreement. Iron 
Mountain will not retain Customer Data or Derivative Data in ML and AI models or otherwise to use or 
share with other customers. The Customer Data hosted by Iron Mountain as part of the Services, and all 
worldwide Intellectual Property Rights in it, are the exclusive property of Customer. All rights in and to the 
Customer Data and any Derivative Data not expressly granted to Iron Mountain in this Agreement are 
reserved by Customer. Under this Agreement, the Parties acknowledge and agree that Iron Mountain is a 
data processor. 

3.3 Restrictions on Use. Customer shall not permit any party to access or use the Services, Services 
Technology or Documentation, other than the Authorized Users. Customer agrees that it will not, and will 
not permit any Authorized User or other party to: (a) copy, modify, adapt, alter or translate, in whole or in 
part, the Services Technology, Documentation or any component thereof; (b) license, sublicense, sell, resell, 
lease, rent, loan, transfer, assign, distribute, or otherwise commercially exploit or make available, in whole 
or in part, the Services, Services Technology or Documentation to any third party; (c) reverse engineer, 
decompile, disassemble, decode, adapt or otherwise derive or determine or attempt to derive, determine or 
gain access to the source code (or the underlying ideas, algorithms, structure or organization) of or make 



IMGS 032 2.15.23 
 

derivative works based upon the Services Technology, Documentation or any component thereof, in whole 
or in part; (d) disclose or transmit any information regarding the Services, Services Technology or 
Documentation to any individual other than an Authorized User, except as expressly allowed herein; (e) use 
or access the Services, Services Technology or Documentation to build a similar product; (f) use the 
Services, Services Technology or any component thereof (I) to send or store infringing, threatening, 
harassing, defamatory, libelous, obscene, pornographic, indecent or otherwise unlawful or tortious material, 
including material harmful to children or violating third party privacy rights, (II) to send or store material 
containing software viruses, worms, Trojan horses or other harmful computer code, files, scripts, agents or 
programs, (III) for High Risk Activities, or (IV) in any manner or for any purpose that infringes, 
misappropriates, or otherwise violates any Intellectual Property Rights or other right of any person or that 
violates any applicable law; (g) disclose the results of any benchmark test of Services, Services Technology 
or Documentation to any third party; (h) interfere with or disrupt the integrity or performance of the 
Services, Services Technology or the data contained therein; or (i) bypass or breach any security device or 
protection used for or contained in the Services or Services Technology or otherwise attempt to gain 
unauthorized access to the Services, Services Technology or its related systems or networks. Unless 
otherwise specified in writing by Iron Mountain, Iron Mountain does not intend use of the Services to create 
obligations under the Health Insurance Portability and Accountability Act of 1996 as it may be amended 
from time to time and any regulations issued under it (“HIPAA”), and Iron Mountain makes no 
representations that the Services satisfy HIPAA requirements. Customer shall not provide Iron Mountain 
access to, nor use the Services for any purpose or in any manner involving Protected Health Information (as 
defined in HIPAA) unless specifically agreed to in writing by the Parties (including through the signing of a 
Business Associate Agreement). 

3.4 Open Source Software. Certain items of software may be provided to Customer with the Services 
and are subject to “open source” or “free software” licenses (“Open Source Software”). Some of the Open 
Source Software is owned by third parties. The Open Source Software is not subject to the terms and 
conditions of the section titled Indemnification or the subsection titled Services Use. Instead, each item of 
Open Source Software is licensed under the terms of the end-user license that accompanies such Open 
Source Software. Nothing in this Agreement limits Customer’s rights under, or grants Customer rights that 
supersede, the terms and conditions of any applicable end user license for the Open Source Software. 

3.5 Feedback. If Customer provides Iron Mountain any feedback or suggestions about the Services or 
Documentation (the “Feedback”), then Iron Mountain may use that information without obligation to 
Customer, and Customer hereby irrevocably assigns all rights, title and interest in the Feedback to Iron 
Mountain. 

4. FEES AND EXPENSES; PAYMENTS 

4.1 Fees. In consideration for the access rights granted to Customer and the Services performed by Iron 
Mountain under this Agreement, Customer will pay to Iron Mountain the fees set forth in the applicable 
Statement(s) of Work. Fees and charges during the Initial Term shall be as set forth in the applicable 
Statement(s) of Work, and may thereafter be changed at any time by Iron Mountain upon thirty (30) days’ 
written notice. 

4.2 Payment Terms. Except as otherwise provided in a Statement of Work, all fees for Services shall 
be billed monthly in arrears. Payment terms are net thirty (30) days from the date of invoice. To the extent 
permitted by applicable law, any amounts not paid when due shall bear interest at the rate of one percent 
(1%) per month, or the maximum legal rate if less, and Customer shall be liable for all expenses incurred in 
collection, including reasonable attorneys’ fees and expenses. In the event that Customer exceeds the total 
storage volume of the Customer’s subscription plan, Customer shall be charged additional fees as set forth 
in the applicable Statement of Work for any overages during each month such overage occurs. 

4.3 Taxes. The fees are exclusive of all applicable sales, use, value-added and other taxes, and all 
applicable duties, tariffs, assessments, export and import fees, or other similar charges, and Customer will 
be responsible for payment of all such taxes (other than taxes based on Iron Mountain’s income), fees, 
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duties, and charges and any related penalties and interest, arising from the payment of the fees and the 
delivery of the Services to Customer under this Agreement. Customer will make all payments of fees to 
Iron Mountain free and clear of, and without reduction for, any withholding taxes; any such taxes imposed 
on payments of fees to Iron Mountain will be Customer’s sole responsibility, and Customer will provide 
Iron Mountain with official receipts issued by the appropriate taxing authority, or such other evidence as the 
Iron Mountain may reasonably request, to establish that such taxes have been paid. To the extent permitted 
by law, Customer shall indemnify and defend Iron Mountain in connection with any proceedings brought 
by any taxing authorities in connection with Customer’s breach of this Section 4.3. 

5. CUSTOMER RESPONSIBILITIES 

5.1 Customer Warranty. Customer represents and warrants that (a) it is the owner or legal custodian 
of the Customer Data; (b) it has all necessary consents, authorizations and/or legal permissions required to 
direct and enable Iron Mountain and its suppliers to access, use and process the Customer Data as set forth 
in this Agreement; and (c) any Customer Data hosted by Iron Mountain as part of the Services shall not (i) 
infringe any copyright, trademark, or patent; (ii) misappropriate any trade secret; (iii) be defamatory, 
obscene, pornographic or unlawful; (iv) contain any viruses, worms or other malicious computer 
programming codes intended to damage Iron Mountain’s systems or data; or (v) otherwise violate the rights 
of a third party or violate any applicable law. Iron Mountain is not obligated to back up any Customer Data. 
Customer agrees that any use of the Services contrary to or in violation of the representations and 
warranties of Customer in this Section constitutes unauthorized and improper use of the Services. Customer 
will immediately notify Iron Mountain of any issues of which it becomes aware that could negatively 
impact Iron Mountain’s use of the Customer Data in accordance with the terms of this Agreement. 

5.2 Customer Responsibility for Data and Security. Customer and its Authorized Users shall have 
access to the Customer Data and shall be responsible for (a) all changes to and/or deletions of Customer 
Data, the maintaining security and confidentiality of all User IDs and other Access Protocols required in 
order to use and access the InSight Services, and (b) all activities that occur in connection with such use and 
access. Iron Mountain and its suppliers are not responsible or liable for the deletion of or failure to store any 
Customer Data; Customer is responsible for securing and backing up the Customer Data that is provided to 
Iron Mountain. Iron Mountain shall maintain service accounts and encryption keys on behalf of the 
Customer necessary to perform the Services. Iron Mountain shall not be liable to Customer for its inability 
to perform the Services due to Customer’s failure to provide such access. Customer shall have the sole 
responsibility for the accuracy, quality, integrity, legality, reliability, and appropriateness of all Customer 
Data, and for ensuring that it complies with the AUP. Iron Mountain and its suppliers reserve the right to 
review the Customer Data for compliance with the AUP. In no event will Iron Mountain be liable for any 
loss of Customer Data or other claims arising out of or in connection with the unauthorized acquisition or 
use of Access Protocols. 

5.3 Cooperation. Customer agrees to provide Iron Mountain with such cooperation, materials, 
information, access and support which Iron Mountain deems reasonably required to allow Iron Mountain to 
successfully provide the Services. Customer understands and agrees that the success of the Services is 
contingent upon Customer providing such cooperation, materials, information, access and support. 

5.4 Data Transmittal. Customer shall transmit any Customer Data to Iron Mountain in accordance 
with the acceptable methods and requirements for data transmittal set forth in a Statement of Work or 
Documentation. All Customer Data transmitted must use secure and encrypted protocols. Customer 
assumes full responsibility to safeguard against unauthorized access and to encrypt its electronic Customer 
Data prior to and during the transmission and transfer of its electronic Customer Data to Iron Mountain. 
With respect to physical and tangible Customer Data, the terms and conditions of this Agreement shall 
apply only to physical and tangible Customer Data that is in Iron Mountain’s possession in the performance 
of the Services. Physical and tangible Customer Data shall only be deemed to be in Iron Mountain’s 
possession while in an Iron Mountain facility, in an Iron Mountain vehicle or in the custody of an Iron 
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Mountain employee. Customer shall have the ability to export Customer Data hosted by Iron Mountain as 
part of the Services out of the Host’s (as defined below) platform. 

5.5 Host. Iron Mountain will store the Customer Data on a hosting service provided by a third party 
(“Host”), which as of the Effective Date shall be the Google Cloud Platform (“GCP”), pursuant to Iron 
Mountain’s agreement with Google, during which time it will be maintained in accordance with Google’s 
Cloud Platform terms, which can be found at https://cloud.google.com/terms. Iron Mountain may change 
the Host upon notice to Customer, at which time it will be maintained in accordance with the then-current 
terms of the new Host. 

6. CONFIDENTIALITY 

6.1 Confidential Information. During the Term of this Agreement, each Party (the “Disclosing Party”) may 
provide the other Party (the “Receiving Party”) with certain information regarding the Disclosing Party’s business, 
technology, products, or services or other confidential or proprietary information, and which is marked as 
“confidential” or “proprietary” or would normally under the circumstances be considered confidential information 
(collectively, “Confidential Information”). Customer Data will be considered Confidential Information of 
Customer, and the Services, Services Technology, Documentation, Usage Data and all enhancements and 
improvements thereto will be considered Confidential Information of Iron Mountain. 

6.2 Protection of Confidential Information. The Receiving Party agrees that it will (a) not disclose to any 
third party any Confidential Information of the Disclosing Party, except (i) to its Affiliates, directors, employees, 
agents, suppliers or subcontractors to the extent such disclosure is necessary for the performance of this Agreement 
and who have agreed to restrictions similar to those set forth in this Section 7 or (ii) as may be required by law; (b) 
not use any Confidential Information of the Disclosing Party except for the purposes contemplated by this 
Agreement; and (c) protect the Disclosing Party’s Confidential Information from unauthorized use, access, or 
disclosure in the same manner that it protects its own confidential and proprietary information of a similar nature, 
but in no event with less than reasonable care. 

6.3 Exceptions. The confidentiality obligations set forth in this section will not apply to any 
information that (a) becomes generally available to the public through no fault of the Receiving Party; (b) 
is lawfully provided to the Receiving Party by a third party free of any confidentiality duties or 
obligations; (c) was already known to the Receiving Party at the time of disclosure; or (d) the Receiving 
Party can prove, by clear and convincing evidence, was independently developed by employees and 
contractors of the Receiving Party who had no access to the Confidential Information. In addition, the 
Receiving Party may disclose Confidential Information to the extent that such disclosure is necessary for 
the Receiving Party to enforce its rights under this Agreement or is required by law, governmental 
regulation, court order, subpoena, warrant, governmental regulatory or agency request, or other valid legal 
authority, legal procedure or similar process (“Legal Process”), provided that the Receiving Party uses 
commercially reasonable efforts to promptly notify the Disclosing Party in writing of such required 
disclosure unless the Receiving Party is informed that (i) it is legally prohibited from giving notice or (ii) 
the Legal Process relates to exceptional circumstances involving danger of death or serious physical injury 
to any person. The Receiving Party will cooperate with the Disclosing Party if the Disclosing Party seeks 
an appropriate protective order. 

7. WARRANTIES AND DISCLAIMERS 

7.1 Limited Warranty for Professional Services. Iron Mountain warrants to Customer that it will 
perform the Professional Services using reasonable care and skill. 

7.2 Disclaimer. THE LIMITED WARRANTY SET FORTH IN SECTION 8.1 IS MADE FOR THE 
BENEFIT OF CUSTOMER ONLY. EXCEPT AS EXPRESSLY PROVIDED IN SECTION 8.1 AND TO 
THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, IRON MOUNTAIN AND ITS 
SUPPLIERS MAKE NO (AND HEREBY DISCLAIM ALL) OTHER WARRANTIES, WHETHER 
WRITTEN, ORAL, EXPRESS, IMPLIED OR STATUTORY, INCLUDING, WITHOUT LIMITATION, 
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ANY IMPLIED WARRANTIES OF SATISFACTORY QUALITY, COURSE OF DEALING, TRADE 
USAGE OR PRACTICE, MERCHANTABILITY, NONINFRINGEMENT, OR FITNESS FOR A 
PARTICULAR PURPOSE. INSIGHT SERVICES ARE PROVIDED “AS IS” AND NEITHER IRON 
MOUNTAIN NOR ITS SUPPLIERS WARRANT THAT ALL ERRORS OR DEFECTS CAN BE 
CORRECTED, OR THAT OPERATION OF THE SERVICES SHALL BE UNINTERRUPTED OR 
ERROR-FREE. THE SERVICES ARE NOT DESIGNATED OR INTENDED FOR HIGH RISK 
ACTIVITIES. 

8. LIMITATION OF LIABILITY 

8.1 Types of Damages. TO THE MAXIMUM EXTENT LEGALLY PERMITTED UNDER 
APPLICABLE LAW, NEITHER PARTY NOR IRON MOUNTAIN’S SUPPLIERS SHALL BE LIABLE 
FOR ANY SPECIAL, INDIRECT, EXEMPLARY, PUNITIVE, INCIDENTAL, CONSEQUENTIAL OR 
SIMILAR LOSSES OR DAMAGES OF ANY NATURE INCLUDING, BUT NOT LIMITED TO, 
DAMAGES OR COSTS DUE TO LOSS OF PROFITS, REVENUE, GOODWILL, PRODUCTION OR 
USE, BUSINESS INTERRUPTION, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES, OR 
THE LOSS OR COST OF RECREATING ANY DATA, ARISING OUT OF OR IN CONNECTION 
WITH THIS AGREEMENT, REGARDLESS OF THE CAUSE OF ACTION OR THE THEORY OF 
LIABILITY, WHETHER IN TORT, CONTRACT, OR OTHERWISE, EVEN IF A PARTY WAS 
ADVISED OF, KNEW OF OR SHOULD HAVE KNOWN OF THE POSSIBILITY OF SUCH LOSS OR 
DAMAGES. 

8.2 Amount of Damages. TO THE MAXIMUM EXTENT LEGALLY PERMITTED UNDER 
APPLICABLE LAW, THE MAXIMUM LIABILITY OF IRON MOUNTAIN AND ITS SUPPLIERS 
ARISING OUT OF OR IN ANY WAY CONNECTED TO THIS AGREEMENT SHALL NOT EXCEED 
THE FEES PAID BY CUSTOMER TO IRON MOUNTAIN UNDER THIS AGREEMENT DURING 
THE SIX (6) MONTHS PRECEDING THE ACT, OMISSION OR OCCURRENCE GIVING RISE TO 
SUCH LIABILITY. 

8.3 Exceptions to Limitations. NOTHING IN THIS AGREEMENT SHALL LIMIT OR EXCLUDE 
EITHER PARTY’S LIABILITY FOR: (A) GROSS NEGLIGENCE OR INTENTIONAL 
MISCONDUCT; (B) DEATH OR BODILY INJURY RESULTING FROM ITS NEGLIGENCE OR THE 
NEGLIGENCE OF ITS EMPLOYEES OR AGENTS; (C) FRAUD OR FRAUDULENT 
MISREPRESENTATION; (D) MISAPPROPRIATION OR INFRINGEMENT OF THE OTHER 
PARTY’S INTELLECTUAL PROPERTY RIGHTS; (E) OBLIGATIONS UNDER SECTION 10; (F) 
CUSTOMER’S PAYMENT OBLIGATIONS; OR (G) MATTERS FOR WHICH LIABILITY CANNOT 
BE EXCLUDED OR LIMITED UNDER APPLICABLE LAW. 

9. INDEMNIFICATION 

9.1 By Iron Mountain. Iron Mountain will defend at its expense any suit brought against Customer, 
and will pay any settlement Iron Mountain makes or approves, or any damages finally awarded in such 
suit, insofar as such suit is based on a claim by any third party alleging that the Services misappropriates 
any trade secret recognized under the Uniform Trade Secrets Act or infringes any copyright or United 
States patent issued as of the Effective Date. If any portion of the Services becomes, or in Iron Mountain’s 
opinion is likely to become, the subject of a claim of infringement, Iron Mountain may, at Iron Mountain’s 
option: (a) procure for Customer the right to continue using the Services; (b) replace the Services with 
non-infringing services which do not materially impair the functionality of the Services; (c) modify the 
Services so that it becomes non-infringing; or (d) terminate this Agreement and refund any fees actually 
paid by Customer to Iron Mountain for the remainder of the Term then in effect, and upon such 
termination, Customer will immediately cease all use of the Documentation and Services. Notwithstanding 
the foregoing, Iron Mountain shall have no obligation under this section or otherwise with respect to any 
infringement claim based upon (w) any use of the Services not in accordance with this Agreement or as 
specified in the Documentation; (x) any use of the Services in combination with other products, 
equipment, software or data not supplied by Iron Mountain; (y) any modification of the Services by any 
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person other than Iron Mountain or its authorized agents or (z) Customer’s breach of this Agreement. This 
subsection states the sole and exclusive remedy of Customer and the entire liability of Iron Mountain, or 
any of the officers, directors, employees, shareholders, contractors or representatives of the foregoing, for 
infringement claims and actions. 

9.2 By Customer. Customer will defend at its expense any suit brought against Iron Mountain by a 
third party, and will pay any settlement Customer makes or approves, or any damages finally awarded in 
such suit, insofar as such suit is based on a claim arising out of or relating to Customer Data, Customer’s 
use of the Services in violation of the AUP, or Customer’s breach or alleged breach of the subsection titled 
Customer Warranty. 

9.3 Procedure. The indemnifying Party’s obligations as set forth above are expressly conditioned 
upon each of the foregoing: (a) the indemnified Party shall promptly notify the indemnifying Party in 
writing of any threatened or actual claim or suit; (b) the indemnifying Party shall have sole control of the 
defense or settlement of any claim or suit; and (c) the indemnified Party shall cooperate with the 
indemnifying Party to facilitate the settlement or defense of any claim or suit. 

10. TERM AND TERMINATION 

10.1 Term. This Agreement commences on the Effective Date and remains in effect for a period of 
[INITIAL TERM] or as otherwise set forth in the applicable Statement of Work(s), whichever is longer 
(“Initial Term”), unless earlier terminated as set forth below. This Agreement shall be automatically 
renewed for consecutive one (1) year terms (each, a “Renewal Term”) unless either Party provides written 
notice to the other of non-renewal at least thirty (30) days prior to the expiration of the then-current term. 
Under this Agreement, “Term” shall mean the Initial Term together with any Renewal Term(s). 

10.2 Termination for Cause. Either Party may terminate this Agreement immediately (a) upon the 
occurrence of the bankruptcy or insolvency of the other Party, if such bankruptcy or insolvency is not 
discharged within sixty (60) days of any filing thereof; or (b) upon notice to the other Party if the other 
Party materially breaches this Agreement, and such breach remains uncured more than forty-five (45) days 
after receipt of written notice of such breach, subject to the fees in the applicable Statement of Work. 

10.3 Termination for Changes to Applicable Law or Supplier Relationship. Either Party may 
terminate this Agreement upon written notice to the other Party if (a) the relationship and/or the 
transactions contemplated in a Statement of Work would violate any applicable law; or (b) if an agreement 
between Iron Mountain and a supplier (“Supplier Agreement”) expires or terminates or a supplier 
discontinues any portion or feature of the services supplier provides pursuant to a Supplier Agreement, 
resulting in Iron Mountain’s inability to provide the applicable Services to Customer in whole or in part. 

10.4 Suspension of Services by Iron Mountain. Iron Mountain may suspend or limit Customer’s or 
any Authorized User’s use of the Services provided under this Agreement (including, without limitation, 
its transmission or retrieval of Customer Data) immediately upon written notice to customer, without 
liability, for any one of the following reasons: (a) Customer fails to pay any undisputed fees as and when 
due pursuant to this Agreement or the applicable Statement of Work and such failure continues for a 
period of thirty (30) days; (b) the Services are being used by Customer or any of its Authorized Users in 
violation of any applicable federal, state or local law, ordinance or regulation; (c) the Services are being 
used by Customer or any of its Authorized Users in an unauthorized manner; (d) Customer’s or any of its 
Authorized User’s use of the Services violates the AUP, adversely affects Iron Mountain’s provision of 
services to other customers or poses a security risk to Iron Mountain’s systems; or (e) a court or other 
governmental authority having jurisdiction issues an order prohibiting Iron Mountain from furnishing the 
Services to Customer. During any such suspension, Customer shall remain responsible and liable for all 
fees due for the suspended Services. If any of the foregoing grounds for suspension continues for more 
than fifteen (15) days, Iron Mountain shall have the right to terminate the Agreement for cause and without 
an opportunity to cure by Customer. 
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10.5 Effect of Termination. If this Agreement expires or is terminated for any reason, then: 

(a) Customer’s rights to access and use the Services shall immediately terminate; (b) all fees owed by 
Customer to Iron Mountain will be immediately due upon receipt of the final invoice; (c) Iron Mountain 
and the Customer shall delete all Customer Data from the Host and InSight Services by the termination or 
expiration date of this Agreement; and (d) upon request and subject to the Host’s terms and policies to the 
extent applicable, each Party will use commercially reasonably efforts to return or delete all Confidential 
Information of the other Party, provided that, for clarity, Iron Mountain’s obligations under this subsection 
(d) do not apply to any Usage Data. In the event that Customer Data remains on the Host after the 
expiration or termination of this Agreement, the terms of this Agreement shall continue to apply until all 
Customer Data has been removed from the Host. The sections and subsections titled Definitions, 
Restrictions on Use, Confidentiality, Warranties and Disclaimers, Limitation of Liability, Indemnification, 
Effect of Termination, and Miscellaneous will survive expiration or termination of this Agreement for any 
reason. 

11. MISCELLANEOUS 

11.1 Governing Law and Venue. Unless the Customer is prohibited by law, this Agreement and any 
action related thereto will be governed and interpreted by and under the laws of the Commonwealth of 
Massachusetts, without giving effect to any conflicts of laws principles that require the application of the 
law of a different jurisdiction. Customer hereby expressly consents to the personal jurisdiction and venue 
in the state and federal courts for the county in which Iron Mountain’s principal place of business is 
located for any lawsuit filed there against Customer by Iron Mountain arising from or related to this 
Agreement. The United Nations Convention on Contracts for the International Sale of Goods does not 
apply to this Agreement. The laws of the jurisdiction where Customer is located may be different from 
Massachusetts law. The Parties expressly waive any right to a jury trial regarding disputes related to this 
Agreement. Customer shall always comply with all international and domestic laws, ordinances, 
regulations, and statutes that are applicable to its purchase and use of the Documentation or Services 
hereunder. 

11.2 Dispute Resolution. The following procedure will be adhered to by the Parties to resolve any 
dispute concerning material obligations under this Agreement. The aggrieved Party shall notify the other 
Party in writing of the nature of the dispute with as much detail as possible about the nature of the dispute, 
all in accordance with the terms set forth in Section 12.15 of this Agreement. The persons identified for 
purposes of notices set forth in Section 12.15 or their designees, shall meet (in person or by telephone) 
within fourteen (14) days after the date of the written notification to attempt to resolve the dispute. If those 
persons are unable to agree on a resolution, then senior management personnel of each of Iron Mountain 
and Customer having authority to resolve the dispute without the further consent of any other person 
(“Management”) shall meet or otherwise act promptly to facilitate an agreement. If Management cannot 
resolve the dispute within thirty (30) days after their initial meeting or other action (or in case either Party 
fails to participate in the dispute resolution), either Party may take such other and further action as it deems 
necessary. Iron Mountain and Customer agree that neither of them shall take any legal action unless and 
until this dispute resolution procedure has been employed or waived. 

11.3 Publicity. Iron Mountain and Customer may issue joint external communications regarding the 
performance of the Services. Upon mutual agreement, Customer will speak to the press and a limited 
number of potential Iron Mountain customers as a reference customer. Upon Customer’s prior written 
consent, Customer also agrees to allow Iron Mountain to use its name; trademarks, service marks, logos 
and other distinctive brand features of Customer; application; and non-competitive deployment details in 
both text and pictures in its various marketing communications and materials. Iron Mountain may verbally 
reference Customer as a customer of the Services. Neither Party needs approval if it is repeating a public 
statement that is substantially similar to a previously-approved public statement. 

11.4 Compliance. Each Party shall comply with, and retain responsibility for its compliance with, all 
applicable export control laws and economic sanctions programs relating to its respective business, 
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facilities, and the provision of services to third parties (collectively, “Trade Control Laws”). Iron 
Mountain shall not be required by the terms of this Agreement to be directly or indirectly involved in the 
provision of goods, software, services and/or technical data that may be prohibited by applicable Trade 
Control Laws if performed by Iron Mountain and it shall be in the sole discretion of Iron Mountain to 
refrain from being involved in such activities. 

(a) Export Laws. Applicable Trade Control Laws may include U.S. export control laws such as the 
Export Administration Regulations (“EAR”) and the International Traffic in Arms Regulations (“ITAR”), 
and U.S. economic sanctions programs that are or may be maintained by the U.S. Government, including 
sanctions and other controls currently imposed against Cuba, Iran, North Korea, Sudan, Syria and Crimea 
(territory of Ukraine) (collectively, “Restricted Countries”), as well as individuals and entities identified 
on, or owned or controlled by or acting on behalf of individual or entities identified on, applicable 
government restricted party lists such as the Specially Designated Nationals and Blocked Persons List, 
Sectoral Sanctions Identification List, Foreign Sanctions Evader List, Denied Persons List, Unverified List, 
Entity List and Debarred Parties List (collectively, “Restricted Parties”). 

(b) Restricted Parties. Customer represents that neither the Customer nor any of its end users (i) is a 
Restricted Party; (ii) is located in, organized under the laws of or ordinarily resident in a Restricted 
Country; (iii) will directly or indirectly export, re-export or otherwise transfer any goods, technology or 
Services covered by the Agreement to Restricted Countries or Restricted Parties; or (iv) will access or 
otherwise use the Services from or in a Restricted Country. 

(c) Restricted Activities. Customer will not directly or indirectly use or transfer the Services (i) in 
violation of any Trade Control Laws; (ii) for activities directly or indirectly related to the design, 
development, production, stockpiling or use of nuclear explosive devices, missiles, chemical or biological 
weapons or other restricted end-uses; or (iii) for activities directly or indirectly related to Restricted 
Countries or Restricted Parties. Customer will not use the Services or any component thereof to process, 
export, re-export, store, host or otherwise transfer any Customer Data that is subject to the ITAR or subject 
to the EAR. Customer is solely responsible for compliance with Trade Control Laws in the use of the 
Services and in the use and processing of Customer Data or access to Customer Data by Customer. 
Customer is solely responsible for obtaining and complying with any required licenses or other 
authorizations under applicable Trade Control Laws for such activities. 

11.5 Severability. If any provision of this Agreement is, for any reason, held to be invalid or 
unenforceable, the other provisions of this Agreement will remain enforceable and the invalid or 
unenforceable provision will be deemed modified so that it is valid and enforceable to the maximum extent 
permitted by law. Without limiting the generality of the foregoing, Customer agrees that the section titled 
Limitation of Liability will remain in effect notwithstanding the unenforceability of any provision in the 
subsection titled Limited Warranty. 

11.6 Waiver. Any waiver or failure to enforce any provision of this Agreement on one occasion will 
not be deemed a waiver of any other provision or of such provision on any other occasion. 

11.7 Remedies. Except as provided in the sections titled Limited Warranty for Professional Services 
and Indemnification, the Parties’ rights and remedies under this Agreement are cumulative. Customer 
acknowledges that the Services, Services Technology and Documentation contain valuable trade secrets 
and proprietary information of Iron Mountain and its suppliers, that any actual or threatened breach of the 
sections titled Services Use, Intellectual Property or Confidentiality or any other breach by Customer of its 
obligations with respect to Intellectual Property Rights of Iron Mountain or its suppliers will constitute 
immediate, irreparable harm to Iron Mountain and its suppliers for which monetary damages would be an 
inadequate remedy. In such case, Iron Mountain and its suppliers will be entitled to immediate injunctive 
relief without the requirement of posting bond. If any legal action is brought to enforce this Agreement, the 
prevailing Party will be entitled to receive its attorneys’ fees, court costs, and other collection expenses, in 
addition to any other relief it may receive. 



IMGS 032 2.15.23 
 

11.8 No Assignment. Neither Party shall assign or otherwise transfer this Agreement, or its rights and 
obligations herein, without obtaining the prior written consent of the other Party, which shall not be 
unreasonably withheld, and any attempted assignment or transfer in violation of the foregoing will be null 
and void; provided, however, that Iron Mountain may assign or transfer this Agreement to an Affiliate. In 
the event of a change of control (as defined in Section 2.2) of a Party, whether in connection with a 
merger, acquisition, reorganization or sale of all or substantially all of its assets, or other operation of law, 
such Party will provide written notice to the other Party at least (30) days prior to the change of control. 
The terms of this Agreement shall be binding upon the Parties and their respective successors and 
permitted assigns. 

11.9 Force Majeure. Any failure or delay by either Party in the performance of its duties or obligations 
(except the payment of money owed) will not be considered a default, breach or ground for termination of 
this Agreement if such failure or delay is caused by an act of God, war, civil commotion, terrorism, riot, 
labor dispute, shortage of materials, fire, earthquake, flood, or any other event beyond the reasonable 
control of such Party (a “Force Majeure Event”). Upon the occurrence of a Force Majeure Event, the 
affected Party shall be excused from any further performance of its obligations pursuant to this Agreement 
affected by the Force Majeure Event for as long as such Force Majeure Event continues. The affected 
Party shall use reasonable efforts, under the circumstances, to notify the other Party of the occurrence of a 
Force Majeure Event and use commercially reasonable efforts to resume performance in a timely manner. 

11.10 Independent Contractors. Customer’s relationship to Iron Mountain is that of an independent 
contractor, and neither Party is an agent or partner of the other. Customer will not have, and will not 
represent to any third party that it has, any authority to act on behalf of Iron Mountain. 

11.11 Third Parties. Certain software vendors are intended third party beneficiaries of Section 4.2 of 
this Agreement for the purposes of protecting their Intellectual Property Rights and for no other purposes. 

11.12 Notices. Each Party must deliver all notices or other communications required or permitted under 
this Agreement in writing to the other Party at the address listed below by courier, by certified or 
registered mail (postage prepaid and return receipt requested), by electronic mail or by a nationally-
recognized overnight delivery service. If delivered by certified or registered mail, any such notice will be 
considered to have been given five (5) business days after it was mailed, as evidenced by the postmark. If 
delivered by courier, electronic mail or overnight delivery service, any such notice shall be considered to 
have been given on the delivery date. Each Party may change its address for receipt of notice by giving 
notice of such change to the other Party. 

To Customer: 

 

 

Attention:   
 

Telephone: ( )  -   
 

Fax: ( )  -   
 

E-Mail:   
 

To Iron Mountain: 

Iron Mountain Information Management Services, Inc.  
One Federal Street 
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Boston, MA 02110 
Attention:   
Telephone: ( )  -   
Fax: ( )  -   
E-Mail:    
 

With a copy (which shall not constitute notice but which is nonetheless required notice) to: 

Iron Mountain Information Management Services, Inc.  
One Federal Street 
Boston, MA 02110 Attention: Legal Telephone: (617) 535-4766 
E-Mail: Legal.Department@ironmountain.com 

 

11.13 Conflict of Terms; Purchase Orders. In the event of a conflict or inconsistency between this text 
and the terms of any Statement of Work, this text shall govern and control. In the event that Customer 
issues a purchase order to Iron Mountain covering the Services, any terms and conditions set forth in the 
purchase order which are in addition to or establish conflicting terms and conditions to those set forth in this 
Agreement are expressly rejected by Iron Mountain. 

 

 

FRAMEWORK AGREEMENT FOR MANAGED SERVICES 

1. Definitions. 

“Affiliate” means those entities controlling, controlled by, under common control with, or having a 
common parent with, either Iron Mountain or Customer as applicable. For purposes of the foregoing 
definition, “control” (including “controlling”, “controlled by” and “under common control with”) shall 
mean direct or indirect ownership of: (a) not less than fifty percent (50%) of the voting stock of a 
corporation, (b) the right to vote not less than fifty percent (50%) of the voting stock of a corporation, or 
(c) not less than fifty percent (50%) ownership interest in a partnership or other business entity. If the 
Parties wish to add a Customer Affiliate to receive Services under this Agreement, such Affiliate and Iron 
Mountain shall execute a new Schedule referencing this Agreement. 

“Data” means all data and information provided by Customer to Iron Mountain under this Agreement in 
connection with the Services. 

“Documentation” means user manuals for the Services, the applicable installation guides, service 
descriptions, technical specifications, and online help files provided by Iron Mountain or its Suppliers or 
available on Iron Mountain’s online portal. 

“Encrypted” or “encrypted” shall mean data that has been rendered through algorithmic transformation or 
any other means available into an unrecognizable form in which meaning cannot be understood without the 
use of a confidential process or key. 

“Professional Services” means the installation, training, or data shuttling services performed by Iron 
Mountain or Supplier personnel for the benefit of Customer as set forth in a Schedule. 

“Schedule” means a document annexed to this Agreement, physically or by reference, describing among 
other things the Services, applicable SSTC, term, number of licensed users and pricing. 

“Service Specific Terms and Conditions” (“SSTC”) means the specific terms and conditions related to the 
Service(s) the Customer is licensing from Iron Mountain as part of its provision of managed services. The 
applicable SSTC will be specified on each Schedule, and each SSTC will only apply to the particular Services 
described therein. 

mailto:Legal.Department@ironmountain.com
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“Services” means the managed, hosted, and/or cloud-based services, Support Services, Professional 
Services, and Documentation necessary to provide Services, all as set forth in the SSTC and applicable 
Schedule. 

“Suppliers” means Iron Mountain’s licensors, vendors, and/or third party providers of the Services. 

“Support Services” means the service and related maintenance in support of the Services purchased by 
Customer as described in the applicable SSTC or Schedule. 

2. License. 
 
2.01.  License Grant for Services. Iron Mountain shall perform the Services at the rates and charges set forth 
in a Schedule. Iron Mountain grants to Customer a non-exclusive, non-transferable license for the term of 
this Agreement to: (i) use the Services in the manner set forth in this Agreement and number of licensed 
users set forth in the applicable Schedule; (ii) use the Services only for Customer’s internal business needs; 
and (iii) use the Documentation to support the use of the Services. Customer shall not sublicense, sell, rent, 
lease, transfer, distribute or otherwise commercially exploit or make the Services and/or Documentation 
available to any third party. Customer and all of its users are licensed shall be bound by and comply with 
this Agreement, and Customer is solely responsible for the activities of its users and for the accuracy, integrity, 
legality, reliability, and appropriateness of all Data. 
 
2.02.  Restrictions. Customer shall not (i) attempt to reverse engineer, decompile, disassemble, or attempt 
to derive the source code of the Services; (ii) modify, port, translate, localize or create derivative works of 
the Services; (iii) use the Services to (a) infringe on the intellectual property rights, publicity rights, or 
privacy rights of any third party; (b) violate, or cause Iron Mountain or its Suppliers to violate, any law, 
statute, ordinance or regulation; (c) store defamatory, trade libelous, or otherwise unlawful Data;(d) store 
obscene, pornographic or indecent Data in violation of applicable law; or (e) propagate any virus, worms, 
Trojan horses or other programming routine intended to damage any system or data; (iv) use the Services in 
any application that may involve risks of death, bodily injury, property damage or environmental damage 
(including life support applications, devices or systems); (v) exceed the number of users specified in the 
applicable Schedule; (vi) attempt to gain unpermitted access to any Iron Mountain or Supplier computer 
system, network, or database; or (vii) file copyright or patent applications that include the Services or any 
portion thereof. 

2.03.  Data License Grant. Customer grants to Iron Mountain and its Suppliers a limited, non-exclusive, and 
non-transferable license to the Data only to the extent necessary for Iron Mountain or its Suppliers to perform 
the Services. In the event that Iron Mountain needs to access the Data to respond to any technical problems, 
queries, or requests from Customer, Customer shall ensure that both Customer and Iron Mountain are 
permitted to do so. 
2.04.  Password Protection of Service. Customer shall be responsible for protecting and safeguarding any 
keys (including encryption keys), certificates, passwords, access codes, user IDs or other login information 
(collectively, “Passwords”) provided to Customer for the purpose of accessing and using the Services. In 
the event that Customer makes such Passwords available to any third party, Customer shall be responsible 
for all actions taken by such third party in connection with the Services. Customer shall not disclose or make 
available Customer’s Passwords other than to Customer’s authorized employees and shall use all 
commercially reasonable efforts to prevent unauthorized access to, or use of the Services, and will notify 
Iron Mountain promptly of any such unauthorized use. In no event will Iron Mountain be liable for any loss 
of Data or other claims arising out of or in connection with the unauthorized acquisition of a Password. 

3. Term and Termination. 
 
3.01.  Term of Agreement. The term of this Agreement shall commence on the Effective Date and shall 
continue until all Schedules executed under this Agreement expire or terminate. In the event that Iron 
Mountain or its Suppliers continue to hold Data after the expiration or termination of this Agreement, the 
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terms of this Agreement shall continue to apply until all Data has been removed from Iron Mountain’s or its 
Suppliers’ facilities, except that Iron Mountain may adjust rates upon thirty (30) days’ written notice. 

3.02.  Termination for Cause. Either Party may terminate this Agreement or the affected Schedule(s) 
(a) immediately, upon the occurrence of the bankruptcy or insolvency of the other Party, if such bankruptcy 
or insolvency is not discharged within sixty (60) days of any filing thereof; or (b) in the event that a Party 
materially breaches its obligations under this Agreement and fails to cure such default within forty-five (45) 
days after the non-breaching Party’s written notice, subject to the Fees in the applicable Schedule(s). 

3.03.  Termination for Changes to Applicable Law or Supplier Termination. Any Schedule may be terminated 
immediately by either Party upon written notice to the other Party if (i) the relationship and/or the transactions 
contemplated in the Schedule would violate any applicable law; or (ii) if an agreement between Iron 
Mountain and a Supplier expires or terminates, resulting in Iron Mountain’s inability to provide the 
applicable Services to Customer. 

3.04.  Effect of Termination. Upon termination of the applicable Schedule, Customer shall (i) immediately 
discontinue all use of the applicable Service, (ii) return, uninstall, or destroy (along with all copies in any 
form) the applicable Documentation or other materials licensed to Customer for such Services under the 
applicable Schedule; and (iii) pay any fees and other accrued and unpaid amounts due to Iron Mountain under 
the applicable Schedule(s). Upon termination of any Schedule, Iron Mountain shall (a) have no further 
obligation to make the applicable Service(s) available to Customer; (b) securely destroy the applicable Data 
or, upon Customer’s prior written request, return the applicable Data to Customer, subject to the Fees on the 
applicable Schedule; and (c) upon written request by Customer and payment of the applicable Fees, provide 
a written certification to Customer that all Data has been returned or destroyed. Upon termination or 
expiration of a Schedule, Iron Mountain may delete all Data stored pursuant to the expired or terminated 
Schedule and will have no liability for such action to Customer or anyone claiming by or through Customer. 

4. Prices and Payment. 
 
4.01.  Charges. Customer shall pay the charges for the Services as set forth in the applicable Schedule(s) 
(collectively, the “Fees”). All applicable sales and use taxes and similar governmental charges will be stated 
separately on Iron Mountain’s invoice and shall be the responsibility of Customer. 

4.02.  Payment Terms. Unless otherwise set forth in a Schedule, payment terms are net, thirty (30) days from 
date of invoice; if Customer is delinquent, Iron Mountain may (in its discretion) charge Customer late fees 
totaling one percent (1%) per month of the outstanding balance. 

5. Ownership Warranty; Customer Instructions. Customer warrants that it is the owner or legal 
custodian of the Data and has full authority to store the Data and direct its disposition in accordance with this 
Agreement. Iron Mountain will perform Services pursuant to the direction of Customer’s agent(s) identified 
pursuant to Iron Mountain’s standards. Authority granted to any persons on standard authorization forms 
shall constitute Customer’s representation that the identified persons have full authority to order any Service, 
including deletion of Data. Such orders may be given in person, by telephone or in writing (fax, email or 
hard-copy). Customer releases Iron Mountain from all liability by reason of the destruction or deletion of 
Data pursuant to Customer’s authorization. 
 
6. Operational Procedures. Customer shall comply with Iron Mountain’s reasonable operational 
requirements regarding the Services, including but not limited to, interaction with the Data, network 
requirements, access to Customer locations, security, access and similar matters. Customer shall (i) comply 
with all Documentation; (ii) provide all hardware systems necessary to support the Services; and 
(iii) implement reasonable security and environmental precautions for use of the Services. If Customer 
exceeds the storage capacity purchased in the applicable Schedule, Iron Mountain may move Customer to 
the appropriate Services tier and adjust rates accordingly to reflect Customer’s actual usage of the Services. 
 
7. Intellectual Property; Ownership; Data Disclaimer. 
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7.01.  Intellectual Property. Iron Mountain or its Suppliers are the sole and exclusive owner of all right, title, 
and interest in and to the Services (excluding any open source third-party software), and all copies thereof 
including all derivations and modifications thereto including, but not limited to, ownership of all intellectual 
property rights (collectively, “Intellectual Property”). This Agreement does not provide Customer with 
title or ownership of the Intellectual Property, but only a right of limited use. Customer agrees to inform Iron 
Mountain promptly following discovery of any infringement or other improper action with respect to the 
Intellectual Property. Customer recognizes and acknowledges the exclusive right of Iron Mountain and/or its 
Suppliers in and to all intellectual property and proprietary rights in and to Intellectual Property and that such 
Intellectual Property is the sole and exclusive property of Iron Mountain and/or its Suppliers. Customer 
waives its right to contest the validity and/or ownership of such Intellectual Property. 

7.02.  Ownership of Customer Data. All rights, title, and interest in Data will remain with Customer. This 
Agreement does not provide Iron Mountain with title or ownership of the Data, but only a right of limited use 
as set forth in Section 2.3. 

7.03.  Data Disclaimer. CUSTOMER EXPRESSLY AGREES THAT IRON MOUNTAIN DOES NOT 
CREATE, OPERATE, CONTROL OR ENDORSE ANY DATA, INFORMATION, OR THIRD-PARTY 
PRODUCTS USED IN CONJUNCTION WITH THE SERVICES PROVIDED HEREUNDER. 

8. Warranties. 
 
8.01.  Iron Mountain Service Warranty. Iron Mountain warrants to Customer that for the term of the 
applicable Schedule, the Services will perform in substantial conformance with the Documentation. Iron 
Mountain does not warrant that the Services will be error-free in all circumstances, and Customer will 
provide prompt written notice to Iron Mountain of any non-conforming Service. In the event of Iron 
Mountain’s breach of the foregoing warranty, Customer’s exclusive remedy and Iron Mountain’s sole 
liability will be for Iron Mountain to use commercially reasonable efforts to repair or replace such Services. 
This warranty is limited and shall not apply where the failure of the Services to satisfy this warranty results 
from Customer’s failure to use the Services in accordance with the Documentation. 

8.03.  Iron Mountain Professional Services Warranty. Iron Mountain warrants that it will perform the 
Professional Services using reasonable care and skill in accordance with professional industry standards. 
This warranty is limited and shall not apply to any Professional Services where the failure of the Professional 
Services to satisfy this warranty results from improper use by Customer of the Services or from Customer’s 
decision not to implement any reasonable practices to which the Services apply that may be recommended by 
Iron Mountain. In the event of Iron Mountain’s breach of the foregoing warranty, Customer’s exclusive 
remedy and Iron Mountain’s sole liability will be the re-performance of the applicable Professional Service, 
at no charge to Customer. 

8.04.  Limitation and Disclaimer. UNLESS EXPRESSLY SET FORTH HEREIN OR OTHERWISE 
SPECIFIED BY AN IRON MOUNTAIN SUPPLIER, IRON MOUNTAIN AND ITS SUPPLIERS 
PROVIDE ALL SERVICES WITHOUT WARRANTIES OF ANY KIND. IRON MOUNTAIN DOES NOT 
WARRANT UNINTERRUPTED OR ERROR-FREE OPERATION OF THE SERVICES OR THAT IRON 
MOUNTAIN OR ITS SUPPLIERS WILL CORRECT ALL DEFECTS. THE WARRANTIES SET FORTH 
ABOVE IN THIS SECTION 8 AND IN THE APPLICABLE SSTC ARE THE SOLE AND EXCLUSIVE 
WARRANTIES OF IRON MOUNTAIN UNDER THIS AGREEMENT AND ARE IN LIEU OF ANY AND 
ALL OTHER WARRANTIES, WHETHER EXPRESS, STATUTORY OR IMPLIED, INCLUDING 
WITHOUT LIMITATION THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS 
FOR A PARTICULAR PURPOSE OR USE. ALL SUCH OTHER WARRANTIES ARE HEREBY 
DISCLAIMED BY IRON MOUNTAIN AND WAIVED BY CUSTOMER. THE WARRANTIES EXTEND 
ONLY TO CUSTOMER AND IRON MOUNTAIN WILL NOT BE LIABLE FOR ANY THIRD PARTY 
CLAIM OR DEMAND AGAINST CUSTOMER IN CONNECTION WITH THIS SECTION 8. 

9. Limitation of Liability; Indemnification. 
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9.01.  Negligence Based Liability. Iron Mountain shall have no liability for any losses, costs, damages or 
expenses arising out of or in connection with loss, destruction or damage to Data, unless and to the extent 
caused by its failure to exercise such care as a reasonably careful person would exercise under like 
circumstances. 

9.03.  Maximum Liability for the Services. Iron Mountain’s maximum aggregate liability arising out of or in 
connection with this Agreement regardless of the cause of action and whether arising in contract, tort 
(including negligence), warranty, indemnity, or any other legal theory shall be limited to the Fees paid by 
Customer in the six (6) months immediately preceding any claim. Data is not insured by Iron Mountain 
against loss or damage, however caused and Customer shall cause its insurers of Data to waive any right of 
subrogation against Iron Mountain. Customer is solely responsible for encrypting its Data. Customer agrees 
that the terms of this Agreement apply only to Data in Iron Mountain’s possession in the performance of the 
Services. Data in the custody of third-party transportation providers is not in Iron Mountain’s possession, 
and Iron Mountain shall have no liability for loss, damage or destruction that occurs while Data is in the 
custody of such persons. Iron Mountain assumes no liability whatsoever for Data that is (i) unencrypted; or 
(ii) modified or deleted by Customer. 

9.04.  No Consequential Damages. Except for liability arising from Customer’s indemnification obligations 
in this Agreement , in no event will either Party or Iron Mountain’s Suppliers be liable for any indirect, 
incidental, consequential, special, punitive, exemplary or similar such losses or damages arising out of or in 
connection with this Agreement including any loss of profits, interruption of business, or the loss of or cost 
of recreating any data, however caused, under any theory of liability (whether in contract, tort, warranty, or 
otherwise), and regardless of whether any remedy set forth herein fails of its essential purpose and even if a 
Party knew of or should have known of the possibility of such loss or damage. 

9.05.  Customer Environment. Iron Mountain shall bear no liability to Customer and Customer shall 
indemnify and hold Iron Mountain harmless from and against any third-party claims (including reasonable 
attorneys' fees) arising out of or in connection with: (a) Customer’s decision not to implement any reasonable 
change to Customer’s technical environment that supports the Services that may be advised by Iron Mountain 
in writing; (b) Customer’s combination, operation, or use of the Documentation with any product, data, 
apparatus, or business method that Iron Mountain or its Suppliers did not provide; (c) Customer’s 
modification of the Documentation; (d) Customer’s distribution, operation or use of the Documentation for 
the benefit of a third party; or (e) Customer’s failure to use the Services in accordance with the 
Documentation. Further, Customer shall inform Iron Mountain of any system change that may reasonably 
be expected to affect Iron Mountain’s ability to provide the Services. 

9.06.  Customer Indemnification. Customer shall indemnify, defend, and hold harmless Iron Mountain and 
its Suppliers, Affiliates, subsidiaries, officers, directors and employees from and against any and all third-
party claims or demands and all liabilities arising out of or in connection with (i) allegations that the Data 
infringes any intellectual property right of any third party or violates any applicable law; and (ii) Customer’s 
breach of the license terms and use restrictions set forth in Section 2 or in a SSTC. Iron Mountain shall 
provide Customer prompt written notice of any such claim or demand and Customer shall have sole control 
of the defense and all related settlement negotiations. Iron Mountain shall provide any necessary assistance, 
information and authority and Customer will reimburse Iron Mountain for any reasonable, documented, out-
of-pocket expenses incurred by Iron Mountain in providing such assistance. Iron Mountain shall have the right 
to participate, at its own expense, in the claim or suit. This paragraph shall survive the expiration or 
termination of this Agreement. 

9.08.  Infringement Indemnification. Iron Mountain shall defend, indemnify and hold harmless Customer 
and its officers, directors and employees from and against any third-party claim or demand alleging that the 
Services infringe any United States patent or copyright of any third party or misappropriate any 
third party’s trade secrets, provided that Customer provides Iron Mountain with prompt written notice of any 
such claim, suit or demand and consents and authorizes Iron Mountain’s sole control of the defense of any 
resulting litigation or settlement thereof. With respect to the foregoing indemnification, Iron Mountain’s sole 
obligation and Customer’s exclusive remedy will be for Iron Mountain to defend any such claim or demand 
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and pay any resulting judgment or settlement made, notwithstanding the limitations of liability in this Section 
9. Iron Mountain will have no liability or obligation to Customer with respect to any claim of infringement 
or misappropriation in the event and to the extent based upon (i) use of or access to the Services in or from 
an application or environment or on a platform or with devices not authorized in Documentation or other 
requirements specified in a Schedule or this Agreement; (ii) modifications, alterations, combinations or 
enhancements of the Services not created by Iron Mountain; or (iii) any patent, copyright, or trade secret in 
which Customer or any Affiliate of Customer has an interest. The foregoing indemnification obligations shall 
not apply in the event that the claim or demand arises as a result of Customer’s negligence, intentional 
misconduct, or breach of this Agreement. If any Services are held, or in Iron Mountain’s reasonable opinion 
could be held, to constitute an infringement or misappropriation of any third party’s copyright or trade secret, 
Iron Mountain may at its option (a) procure the right for Customer to continue using or accessing the 
Services, (b) replace the Services with a non-infringing equivalent service; or (c) modify the Services to make 
them non-infringing. This section states Iron Mountain’s sole liability to Customer and Customer’s exclusive 
remedy with respect to any claims of infringement or misappropriation arising out of or in connection with 
this Agreement. 

9.10.  Construction. This Section 9 “Limitation of Liability; Indemnification” is not intended to and will not 
be construed as excluding or limiting any liability contrary to applicable law or public policy, including but 
not limited to, liability for death or bodily injury. If applicable law or public policy renders any portion of this 
Section 9 unenforceable or invalid, the remainder of the Section will remain in full force and effect. 

10. Confidentiality. “Confidential Information” means any (i) proprietary, confidential, or trade secret 
information disclosed by a Party to the other Party during negotiations or discussions regarding various 
business activities under this Agreement, (ii) information regarding this Agreement or Schedule(s), and 
(iii) information regarding Iron Mountain’s processes and procedures; except for information that was 
previously known to the receiving Party free of any obligation to keep it confidential, is subsequently made 
public by the disclosing Party, or is disclosed by a third party having a legal right to make such disclosure. 
Confidential Information shall be used only in the manner and for the purposes contemplated by this 
Agreement and shall not be intentionally disclosed to third parties without the disclosing Party’s written 
consent. Neither Party shall obtain any rights in or to the Confidential Information of the other Party. Each 
Party shall implement and maintain reasonable safeguards designed to protect the other Party’s Confidential 
Information. 
 
11. Data Protection. Iron Mountain shall implement and maintain appropriate administrative, physical 
and technical safeguards designed to protect Data processed by Iron Mountain against loss, damage or 
disclosure. Iron Mountain shall process Data only to the extent required to carry out its obligations or exercise 
its rights under this Agreement or in accordance with the instructions of Customer. Customer hereby instructs 
Iron Mountain to take such steps in the processing of Data as are reasonably necessary to the performance of 
Iron Mountain’s obligations under this Agreement, and agrees that such instructions constitute its full and 
complete instructions as to the means by which Data shall be processed by Iron Mountain. Except as 
authorized by Customer or pursuant to Section 12 below, Iron Mountain will not disclose Data to any third 
party other than subcontractors and agents who have agreed to comply with obligations substantially similar 
to those set forth herein. To the extent that any privacy or data protection laws impose an obligation upon 
Iron Mountain to comply with an individual’s request for access to or correction of their Data, Customer 
agrees that it shall satisfy such obligations. Upon termination of this Agreement, Iron Mountain shall return 
Data to the Customer or destroy such Data in accordance with Customer’s written instructions, subject to the 
Fees on the applicable Schedule(s). 
 
12. Governmental Orders. Iron Mountain cannot prevent access by governmental entities to Data. 
However, in the event Iron Mountain receives any subpoena, warrant, court order or similar such 
governmental agency or legal requirement (“Order”) that purports to compel disclosure of Data, Iron 
Mountain shall promptly notify Customer of such Order (unless such notice is prohibited by law or judicial 
order) and shall cooperate with Customer, at Customer’s expense, in the exercise of Customer’s right to 
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protect the confidentiality of Data. Iron Mountain may comply with any such Order, except to the extent 
Customer obtains a court order quashing or limiting such Order. 
 
13. Audit. During the Term of this Agreement, Customer shall maintain records reasonably required 
to verify its compliance with this Agreement and all applicable Schedules. Upon at least thirty (30) calendar 
days’ notice to Customer, and not less than twelve (12) months since a prior audit, Iron Mountain may audit 
and inspect the applicable records of Customer, at Customer’s principal place of business, during Customer’s 
normal business hours and in such a manner as to avoid unreasonable interference with Customer’s business 
operations. 
 
14. Force Majeure. Any failure or delay by either Party in the performance of its obligations under 
this Agreement shall not be deemed a default or grounds for liability or termination hereunder if such failure 
or delay is caused by an event beyond the affected Party’s reasonable control, or by acts of God, 
governmental actions, labor unrest, acts of terrorism or war, unusually severe weather, riots, or fire (a “Force 
Majeure Event”). Upon the occurrence of a Force Majeure Event, the affected Party shall be excused from 
any further performance of its obligations pursuant to this Agreement affected by the Force Majeure Event for 
as long as such Force Majeure Event continues. The affected Party shall promptly notify the other Party in 
writing of the occurrence of a Force Majeure Event and describe in reasonable detail the nature of the Force 
Majeure Event. If a Party’s inability to perform under the Agreement due to a Force Majeure Event persists 
for a period of sixty (60) days following the Force Majeure Event, the other Party may terminate only the 
portion of the Agreement or applicable Schedule(s) directly affected by the Force Majeure Event. 
Notwithstanding any provision to the contrary, a Force Majeure Event shall not excuse payment obligations 
under this Agreement. 
 
15. Customer Default. In the event Customer fails to pay any undisputed fees as and when due 
pursuant to this Agreement or the applicable Schedule and such failure continues for a period of thirty 
(30) days, Iron Mountain may, at its option, by written notice to Customer: (a) suspend the provision of 
Services to Customer; or (b) restrict Customer’s access to the Data then held by Iron Mountain. If such failure 
persists for a period of six (6) months, Iron Mountain may securely destroy Data, provided that Iron Mountain 
shall have given ninety (90) days’ prior written notice to Customer. Customer shall pay Iron Mountain’s 
standard price for such secure destruction. A final notice will be sent to Customer ten (10) days prior to secure 
destruction of the Data. In the event Iron Mountain takes any actions pursuant to this Section, it shall have no 
liability to Customer or any agent, representative or other third party claiming by or through Customer. The 
foregoing rights of Iron Mountain shall be without prejudice to any other rights it may have at law or in equity 
or as may be otherwise set forth in this Agreement. 
 
16. Notice of Loss. When Data has been lost, damaged or destroyed, Iron Mountain shall, upon 
confirmation of the event, report the matter in writing to Customer. 
 
17. General Provisions. 
 
17.01.  Notices. All notices relating to this Agreement shall be in writing and shall be delivered (i) by 
overnight courier or hand; (ii) postage prepaid certified or registered first-class mail with return receipt 
requested; (iii) electronic transmission; or (iv) facsimile. Notices shall be sent to the address of the other 
Party set forth in this Agreement or the applicable Schedule and shall be deemed given upon personal 
delivery, five (5) calendar days after deposit in the mail, or upon acknowledgment or receipt of electronic 
transmission. 

17.02.  Relationship with Third Parties. No customer, end user or other person or entity not a Party to this 
Agreement shall be considered a third-party beneficiary of this Agreement. 

17.03.  Severability. If applicable law or public policy renders any portion of this Agreement unenforceable 
or invalid, the remainder of the Agreement shall remain in full force and effect. The following provisions 
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shall survive any termination of this Agreement: Section 2, “License”; Section 3.4, “Effect of Termination”; 
Section 4, “Prices & Payment”; Section 7, “Intellectual Property; Ownership; Data Disclaimer”; Section 9, 
“Limitation of Liability; Indemnification”; Section 10, “Confidentiality”; Section 17 “General Provisions.” 

17.04.  Dispute Resolution. Any and all disputes, controversies or claims of whatsoever kind or nature arising 
out of or in connection with this Agreement regardless of the cause of action and whether arising in contract, 
tort (including negligence), warranty or any other legal theory (each, a “Dispute”) will be resolved by the 
process set forth in this section. Each of the Parties shall appoint a member of its senior management to 
attempt to settle the Dispute in an amicable and equitable manner. If the Parties are unable to resolve any 
such Dispute within sixty (60) calendar days of the event giving rise to the Dispute, the Dispute will be settled 
by arbitration administered by the American Arbitration Association in accordance with its Commercial 
Arbitration Rules, and in such event each Party hereby consents to the resolution of such Dispute in this 
manner. Judgment on the award rendered by the arbitration may be entered in any court of competent 
jurisdiction. Within fourteen (14) days after the commencement of arbitration, the Parties shall mutually agree 
on the appointment of a single arbitrator, or failing agreement within such fourteen (14) day period, the 
American Arbitration Association will select the single arbitrator. The place of arbitration will be Boston, 
Massachusetts, USA. The Parties shall maintain as strictly confidential the arbitration proceedings and 
arbitration award, except as is otherwise required by court order or as is necessary to confirm, vacate or 
enforce the award and for disclosure in confidence to the Parties’ respective attorneys, tax advisors and senior 
management. The Parties agree that all Disputes will be arbitrated on an individual basis and that neither Party 
shall bring (or participate in) any class, collective, or multi-party claim with respect to a Dispute. Arbitration 
in the manner set forth in this section is the exclusive means of resolving any Disputes except for (i) the 
enforcement by either Party of its intellectual property rights; or (ii) in the event a Party seeks injunctive 
relief. 

17.05.  Choice of Law; Waiver of Jury Trial. This Agreement will be governed by the law of the state in 
which the Customer’s principal place of business is located. The United Nations Convention on Contracts 
for the International Sale of Goods does not apply. The parties expressly waive any right to a jury trial 
regarding disputes related to this Agreement. 

17.06.  Export. Customer may not use or otherwise export or re-export any agent or product provided by Iron 
Mountain hereunder except as authorized by United States law and the laws of the jurisdiction in which the 
agent or product was obtained. In particular, but without limitation, an agent may not be exported or re-
exported (a) into any U.S. embargoed countries or (b) to any person on the U.S. Treasury Department's list 
of Specially Designated Nationals or the U.S. Department of Commerce Denied Persons 
List or Entity List. By receiving any such agent or product Customer represents and warrants that it is not 
located in any such country or included on any such list. 

17.07.  Assignment. Without the consent of the other Party, neither Party shall assign any right under the 
Agreement, except Iron Mountain may assign any such right to an Affiliate. The non-assigning Party shall 
not unreasonably withhold its consent. 

17.09.  Government End-User Notice. If a Schedule includes licensed software, such licensed software is a 
“Commercial Item,” as that term is defined at 48 C.F.R. § 2.101, consisting of “Commercial Computer 
Software” and “Commercial Computer Software Documentation,” as such terms are used in 48 C.F.R. § 
12.212 and 48 C.F.R. § 227.7202, as applicable. Consistent with 48 C.F.R. §§ 12.212, 227.7202-1 through 
227.7202-4, the Commercial Computer Software and Commercial Computer Software Documentation are 
being licensed to U.S. Government end-users (i) only as Commercial Items and (ii) with only those rights as 
are granted to all other end-users pursuant to the terms and conditions herein. 

17.10.  ITAR/EAR Compliance. Customer represents that none of the Data stored by Iron Mountain or its 
Suppliers pursuant to this Agreement require protection from access by foreign persons because they contain 
technical information regarding defense articles or defense services within the meaning of the International 
Traffic in Arms Regulations (22 CFR 120) or technical data within the meaning of the Export Administration 
Regulations (15 CFR 730-774). If any of Customer’s Data does contain any such information, Customer shall 
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notify Iron Mountain of the specific Data that contains such information and acknowledges that special rates 
shall apply thereto. 

17.11.  Cumulative Remedies. Unless expressly stated to the contrary in this Agreement, all rights and 
remedies provided in this Agreement are cumulative and not exclusive of any other rights or remedies that 
may be available to the Parties, whether provided by law, equity, statute, in any other agreement between the 
Parties or otherwise. 

17.12.  Waiver. Each Party agrees that the failure of the other Party at any time to require performance by 
such Party of any of the provisions herein shall not operate as a waiver of the rights of such Party to request 
strict performance of the same or like provisions, or any other provisions hereof, at a later time 

17.13  Order of Precedence; Purchase Orders. In the event of inconsistency between this text and the terms 
of any SSTC or Schedule, the following shall be the order of precedence: (i) the SSTC, with respect to the 
applicable Services only; (ii) this text; and (iii) the Schedule. In the event that Customer issues a purchase 
order to Iron Mountain covering the Services, any terms and conditions set forth in the purchase order which 
are in addition to or establish conflicting terms and conditions to those set forth in this Agreement are 
expressly rejected by Iron Mountain. 

17.14.  Entire Agreement. This Agreement and its Schedules constitutes the complete and exclusive statement 
of the agreement between the Parties and supersedes all prior or contemporaneous proposals, oral or written, 
and all other communications between the Parties relating to the subject matter of this Agreement. 

 

 

 

 

[Intentionally Blank] 

 

 

 

 

 

 

 

 

 

 

Hyland Hosted Solution Service 

 

The Iron Mountain Hyland Hosted Solution Service Subscription is licensed for use by Customer under these 
Service Specific Terms and Conditions (“SSTC”) and the Framework Agreement for Managed Services (or 
Framework Amendment for Managed Services) between the Parties (“FAMS”), which is expressly 
incorporated into this SSTC. The Parties agree to be bound by the terms and conditions set forth in the FAMS 
and this SSTC. Capitalized terms used but not otherwise defined in this SSTC shall have the same meaning 
as set forth in the FAMS. 
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1. Definitions. 

(a) “Documentation” means the “Help Files,” whether online or included in the Software which relate 
to the functional, operational or performance characteristics of the Software. 

(b) “Error” means any defect or condition inherent in the Software which causes the Software to fail to 
function in all material respects as described in the Documentation, and which is reported by Customer in 
accordance with this SSTC and confirmed by Iron Mountain. 

(c) “Host Vendor” means Hyland Software, Inc. 

(d) “Host Web Site” means the web site hosted by Host Vendor as part of the Hosted Solution on a 
web server included in the Network, through which Customer will access the Software and Customer Data 
stored using the Software. 

(e) “Hosted Solution” means a Host Web Site, Network, Software, Third Party Software and Hosting 
Services provided, collectively, for use by Customers under this SSTC. 

(f) “Network” means the computers and peripheral storage devices, switches, firewalls, routers and 
other network devices provided as part of the Hosted Solution. 

(g) “Optional Hosting Services” means optional services described in the Process Manual which Host 
Vendor offers as Hosting Services, but which are not included in the Standard Hosting Services. 

(h) “Process Manual” means the latest version of the manual describing the Hosting Services, the 
Network and certain other components of the Hosted Solution, including the attestations, certification 
documents and assistance with compliance and security testing Host Vendor agrees to provide (based upon 
the Service Class selected by Customer), as posted by Iron Mountain at: 
http://www.ironmountain.com/utility/legal/hyland-acceptable-use-language 

(i) “Sandbox Environment” means a separate instance of the Software and Third Party Software 
(excluding Customer Data) hosted by Iron Mountain on the Network for Customer, for use by Customer 
solely with non-production data in a non-production environment for the limited purpose of functional testing 
of the Software and Third Party Software. 

(j) “Service” means, for the purposes of this SSTC, any of the Software Service, Standard Hosting 
Services and/or Technical Support Services. 
 
(k) “Service Class” means the service level commitment included as part of Standard Hosting Services, 
as described in the Service Class Manual, and purchased by Customer as part of the Hosted Solution. 

(l) “Service Class Manual” means the latest version of the manual describing the Service Classes, as 
posted by Iron Mountain at: http://www.ironmountain.com/utility/legal/hyland-acceptable-use- language 

(m) “Software” means Host Vendor’s proprietary software products included from time to time in the 
Hosted Solution, including third party software bundled by Host Vendor together with Host Vendor’s 
proprietary software products as a unified product. 

(n) “Software Service” means the Iron Mountain Hyland Subscription service and associated 
Documentation specified in the Order Form. 

(o) “Standard Hosting Services” means the Hosting Services described in the Process Manual as being 
standard hosting services. 

(p) “Subscription Period” means the period commencing with the start date and expiring on the end 
date specified in the applicable Schedule. 

(q) “Term” means the term of this SSTC as defined in Section 2. 

(r) “Technical Support Services” means the services described in the Service Class Manual. 

http://www.ironmountain.com/utility/legal/hyland-acceptable-use-language
http://www.ironmountain.com/utility/legal/hyland-acceptable-use-
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(s) “Third Party Software” means all third party software products (other than third party software 
products bundled by Iron Mountain as a part of the Software) licensed by Iron Mountain and sublicensed 
through this SSTC by Iron Mountain to Customer as part of the Hosted Solution. 

(t) “User” shall mean the Customer and Affiliates’ employees and contractors who use the Service 
through User IDs issued in a manner contemplated by this SSTC. 

(u) “User Testing Environment” means a separate instance of the Software and Third Party Software 
(including Customer Data) hosted by Iron Mountain on the Network for Customer, for use by Customer 
solely with production data in a non-production environment for the limited purpose of functional and 
performance testing of the Software and environment and Third Party Software. 

2. Term. The Term of this SSTC (the “Term”) shall commence on the date of the execution of the first 
Schedule for the Service and continue until all outstanding Subscription Periods under Schedules for the 
Software Service expire or until this SSTC is terminated in accordance with the FAMS. Expiration or 
termination of one Schedule shall not affect any other Schedule, unless the SSTC as a whole is terminated 
pursuant to the FAMS. 

3. Subscription. 

3.1 Subscription Procedure. Customer will subscribe to the Software Service under one or more 
Schedules. The features of the Software Service and the terms and conditions applicable to that order are 
specified in the Schedule. In the event of any conflict between this SSTC and a Schedule, this SSTC shall 
control. 

3.2. Initial Service. Iron Mountain will provide the Software Service described in any Schedule to 
Customer for the Subscription Period specified therein according to such Schedule and this SSTC. 
3.3. Additional Service. Additional Schedules may be entered into by the Parties to subscribe to 
additional or different features of the Software Service. Unless designated as replacing a specific outstanding 
Schedule, a new Schedule will be considered in addition to currently outstanding Schedules. 

3.4 User and Technical Documentation. The Service contains online Documentation describing the 
operation of the Software Service under normal circumstances, which shall constitute Iron Mountain’s 
Confidential Information, as defined in the FAMS. 
 
4. Certain Responsibilities and Obligations of Customer. 

4.1 (a) Customer may not retain any third party contractor as a provider of services to Customer 
(“Contractor”), other than for capturing, storing, processing and accessing Customer’s own Data in 
fulfillment of the Contractor’s contractual obligations as a service provider to Customer and only if such 
Contractor and Host Vendor have executed an agreement in a form acceptable to Iron Mountain; and (b) 
Customer will comply with Host Vendor’s Acceptable Use Policy, as in effect from time to time, a copy of 
the current form of which is available at: http://www.ironmountain.com/utility/legal/hyland-acceptable-use-
language 
 
4.2 Customer is responsible for obtaining and maintaining all software, hardware (including without 
limitation network systems), telephonic or other communications circuits, and internet service provider 
relationships that are necessary or appropriate for Customer to properly access and use the Hosted Solution. 
Iron Mountain and Host Vendor shall have no responsibility or liability under this SSTC for any unavailability 
or failure of, or nonconformity or defect in, the Hosted Solution that is caused by or related in any manner 
to any failure of Customer to obtain and maintain all such software, hardware, equipment and relationships. 

5. Fees & Payment. Customer will pay an annual subscription fee as set forth in the applicable Schedule 
(“Subscription Fee”) for the Software Service, including the Licensing Subscription Fee and the Hosting Fee set 

http://www.ironmountain.com/utility/legal/hyland-acceptable-use-language
http://www.ironmountain.com/utility/legal/hyland-acceptable-use-language
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forth therein. All other terms and conditions governing the payment of fees, including, without limitation, any late 
payment provisions, are set forth in the FAMS. 

6. Permitted Use. Subject to the terms and conditions of this SSTC, Iron Mountain agrees to and hereby 
grants to Customer a revocable, non-exclusive, non-assignable, limited license to use the Software and Third 
Party Software, in machine-readable object code form only, for the Subscription Period in accordance with the terms 
of this SSTC, the relevant Schedule and the FAMS. Further, Customer is granted the following usage rights 
as stated below for the Services described in the Schedule(s). 

6.1 Customer may use the Software and Third Party Software only as part of the Hosted Solution, 
solely for use by Customer internally, and only for capturing, storing, processing and accessing Customer’s 
own Data. The Software and Third Party Software are licensed to Customer for use by a single organization 
and may not be used for processing of third-party data as a service bureau, application service provider or 
otherwise. Customer will not permit or authorize any person, legal entity, or other third party to use the 
Hosted Solution except as otherwise expressly permitted under the terms of this SSTC. Customer shall not 
make any use of the Software or Third Party Software in any manner not expressly permitted by this SSTC. 
Customer agrees not to remove any Iron Mountain or Host Vendor notices in the Software or any copyright, 
trademark or other proprietary rights notices that appear on the Third Party Software or that appear during use 
of the Third Party Software. 
6.2 Customer acknowledges that the licenses granted herein are limited to the right of concurrent access 
to the Customer Data via telecommunications equipment by web browser or Software application to the Host 
Web Site. Customer acknowledges that each module of the Software is licensed for a specific type of use, 
such as concurrently or on a specified workstation or by a specified individual and that the Software controls 
such use. Software products that are volume- restricted will no longer function when the number of images 
processed during the Subscription Period exceeds the maximum number of images per year (the “Volume 
Level”). Customer may choose to purchase a higher volume level at any time. Customer may not circumvent 
or attempt to circumvent this restriction by any means, including but not limited to changing the computer 
calendars. Use of software or hardware that reduces the number of clients directly accessing or utilizing the 
Software (sometimes called “multiplexing” or “pooling” software or hardware) does not reduce the number 
of Software licenses required. The required number of Software licenses would equal the number of distinct 
inputs to the multiplexing or pooling software or hardware. Customer is prohibited from using any software 
other than the Software client modules or licensed API modules to access the Software or any data stored in 
the Software database for any purpose other than generating reports or statistics regarding system utilization, 
unless Iron Mountain has given its prior written consent to Customer’s use of such other software and the 
Licensing Subscription Fee and the Hosting Fee have been adjusted to reflect such additional Software and 
Customer pays such additional Licensing Subscription Fee and the Hosting Fee with respect to such access to 
the Software or data stored in the Software database in accordance with the Host Vendor’s licensing policies 
applicable to the Software modules that provide access to the Software application modules and data stored 
in the Software database. 

6.3 Accessing User Accounts. Iron Mountain will issue User IDs needed by Customer to access and use 
the Service features specified in the applicable Schedule during the Subscription Period. Customer is 
responsible for all activity occurring under its User IDs. Customer may request Iron Mountain to add/drop 
User IDs as reasonably needed to accommodate changes in Customer workforce. Customer is not entitled to 
a refund for any unused or unassigned User IDs. 

6.4 Data Preparation & Configuration. Customer will use commercially reasonable efforts to ensure 
that: (i) Data is in proper format as specified by the Documentation; (ii) its Users are familiar with the use and 
operation of the Software Service, and (iii) no other software, data or equipment has been introduced by 
Customer. Iron Mountain will load the Data provided in the format specified and configure the Software 
Service as part of the Subscription Fee; any additional data preparation or manipulation required by Iron 
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Mountain to load Data will be billed at general service rates specified on the Schedule. Customer is 
responsible for updates to its internal processes as needed to operate the Software Service and any updates 
in Customer's computing environment. 
6.5 Evaluation Use. In the event that Customer is provided with an evaluation license during a trial 
period (“Trial Period”) as set forth in an applicable Schedule, Customer shall be entitled to use one (1) 
production copy of the Software and Third Party Software. Further, Customer may purchase limited access 
to a Sandbox Environment or a User Testing Environment, or both. Customer acknowledges and agrees that 
it shall use only non-production data in the Sandbox Environment, and that Iron Mountain, Host Vendor and 
its suppliers shall have no liability, direct or indirect, with respect to any loss or breach of confidential 
information with respect to data used or ingested into the Sandbox Environment or a User Testing 
Environment. Customer’s sole recourse in the event of any dissatisfaction with the Sandbox Environment or 
a User Testing Environment is to stop using the Sandbox Environment or a User Testing Environment, as 
Iron Mountain, Host Vendor and its suppliers make no representations that the Sandbox Environment or a 
User Testing Environment, or the Software or Third Party Software provided therein will perform or conform 
to any Documentation or statement, either written or verbal. IRON MOUNTAIN, HOST VENDOR AND 
ITS SUPPLIERS MAKE NO WARRANTIES WITH RESPECT TO THE SANDBOX ENVIRONMENT, 
USER TESTING ENVIRONMENT OR THE SOFTWARE OR THIRD PARTY SOFTWARE PROVIDED 
THEREIN AND THEY ARE PROVIDED “AS IS”. Iron Mountain reserves the 
right to further define the permitted use(s) and/or restrict the use(s) of the Sandbox Environment and User 
Testing Environment. Customer shall not make or use any additional copies of the Software or Third Party 
Software. 

6.6 Ownership. Host Vendor and its Suppliers own the Software, Third Party Software, any and all 
computer hardware and telecommunications or other equipment and computer software, including the Host 
Web Site and the Network, and including, without limitation, any and all worldwide copyrights, patents, 
trade secrets, trademarks and proprietary and confidential information rights in or associated with the 
components of the Hosted Solution. The Software, Third Party Software and other software components of 
the Hosted Solution are protected by copyright laws and international copyright treaties, as well as other 
intellectual property laws and treaties. THIS SSTC IS NOT A WORK-FOR-HIRE AGREEMENT. At no 
time will Customer file or obtain any lien or security interest in or on any components of the Hosted Solution. 

6.7 Limitations. The Hosted Solution is not fault-tolerant and is not guaranteed to be error free or to 
operate uninterrupted. The Hosted Solution is not designed or intended for use in any situation where failure 
or fault of any kind of the Hosted Solution could lead to death or serious bodily injury to any person, or to 
severe physical or environmental damage (“High Risk Use”). Customer is not licensed to use the Hosted 
Solution in, or in conjunction with, High Risk Use. High Risk Use is STRICTLY PROHIBITED. High Risk 
Use includes, for example, the following: aircraft or other modes of human mass transportation, nuclear or 
chemical facilities, life support systems, implantable medical equipment, motor vehicles, or weaponry 
systems. Customer agrees not to use, distribute or sublicense the use of the Hosted Solution in, or in 
connection with, any High Risk Use. Customer agrees to indemnify and hold harmless Iron Mountain and 
Host Vendor from any third-party claim arising out of Customer’s use of the Hosted Solution in connection 
with any High Risk Use. 

6.8 Reservation of Rights. Iron Mountain expressly reserves all rights in the Services not specifically 
granted to Customer. It is acknowledged that all rights, title and interest in the Services will remain with Iron 
Mountain (or third party suppliers, if applicable) and that the Software Service is licensed on a subscription 
basis to Customer. Customer expressly reserves all rights in the Data, except the limited right of Iron Mountain 
to use the Data for the sole purpose of providing the Service features for Customer’s benefit and only during 
the Subscription Period. Unless specifically agreed in writing, each Party's exclusive ownership rights extend 
to any update, adaptation, translation, customization, compilation or derivative work thereof. 
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6.9 Open Source Software. Customer acknowledges that, depending on the Software or Third Party 
Software licensed, the Software or Third Party Software may include open source software governed 
by an open source license, in which case the open source license (a copy of which is provided in the Software, 
Third Party Software, or related documentation) may grant you additional rights to such open source 
software. 

6.10 AccuZip. The optional AccuZip component of the OCR for AnyDoc and AnyDoc EXCHANGEit 
Software products contains material obtained under agreement from the United States Postal Service (USPS) 
and must be kept current via an update plan provided by Iron Mountain to maintain Customer’s continued right 
to use. The USPS has contractually required Host Vendor to include “technology which automatically 
disables access to outdated [zip code] products.” This technology disables only the AccuZip component and 
is activated only if AccuZip is not updated on a regular and timely basis. Iron Mountain regularly updates 
the zip code list as part of Hosted Solution Support for the AccuZip module. 

7. Hosting Services. Customer acknowledges and agrees that Iron Mountain shall subcontract to Host 
Vendor the provision of all Hosting Services and fulfillment of all other obligations under this Section 7. 

7.1 Hosting. Iron Mountain (through the Host Vendor) will host the Hosted Solution commencing on 
the Date specified in the Schedule, subject to and in accordance with the terms of the Process Manual and 
Service Class Manual. The initial Service Class purchased by Customer will be as set forth in Customer’s 
initial purchase order. Customer may upgrade the Service Class at any time, but may downgrade such Service 
Class only after the expiration of the then current Subscription Period. In the event Customer elects to 
downgrade such Service Class, such downgrade will not be effective until the beginning of the next 
Subscription Period. To modify a Service Class selection, Customer and Iron Mountain must execute a 
mutually acceptable Schedule indicating the new Service Class. 

7.2 Process Manual and Service Class Manual. Iron Mountain has delivered or otherwise made 
available current copies of the Process Manual and Service Class Manual to Customer. Iron Mountain will 
have the right to modify the Process Manual and the Service Class Manual (including the right to issue an 
entirely restated version of each Manual) from time to time. 

8. Support Services. Iron Mountain shall use commercially reasonable efforts to provide the Technical 
Support Services substantially as presented therein (the “Service Commitment”). Support requests are triaged by 
an Iron Mountain representative assigned to the company support pool. Upon initial review, the support request 
is categorized and assigned to the appropriate support group. Technical requests will be assigned to the 
engineering support group and Customer account requests will be assigned to the administration support group. 
Support Services do not include preparation of Data, configuration or customization of Software Service features 
needed to function in Customer's production environment. 

8.1 Support Services. 
 
8.1.1. Call-In Support. Iron Mountain will provide call-in Support Services during normal hours 
of operation (currently 8:00 a.m. to 8:00 p.m., Monday through Friday, UTC/GMT). In order to receive such 
call-in support service, Customer must: (A) communicate the error to Iron Mountain using its designated 
contact persons; and (B) Describe and document the reported error. 
Online Support. Iron Mountain will provide online Support Services via support website and email during 
normal hours of operation (currently 8:00 a.m. to 8:00 p.m., Monday through Friday, UTC/GMT). In order 
to receive such online support service, Customer must: (i)  communicate the support request to Iron 
Mountain; and (ii) adequately describe and document the reported error. At any time, Customer may check 
on an existing support request, view the name of the support group assigned to the request, the severity level 
and make additional follow on comments using the online support website. 

8.1.2. Off-hours Support. Although an Iron Mountain representative may not be available until 
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Normal Hours of Operation, Iron Mountain will provide call-in Support and online support systems to allow 
Customer to initiate a new support request or check on an existing support request, 24 hours a day, 7 days a 
week. Customer must follow the same support request procedures set forth in Sections 8.1.1 and 8.1.2. 

8.1.3. Response to Support Request. Response time is calculated from the time that Iron Mountain 
logs-in a service request in proper form from the Customer's authorized contacts. Service requests received 
after Normal Hours of Operation will be logged at the beginning of the next business day on which Iron 
Mountain is normally open for business. Iron Mountain will use reasonable efforts to respond to Support 
Service requests based on their level of severity. 

8.2 Errors in the Software. With respect to any Errors in the Software, Iron Mountain will engage Host 
Vendor to use commercially reasonable efforts to correct any Error, which may be affected by a commercially 
reasonable workaround. Iron Mountain shall promptly commence to confirm any properly reported Errors 
after receipt of the Error report from Customer. Host Vendor may correct any Error by updating or upgrading 
the Software included in the Hosted Solution to a new build or version. 

8.3 Network, Third Party Software or Host Web Site Defects. With respect to any defects (non- 
conformity to manufacturer’s provided user documentation) in the Network, Third Party Software or Host Web 
Site which are properly reported by Customer and which are confirmed by Iron Mountain or Host Vendor or 
its suppliers, in the exercise of their reasonable judgment, Iron Mountain will engage Host Vendor to use 
reasonable efforts to repair the defective component so as to correct the defect, or replace the defective 
component with a replacement component providing substantially similar functionality. Iron Mountain shall 
undertake to confirm any reported defects in the Network, Third Party Software or Host Web Site promptly 
after receipt of proper notice from Customer, in accordance with Iron Mountain’s then-current Error reporting 
procedures. 

8.4 Update, Upgrade, Change or Replacement of Components of the Hosted Solution. Customer shall 
receive bug-fixes, enhancements to existing functionality, and all new releases commensurate with the 
Software, as designated by Iron Mountain in its reasonable discretion, and at no additional charge. Iron 
Mountain or Host Vendor may update or upgrade the build or version of the Software used in the Hosted 
Solution from time to time at Iron Mountain’s expense. Host Vendor also may change, replace, update or 
upgrade the hardware or other software components of the Hosted Solution from time to time. Customer 
agrees to collaborate with Host Vendor and assist Host Vendor in connection with the completion of 
installation and testing of any update or upgrade of the Software. 
8.5 Exceptions. The Service Commitment does not apply to any inability to connect, suspension, 
termination or other performance issues of the Software Service, and neither Iron Mountain nor Host Vendor 
is responsible for providing, or obligated to provide, Support under the SSTC: (i) caused by factors outside 
of Iron Mountain’s reasonable control, including any Internet access or related problems beyond the 
demarcation point of the Software Service hosted networks; (ii) that result from any negligent or malicious 
actions or inactions of Customer or its Users; (iii) that result from Customer’s or its Users’ equipment, software 
or other technology and/or third party equipment; (iv) that result from any maintenance as provided for 
pursuant to the SSTC; or (v) arising from suspension or termination of Customer’s right to use the Software 
Service in accordance with the SSTC. 

8.6 Service Credits. 
 
8.6.1 Entitlement. In the event the Software Service does not meet the Service Commitment, 
Customer may receive a Service Credit as posted by Iron Mountain from time to time on a website designated 
by Iron Mountain. Iron Mountain will only apply Service Credits against future payments for the Software 
Service otherwise due from Customer. Iron Mountain’s sole liability and Customer’s exclusive remedy for 
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any failure to meet the Service Commitment is the receipt of a Service Credit (if eligible). 

8.6.2 Credit Request and Payment Procedures. To receive a Service Credit, Customer (for any 
User) shall submit a request through the Iron Mountain customer support group by phone or email. To be 
eligible, the credit request must be received by Iron Mountain by the end of the calendar month after which 
the incident occurred and must include: (i) the words “Credit Request” in the subject line; (ii) the dates and 
times of each incident that Customer is claiming; and (iii) the request logs that document the errors and 
corroborate the claimed outage, with any confidential or sensitive information removed or redacted. If such 
request is confirmed by Iron Mountain and is less than the Service Commitment, Iron Mountain shall issue 
the Service Credit to Customer within sixty (60) days following the month in which the request is confirmed 
by Iron Mountain. Customer’s failure to provide the request and other information as required above will 
disqualify Customer from receiving a Service Credit. 

8.7 Limitations. Neither Iron Mountain nor Host Vendor is responsible for providing, or obligated to provide, 
Hosted Solution Support under this SSTC: (1) in connection with any Errors, defects or problems that result 
in whole or in part from any of the following activities undertaken by any party other than Host Vendor: any 
alteration, revision, change, enhancement or modification of any nature of the Software, any Third Party 
Software, any components of the Network or the Host Web Site, or from any design defect in any configuration 
of any component of the Hosted Solution, unless any of the forgoing are a direct result of an item specified in 
the Documentation or are expressly permitted by Host Vendor in a writing signed by an executive authorized 
to so bind Host Vendor; (2) in connection with any Error in the Software or defect or problem in any other 
component of the Hosted Solution if Host Vendor has previously provided corrections for such Error or defect 
which the Customer fails to implement; (3) in connection with any Errors, defects or problems which have 
been caused by errors, defects, problems, alterations, revisions, changes, enhancements or modifications in 
any software, hardware or system or networking which is not a part of the Hosted Solution; (4) if the Hosted 
Solution has been subjected to abuse, misuse, improper handling, accident or neglect; (5) if any party other 
than Host Vendor or Iron Mountain has provided any services in the nature of maintenance or technical support 
to the Customer with respect to the Hosted Solution, or (6) in connection with any problems (other than Errors) 
related to the operation or use of the Software application programming interfaces (APIs). Support relating 
to the operation or use of APIs may be provided, on a case-by-case basis, as mutually agreed to in an 
applicable services proposal which outlines professional services for such support activities. 

9. Limitation Of Liability. IN NO EVENT SHALL IRON MOUNTAIN’S, HOST VENDOR’S OR 
THEIR SUPPLIERS’ LIABILITY EXCEED THE AMOUNT OF THE FEES AND CHARGES ACTUALLY 
PAID BY CUSTOMER TO IRON MOUNTAIN FOR THE SERVICES DESCRIBED IN THIS SSTC 
DURING THE SIX (6) MONTH PERIOD IMMEDIATELY PRECEDING THE OCCURRENCE OF THE 
EVENT GIVING RISE TO SUCH LIABILITY. IN NO EVENT SHALL Iron Mountain, HOST VENDOR 
OR THEIR DIRECT OR INDIRECT SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, 
INCIDENTAL, CONSEQUENTIAL OR PUNITIVE DAMAGES OR OTHER PECUNIARY LOSS, 
INCLUDING BUT NOT LIMITED TO LOSS OF BUSINESS PROFITS, BUSINESS INTERRUPTION, LOSS 
OF DATA OR INFORMATION OR THE COST OF RECOVERING SUCH DATA OR INFORMATION, THE 
COST OF SUBSTITUTE SOFTWARE, HARDWARE OR SERVICES, OR CLAIMS BY THIRD PARTIES, 
ARISING OUT OF OR IN CONNECTION WITH THIS SSTC OR ANY USE OR INABILITY TO USE THE 
HOSTED SOLUTION, EVEN IF IRON MOUNTAIN OR SUCH SUPPLIERS HAVE BEEN ADVISED OF 
THE POSSIBILITIES OF SUCH DAMAGES. ADDITIONALLY, IN NO EVENT SHALL MICROSOFT 
CORPORATION, AS A SUPPLIER TO HOST VENDOR, BE LIABLE FOR ANY DAMAGES. 

FOR CUSTOMERS THAT PROVIDE HEALTHCARE SERVICES: IF CUSTOMER USES THE HOSTED 
SOLUTION IN A CLINICAL SETTING, CUSTOMER ACKNOWLEDGES THAT THE HOSTED 
SOLUTION IS AN ADVISORY DEVICE AND IS NOT INTENDED TO SUBSTITUTE FOR THE 
PRIMARY DEFENSES AGAINST DEATH OR INJURY DURING MEDICAL DIAGNOSIS, 
TREATMENT OR SIMILAR APPLICATIONS, WHICH DEFENSES SHALL CONTINUE TO BE THE 
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SKILL, JUDGMENT AND KNOWLEDGE OF THE CUSTOMER’S USERS OF THE HOSTED 
SOLUTION. 

10. Miscellaneous Provisions. 

10.1 Survival of Obligations. The provisions of this SSTC that by their nature or express terms extend 
beyond the termination or non-renewal of this SSTC will survive and remain in effect until all obligations 
thereunder are satisfied. All disclaimers of warranties and limitations of liability set forth in this SSTC will 
survive any termination or non-renewal of this SSTC. 

10.1.1. Third Parties. Nothing herein expressed or implied is intended or shall be construed to confer upon 
or give to any person or entity, other than the parties hereto, any rights or remedies by reason of this SSTC; 
provided, however, that Host Vendor and third party suppliers of software products bundled with the 
Software are third party beneficiaries to this SSTC as it applies to their respective services or software 
products. 
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