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Key Takeaways
	> Uncategorised data carries an incalculable risk. Performing information 

discovery and unification processes will help an organisation understand 

the privacy and compliance risk associated with its stored information. 

	> Discovery is the first step towards understanding information 

assets. Only when data has been categorised is it possible to 

apply policies for its retention or destruction – the latter of which 

can generate significant cost savings in storage costs. 

	> Information is only of value when it is accessible. Information discovery 

ensures that not only is information appropriately categorised, but 

that it can also be searched and retrieved when needed.   

	> Physical information assets require specialised management practices. 

The process of searching, categorising, and managing paper and magnetic 

media assets requires careful handling to ensure it is properly protected. 

	> Physical information degrades without proper protection. 

Thorough discovery processes are essential for determining how 

information assets should be stored to ensure their longevity. 

	> Once data is discovered, it can be properly valued. Data discovery processes 

allow the value of data to be unlocked through its application within new 

or existing business services, such as for the training of AI systems. 
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Information is a critical asset of the modern business age. 

But like with most assets, harnessing information’s value 

requires it to be first discovered, categorised, and made 

accessible.  

Unfortunately, many organisations today are  

swimming in a sea of data that is disorganised, 

uncategorised, and undiscoverable, meaning its value 

is effectively zero. 

Worse still is the likelihood that disorganised information can 

become a liability thanks to storage costs and the potential 

regulatory and legal risk associated with its content – 

particularly personally identifiable information (PII). 

Failure to properly handle PII or to dispose of it as required 

can lead to fines and other sanctions, and this same 

information can also pose an existential threat should it fall 

into the wrong hands.

For example, under the Australian Privacy Act, serious or 

repeated privacy breaches can result in penalties of up to 

millions of dollars. In New Zealand, the Privacy Act 2020 

also imposes significant fines for non-compliance.  

The journey from cost to value 

According to IBM’s Cost of a Data Breach Report 2024, 

the average cost of a data breach in Australia has 

reached a record high of AUD $4.26 million, a 27% 

increase since 2020. However, the total cost of a data 

breach in Australia and New Zealand can be much more 

expensive, once factors such as legal fees, notification 

costs, compensation, and reputational damage are 

accounted for. 

Without robust information governance, 
organisations are putting information 
security at-risk with the increased 
possibility of regulatory breaches. 
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The risk of known unknowns 

Nothing poses a greater risk than the unknown, and 

when it comes to many organisations’ information 

stores, ‘unknown’ is a common description of their 

contents. This is why the first stage in effective 

information management is discovery. This process can 

determine exactly what information an organisation is 

storing and assess the risk it poses.

As mentioned, one of the most common sources of 

information risk comes from the improper storage of 

personally identifiable information (PII). Governments 

in Australia, New Zealand and around the world have 

implemented strict regulations for what personal data  

can be retained, how it needs to be protected, and how 

long it can be held for, with significant penalties for 

breaches of these rules. 

These rules apply regardless of the format within which 

information is stored, meaning it is important to have 

robust protection and management processes in place 

for all information types, including physical security and 

access control. 

If personal information is being held in paper format 

sitting in a box in an unsecured location, all it takes is for 

a curious employee, contractor, or other third party to 

lift the lid and look inside, and that organisation will have 

become involved in a potentially costly data breach. 

Another challenge posed by disorganised and 

uncategorised information occurs when the organisation 

has a need to find specific records. This is at best an 

inconvenience, and one that can become costly should  

the organisation be searching for information at the 

request of a regulator or during legal proceedings, where 

failure to produce this information can result in financial 

penalties and damage to brand reputation.  

In legal proceedings, for instance, failure to comply with 

eDiscovery requests can lead to adverse inferences and 

substantial fines, potentially costing organisations tens  

or hundreds of thousands of dollars per instance.  

 

Also, a damaged brand reputation can cause a loss  

of customer trust and loss of revenue. 

The risks of disorganised and uncategorised information 

can also apply directly to the information asset itself. 

For example, paper degrades over time, and the choice 

of a substandard storage environment can lead to those 

records being damaged by environmental factors such as 

mould and vermin. 

These risks aren’t restricted just to paper-based records. 

The early days of computing saw high volumes of data 

stored on various formats of magnetic media, such as 

tapes and hard drives – both of which can degrade much 

faster than their paper-based equivalents.  

Some data types also require a secure chain of custody, 

meaning that the data’s owners can prove that the data 

has not been tampered with. Lack of knowledge about 

information assets makes it challenging to establish and 

maintain a secure chain of custody, increasing the risk of 

unauthorised access or tampering.

And all data carries costs for storage, be that in onsite or 

offsite physical facilities. Storing physical records requires 

valuable space, specialised equipment, climate control, 

and staff to manage it all. Reducing unnecessary onsite 

storage offers significant potential for cost savings and 

reduces risks. 

Essentially every unlabelled and uncategorised box of 

files, tapes, or hard drives represents a potential risk.
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Thankfully, these risks can be alleviated through the 

application of appropriate classification procedures, the 

first stage of which is a comprehensive data discovery 

program. For paper-based records, this can start by having 

trained professionals flip the lids on storage cartons to see 

what’s inside. 

This process takes a high degree of skill to confidently 

assess the contents of a record and determine whether 

it contains PII or other forms of regulated information. 

The results of this initial assessment can then be used to 

determine whether the same process should be applied  

to the remainder of the stored information. 

This discovery process is the first step in a broader activity 

known as data lifecycle management (or within the 

industry, as data sentencing) and describes the systemic 

classification, retention and disposal of data throughout its 

lifecycle. Its purpose is to maximise the value of data during 

its useful life while minimising the risks and costs associated 

with retaining unnecessary and/or outdated records. 

Effective data sentencing ensures that an organisation is 

compliant with regulatory requirements but also delivers 

additional benefits through reducing storage costs and 

improving information integrity and accessibility. 

A likely consequence of this discovery exercise is the 

realisation that paper and other legacy media formats are 

no longer fit for purpose, and that the best way forward is 

to translate that information into updated digital formats 

through scanning and analysis. 

While scanning one document is relatively straightforward, 

this process can easily demand scanning of thousands or 

tens of thousands of documents. 

A process of discovery

This task is also generally not just limited to 

creating an electronic copy – there is also the 

need to interpret that data in a way that makes it 

discoverable and searchable. 

These tasks seem straightforward but actually 

demand significant skill to ensure that information 

is accurately translated from one format to 

another. This includes ensuring that this process 

does not in any way damage the integrity of the 

documents through poor sorting and management 

procedures. 

It is also worth remembering that physical files 

have significant weight and space requirements. 

One file may weigh only a few grams, but hundreds 

or thousands of files can weigh tonnes and occupy 

roomfuls of space. Examining and digitising 

files requires significant space, and also poses 

a physical risk to the safety of the personnel 

handling them. 

And as mentioned, paper records and magnetic 

storage (and the cardboard boxes they are often 

stored in) can degrade over time, meaning that 

implementing data lifecycle management can be  

a race against time. 

All of these factors mean that for almost all 

organisations the process of discovery is one that 

requires specialised skill sets and capabilities that 

may be well beyond their own abilities. 
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From risk to value 

This discovery process can go a long way towards 

reducing the information storage related risks, but it 

can also bring additional upside. 

The first benefit is through potential reductions in storage 

costs. Once data has undergone the process of discovery, 

it is possible to make an informed assessment of whether 

it should be retained or not. It is common to discover that 

many records are redundant, obsolete, or trivial (colloquially 

known as ROT- redundant, obsolete, trivial) and hence 

should not be stored. ROT data should be securely disposed 

of following proper procedures. 

Data discovery ensures that information can be more easily 

searched and retrieved when needed, such as for research 

purposes or to meet the requirements of investigations or 

other regulatory interventions. 

This process of discovery also provides organisations with 

the option to unify data sources, which can enhance their 

value by enabling them to be treated as a functional asset 

which can be analysed or used as the basis of new services. 

At the very least, making data more accessible in this way 

reduces the time and frustration that many staff encounter 

when looking for older records. 

Organisations with long histories, evolving data formats, 

or mergers and acquisitions face additional challenges in 

unifying disparate information sources.

However, further complications can arise when an 

organisation has been in existence for many years and has 

changed document types and storage formats over that 

time, or when it has acquired other businesses and inherited 

their unique information storage practices and formats – all 

of which need to be interpreted and brought together. 

These unification exercises help to ensure that 

organisations are better placed to manage future regulatory 

changes. Governments around the world are constantly 

examining and tightening data privacy rules as they strive 

to protect their citizens, which can leave organisations 

struggling to adapt to shifting regulatory regimes.

A well-structured data program provides peace of mind and 

mitigates compliance risks. 

The sooner an organisation can get its 
data retention and storage program 
in order, the sooner its executives can 
feel confident that they will not fall 
foul of regulatory intervention.
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For more than 20 years, Iron Mountain has assisted 

organisations in Australia and over 70 countries around 

the world to discover and unify their data assets, helping 

them save countless dollars in storage costs, improve 

data accessibility, and reduce risks from improper data 

retention practices. 

A key component of this capability is Iron Mountain’s 

expertise in managing physical data formats in the form  

of paper files and magnetic media. 

Iron Mountain’s Discover process brings extensive 

experience in the manipulation of and processing of 

physical information assets, including the use of dedicated 

offsite processing facilities that can ensure data retains its 

integrity and remains secure at all times. 

Iron Mountain has the skills and procedures necessary 

to ensure that data stored in all formats can be 

properly handled and assessed, including its translation 

into newer electronic formats, or its safe destruction. 

This expertise also extends to the detailed interpretation 

of the contents of records to determine whether they 

contain personal records or other forms of regulated 

data, with the ability to assess whether such data is being 

retained in contravention of local regulations.  

Iron Mountain can create a singular asset that delivers 

new levels of visibility to the organisation’s information 

resources, creating the potential for improved workflows 

and revenue-generating services. 

This expertise has been called upon by numerous 

organisations around the world, where Iron Mountain 

has helped them protect and categorise repositories 

of sensitive data. One instance at a US health research 

organisation required Iron Mountain to assess four floors 

A history of information excellence

of commingled, historical, and fragile physical records 

including patient records stretching back 72 years.  

Iron Mountain’s Smart Sort service was used to identify, 

sort, and increase file-level visibility, determining which 

records required destruction or relocation to a secure 

facility. 

Similarly, Iron Mountain has helped organisations like 

Birmingham City University (BCU) navigate complex 

information management challenges. BCU needed to 

relocate its extensive archive while preserving historical 

records, ensuring compliance, and freeing up campus 

space. Iron Mountain provided secure storage, digitised 

over 875,000 images, and enabled online access to 

records. This protected BCU’s historical documents, 

improved accessibility, and enhanced risk management. 

This case study exemplifies the value of Iron Mountain’s 

information transformation framework, particularly 

the Discover and Unify stages. By implementing secure 

storage and digitisation, BCU effectively discovered its 

information assets. By consolidating and centralising 

its records, BCU unified its information, enabling easier 

access and management. This demonstrates how Iron 

Mountain helps organisations achieve greater efficiency, 

security, and compliance. 

This unified information source can prove incredibly 

useful for those organisations that are seeking to train 

artificial intelligence systems that are especially suited 

to their specific business environment. 

/07



From uncertainty to mitigation 

In the realm of information management, ignorance is not bliss; it’s a liability. 

Only through operating a robust information discovery process that encompasses all forms of stored data can an 

organisation truly quantify the risk it faces and ensure that these are appropriately mitigated. 

Start your information transformation 
with Iron Mountain  

Let us help you gain more certainty in the data you hold through a process we call, information transformation. 

We help you discover, unify and govern your physical and digital assets so you can automate workflows, unlock valuable 

insights and maintain a compliant and digital-first approach to your organisation.  

Information transformation

Find out more about our approach to Information transformation.

View our short video
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1300 476 668  |  ironmountain.com/en-au

Contact us today to learn more about how strong data governance  
practices can transform your organisation.

Visit our website to find out more

Iron Mountain Incorporated (NYSE: IRM), founded in 1951, is the global leader for storage and information management 

services. Trusted by more than 220,000 organisations around the world, and with a real estate network of more than 

85 million square feet across more than 1,400 facilities in over 50 countries, Iron Mountain stores and protects billions 

of information assets, including critical business information, highly sensitive data, and cultural and historical artifacts. 

Providing solutions that include secure storage, information management, digital transformation, secure destruction, as 

well as data centres, art storage and logistics, and cloud services, Iron Mountain helps organisations to lower cost and risk, 

comply with regulations, recover from disaster, and enable a more digital way of working. 

Visit www.ironmountain.com/en-au for more information. 

About Iron Mountain

Over 90% of the Fortune 100
trust us to protect what matters most.

Trusted security
68 extrabytes of data under 
management.

Over 70 years experience
managing and protecting information.

Global scale
90M sq ft, 1,450 facilities 350MW data 
center capacity in 60+ countries.
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