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From technical debt to digital
dominance: Banking’s roadmap
for transformation

With economic growth expected to be modest going into The entire sector is focused on the new breed of young
2026, banks must find opportunities to grow profitability customers whose priorities include real-time payments,
and market share through process optimization, enhanced robust mobile capabilities, and Al-driven financial advice.
customer experiences, and automation. Artificial These digital natives are less loyal than the generations
intelligence (Al) is a key driver in all these areas, but the that preceded them. Success in reaching them will require

industry has much to do to lay the foundation technology continuous innovation and personalization. Here are seven
needed to realize Al's potential. Institutions that establish trends that we believe will dominate the industry through
a foundation of high-quality data and modern cloud the remainder of 2025 and 2026.

infrastructure will have an advantage.

7 trends in banking that will dominate through 2026
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1. Macroeconomic uncertainty 2. Alisa game-changer 3. Technical debt drags on 4, Operational efficiency is
drags on profits innovation no longer a luxury
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5. Embedded finance is an 6. Banks need to meet 7. The regulatory landscape
opportunity and a threat customers where they are grows more complex
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Macroeconomic uncertainty

B :
rags on profits
The good news is that inflationary pressures have
subsided. However, the geopolitical environment has
created uncertainties that complicate long-term planning.
Most experts are calling for GDP growth of between 1.5%
and 2% in the U.S., but forecasting is complicated by the
unpredictability of tariffs and tensions between the Trump
administration, regulators, and the Federal Reserve.

Net interest income for U.S. banks is expected to decline
due to higher deposit costs stemming from increased
competition and consumer reluctance to take on more
credit in an uncertain environment. Non-interest income
derived primarily from fees is an area of opportunity.
Banks are experimenting with innovative pricing and
expanding value-added services in retail banking,
payments, and wealth management.

These initiatives come with a cost in the form of elevated
expenses for technology and talent. Deloitte expects the
industry's average efficiency ratio to hover around 60%,
up from a low of 56% in 2018. Commercial real estate
(CRE) is a particular concern for regional banks. The net
charge-off rate for those loans has been trending
upward for the last three years, although it is well

below its 2010 high.

Large, diversified banks have an edge in an uncertain
environment thanks to their multiple revenue streams,
brand presence, and liquidity. Mid-size and regional banks
may face tougher competition for deposits and higher
CRE exposure.

"Suddenly, 2024's expectations of lower
inflation, falling rates, and sensible
deregulation gave way to 2025's worries
about stagflation, global recession,

and regulatory dysfunction.”

- Jack Henry, 2025 Strategy Benchmark

& Al is a game-changer across the board

Al will transform all aspects of banking from the back
office to the local branch. Citigroup has estimated that
Al could boost global banking profits 9% to $2 trillion
by 2028 by enabling efficiencies such as increased

approval rates, faster processing, and personalized
customer experiences.

Banks are already integrating Al into core functions,

such as fraud detection, risk management, reqgulatory
compliance, and loan processing. Technology can all but
eliminate manual tasks such as data entry and document
verification by extracting structured information from raw
text. Al minimizes human error, leading to more reliable
outcomes in underwriting and risk assessment. Its ability
to analyze vast amounts of data from a wide range of
sources yields more accurate credit assessments and
better lending decisions.

Generative Al is also driving a new era of hyper-
personalized banking. The robotic customer interactions
that online banking fostered 30 years ago can be
replaced by empathetic, conversational services tailored
to individual needs. Data analytics, Al-powered agents,
and embedded finance platforms can deliver proactive
recommendations, while customer-facing employees can
be freed from paperwork to engage with customers.

"Al'is ushering in a new era, restoring
banks as trusted financial consultants
and deepening relationships through
personalized advice and experiences.”

- Accenture, Top 10 banking trends
in 2025 and beyond

335 Technical debt drags on innovation

Banks were some of the first businesses to adopt
computers in the 1960s. Now that legacy infrastructure
has become a problem. Aging legacy infrastructure is
plagued by fragmentation and incompatibility, hindering
banks" ability to collect high-quality data essential for Al
training. Technical debt, which is the future burden created
by choosing a quick solution today instead of a better but
more time-consuming one, has created a backlog of fixes
that needs to be worked down.

Forbes Insights reported that nearly six in 10 banking
leaders believe legacy infrastructure is the top challenge
impeding their business growth. Jack Henry estimates
that 90% of the average technology budget goes to
maintaining current systems, with only 10% invested in
growth initiatives.
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https://www.deloitte.com/us/en/insights/industry/financial-services/financial-services-industry-outlooks/banking-industry-outlook.html?cid=943
https://www.citigroup.com/global/insights/ai-in-finance
https://www.aba.com/-/media/documents/industry-insights/2023-thoughtmachine-banking-at-a-crossroads-the-threat-of-legacy-infrastructure.pdf?rev=6ce18fa56f0547e5a8c8433b50aef931
https://discover.jackhenry.com/2025-strategic-priorities-benchmark-study
https://discover.jackhenry.com/2025-strategic-priorities-benchmark-study
https://www.accenture.com/us-en/insights/banking/top-10-trends-banking-2025
https://www.accenture.com/us-en/insights/banking/top-10-trends-banking-2025
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Al may be salvation. Generative Al is proving valuable as

a tool for rewriting legacy code to conform to modern,
cloud-native constructs. Banks migrating to the cloud can
leverage a wide range of analytics and Al tools at low cost,
eliminating the need for lengthy startup times. Open-
source software is now being widely adopted by banks as
a compelling alternative to expensive proprietary licenses
and support fees. Small language models can be cheaply
and easily trained for specific tasks with significantly
lower overhead.

"While many banks have been slowly but
surely chipping away at their tech debt,

it has been an albatross around bank
leaders’ necks for at least three decades.”

S5

With revenue growth expected to remain elusive, banks are
focusing on sustainable cost transformation and fostering
a cost-conscious culture.

Key initiatives include:

Moving beyond activity-based costing to cost trans-
parency, providing a comprehensive understanding
of expenses that enables better decision-making and
resource allocation.

Accelerating the use of automation and machine
learning tools to digitize manual processes and im-
prove productivity. Al “agents,” which are autonomous
software programs that perform tasks, make decisions,
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and continually improve processes with little or no
human oversight, are an exciting new development.

Embedding risk and compliance controls early in
digital transformation projects to minimize the need to
make changes after the fact in response to problems
or regulatory changes.

Continuously tracking projects against business
goals while holding teams accountable for
meeting cost targets.

Intelligent automation has significant potential. Al-
powered financial data extraction, validation, accounts
payable, and invoice processing reduce labor costs and
error rates. End-to-end workflow automation supported by
Al agents can significantly streamline paper-based legacy
processes. Natural language processing now enables
chatbots to engage customers in rich conversations.

"Al agents have helped 82% of financial
institutions reduce operational costs.”

The integration of financial services into non-financial
platforms like retail apps or ride-sharing services is both a
promising opportunity and a growing threat to traditional
banks. The transaction value of embedded finance will
total $7 trillion in 2026, accounting for 10% of U.S.
financial transactions,

Embedded finance allows banks to expand beyond
traditional channels to reach new customer segments.
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https://www.bain.com/about/media-center/press-releases/2022/embedded-finance-transaction-value-to-more-than-double-to-$7-trillion-in-us-by-2026-but-financial-institutions-must-move-quickly-to-keep-upbain--company-and-bain-capital-report/
https://www.bai.org/banking-strategies/agentic-ai-is-poised-to-transform-bankings-core-functions/
https://www.bai.org/banking-strategies/agentic-ai-is-poised-to-transform-bankings-core-functions/
https://www.deloitte.com/us/en/insights/industry/financial-services/financial-services-industry-outlooks/banking-industry-outlook.html?cid=943

Seamless, always-on banking experiences drive loyalty
and higher engagement while opening up new revenue
streams in areas like payments, lending, and account
issuance in digital ecosystems.

However, there are risks. If fintechs and e-commerce
platforms control the user experience, banks can become
invisible utilities. Reduced access to user data limits cross-
selling opportunities and personalization. It also exposes
banks to margin pressure, as tech partners often demand
a share of revenue or opt for leaner fintech alternatives.

Banks that adapt quickly by embracing open banking,
developing robust application program interfaces, and
forming strategic partnerships can thrive. Those that
lag behind may find themselves outpaced by more
agile players.

"Embedded payments and embedded
finance solutions are no longer
optional. They're competitive,

they're a competitive necessity.”

- BAI, Agentic Al is poised to transform
banking's core functions

Banks need to meet customers
where they are

For better or for worse, mobile apps now define customers’
digital experience. Personalization, convenience, and
transparency are table stakes, particularly for banks
looking to woo the new breed of millennial business
owners, 95% of whom bank online and more than 70% via
a mobile device, according to Apiture.

“Neobanks” such as Chime, Current, and Varo operate
entirely online with lower fees, innovative services, and
superior user experiences. Open banking is fostering
innovation by enabling financial institutions to use
customer-consented data for new products. Al can
empower banks to offer highly personalized services
ranging from customized savings plans to personalized
investment advice. Real-time payments provide both
speed and convenience as customers no longer have

to worry about whether a transaction was successfully
completed. Apture found that 38% of millennial business
owners would switch banks solely to gain access to real-
time payments.

These forces combine to create a significant opportunity
for banks that can move swiftly. They also threaten
community banks, whose traditional strength in customer
service may be compromised by large and technologically
savvy competitors.

"Generative Al promises to unlock
the next wave of personalized,
customer-centric innovation, driving
financial empowerments for all.”

- Accenture, Banking: The future is back

The requlatory landscape grows
more complex

A host of new reqgulations is keeping bank executives up
at night. Looming changes to Basel Ill Endgame rules will
create new standards for risk management and tighten
capital requirements for lending. The Consumer Financial
Protection Bureau's Personal Financial Data Rights rule is
expected to give consumers greater control over personal
data. The Trump administration’s deregulation philosophy
may ease compliance burdens but also exacerbate
systemic risk by encouraging lending activity to migrate
to nonbanks. Meanwhile, requlatory requirements on the
ethical and responsible use of Al must be factored into
projects that use customer data.

All of these pressures need to be accommodated while
banks also face competition from fintech and non-financial
entities. As cyber threats grow, protecting customer data
and securing transactions must also be top priorities.
Fraud losses are now the “top concern among all
respondents,” surpassing net interest margin compression,
according to Jack Henry. Investments in Al-driven
automation for compliance reporting, as well as threat
detection and fraud prevention, are essential.

“The combination of continued Federal
Reserve rate cuts, Trump’s pro-growth
agenda and expectations for streamlined
regulations creates an environment
primed for banks to go on offense.”

- PwC, Next in banking and capital markets 2025
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https://www.apiture.com/report-winning-market-share-among-millennial-run-small-businesses/
https://discover.jackhenry.com/2025-strategic-priorities-benchmark-study
https://www.accenture.com/content/dam/accenture/final/industry/banking/document/Accenture-Banking-Top-10-Trends-2025-Report.pdf#zoom=40
https://www.pwc.com/us/en/industries/financial-services/library/banking-industry-trends.html
https://www.bai.org/banking-strategies/agentic-ai-is-poised-to-transform-bankings-core-functions/
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Iron Mountain’s perspective

on banking trends

The banking industry is poised for significant
transformation driven by technological advancements,
evolving customer demands, and shifting economic

and reqgulatory conditions. To adapt and ensure
sustainable growth, bankers must proactively
address several key areas.

Banks must proactively address several key areas:

_______________________________________________

Accelerate Al
& tech modernization

_______________________________________________

Q

Adapt to evolving
customer expectations

....................

.......................

@ Accelerate Al and technology
modernization

Banks need to move beyond experimental generative

Al pilots to widespread adoption. This means resolving
long-standing technical debt and modernizing antiquated
legacy infrastructure. Generative Al can be a powerful
tool for rewriting old code and automating core system
conversions. Significant investments in robust data
management, back-office automation, and scalable cloud
computing environments support automated loan and
mortgage processing and paperless banking. The strategic
embrace of Al and modernization is not just an upgrade,
but a critical differentiator for competitive survival.

~  Prioritize data strategy and open
banking adoption

A digital transformation roadmap for financial services
can't succeed without high-quality and accessible
data. Many banks face challenges with data that is

Implement sustainable cost
management

_______________________________________________

Prioritize data strategy & Sioiod

[ 0100101

open banking oy

_______________________________________________

Eliminate paper & =
streamline processes =

___________________

________________________

fragmented, incompatible, and difficult to access. Data
guality improvement initiatives should focus on making
data consistent, current, and accessible. Open banking,
facilitated by secure APIs, can be a valuable mechanism
for aggregating disparate financial data from various
providers to assemble a comprehensive view of account
holders' preferences and behaviors. That can then be used
to deliver hyper-personalized experiences, enhance fraud
detection, and tailor product offerings.

a Eliminate paper and
:- .
N streamline processes

Many banks are seeing non-interest expenses outpace net
revenue growth, making cost management a top priority.
The solution is to scale Al and automation applications
across all functions, from back-office operations to
customer-facing interactions. A scalable, paperless
banking environment reinvents sequential processes

in parallel, enabling huge productivity gains. Al can
significantly reduce manual effort and drive cost savings
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by streamlining the lending journey, verifying identities for
tailored loan offers, automating payments, and enabling
real-time transactions. These features are crucial for
satisfying the expectations of digitally native customers,
and particularly the growing number of millennial-run
small businesses. Leveraging generative Al to rewrite
outdated legacy code can help banks quickly transition

to a more agile, productive, and cost-effective

operational model.

©

To achieve lasting financial health, cost management must
be an ongoing, ingrained discipline rather than a one-off
initiative. A key step toward cultivating a cost-conscious
culture is to leverage transparency tools like activity-based
costing combined with operational insights that pinpoint
the root causes of elevated expenses and suggest cost
optimization strategies. Secure cloud storage and hosting
for financial data is both less expensive and more secure
than on-site storage. Integrating risk and compliance

considerations early into transformation initiatives also
ensures that cost reductions are sustainable and mitigate
future reqgulatory fines or operational risks.

A

Modern banking demands customer-centricity. Digital
natives expect seamless, mobile-first, and highly
personalized banking experiences. Banks should strive
for fully digital customer onboarding and know-your-
customer solutions, invest in real-time payment options,
and intuitive digital interfaces that streamline transactions
and account opening processes. For employees struggling
to cope with the arrival of Al in the workplace, fostering a
culture of continuous learning can help them adapt to
new technologies and reimagine their work processes.
Failure should be seen as a learning experience, not a
liability. This dual focus on enhancing both customer and
employee experience is essential for building loyalty and
long-term success.




Impact on retail banking, commercial
banking, and wealth management

The traditionally conservative banking industry is being
turned upside down by changing customer expectations,
nonbank competition, intense requlatory scrutiny, and the
opportunities and threats presented by Al. “Business as
usual” is no longer an option. Banks must adopt a culture
of continuous innovation, risk-taking, and “fail fast” testing
that is more characteristic of Silicon Valley firms.

With decades of experience serving the financial services
sector, Iron Mountain understands the unique operational,

compliance, and technology demands of banking. From
retail and commercial banking to wealth management, the
company has worked closely with institutions to modernize
infrastructure, protect sensitive information, and enable
more agile, data-driven decision-making.

Here are the challenges and opportunities we see in the
three most significant critical segments of the banking
industry, and where the right transformation partner can
make a measurable impact.

Retail banking

Declining customer loyalty,
especially among millennials

Rising deposit costs and fee
regulation pressures

Al for fraud detection,
pricing innovation, and
mobile capabilities

Impact

Commercial banking

> Net interest margin pressure
and real estate risks

Nonbank fintechs disrupting
traditional credit roles

Embedded banking, real-time
payments, and open banking
opportunities

Retail banking

The retail banking sector has faced challenges to customer
loyalty since the advent of online banking, which has
diminished the importance of physical branches. Those
challenges will be amplified by the fickleness of tech-savvy
millennials, who exhibit a greater willingness to switch
financial institutions than their predecessors.

on banking
industry

Wealth management

> Generational wealth
transfer and ESG demand

Fintech competition
for client relationships

Al-driven personalization
and embedded finance
growth

Retail banks are also facing increased pressure on net
interest income due to elevated deposit costs, as well

as new reqgulatory scrutiny on service charges, such

as overdraft fees. These could threaten traditional
noninterest income streams. The sector is also on the
front lines of competition with digital-only “neobanks” and
fintechs, many of which offer lower fees and innovative
services. Like the rest of the sector, retail banks are also
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grappling with the burden of legacy infrastructure that
hinders their artificial intelligence initiatives.

Despite these hurdles, numerous opportunities exist.
Generative Al has demonstrated value in improving fraud
detection, risk management, and requlatory compliance. Al
can also help boost noninterest income by enabling retail
banks to develop new services and implement innovative
pricing strategies such as service bundling and tiered
accounts. Wealth management and investment banking
fees are also an opportunity. Digital transformation will be
crucial for community banks in particular, as they need to
invest in robust mobile capabilities, real-time payments,
and ancillary services such as investment advice and
financial planning.

Commercial banks are likely to benefit from steady GDP
growth and low unemployment, conditions that support
business lending and capital market activity. Net interest
income pressures are a primary concern for this sector,
with higher deposit costs directly impacting net interest
margins. A steeper yield curve could boost net interest
income, while any moves by the Federal Reserve to
lower rates should spur investment by midmarket and
corporate clients.

A significant issue for commercial banks is the distressed
commercial real estate sector, particularly the office
segment, which could lead to increased loan losses among
mid-sized and regional banks.

Millennial-run small businesses present another challenge,
as 81% are already partnered with non-bank fintechs

for financial services such as payments and money
management tools, according to Apiture. Non-bank
entities now control more than half of global financial
assets and have gained a substantial share in areas such
as corporate lending and trade finance. This threatens the
role of commercial banks as primary credit providers.

There are opportunities in growing demand from
corporate clients for integrated treasury, payments, and
financing solutions. Embedded banking for commercial
clients, which integrates services directly into enterprise
software platforms and B2B marketplaces, provides a
route to deepen relationships and grow fee income. APIs
can enable real-time payments, supply chain finance, and
cash management tools embedded in business financial
and procurement systems.

Open banking mandates, such as the CFPB's Personal
Financial Data Rights rule, create opportunities to use
secure data sharing for enhanced risk assessment,
faster onboarding of commercial clients, and improved
trade finance capabilities. Generative Al and other
types of automation promise to streamline commercial
loan origination, compliance monitoring, and portfolio
management.

Demographic shifts are creating substantial new client
pools for wealth managers. Trillions of dollars will be
transferred from Baby Boomers to younger generations
over the next two decades. These clients place greater
value on digital-first engagement, ESG alignment, and
value-based advice. Technology enables wealth managers
to deliver hyper-personalized advice on a large scale.
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The biggest threats in this sector are from non-traditional
players such as fintech robo-advisors and direct-to-
consumer investment platforms. Their ability to own the
client interface puts traditional wealth managers at risk
of being reduced to back-end service providers without
direct client relationships. Acquisitions and partnerships
can help traditional wealth management firms avoid a
slide into irrelevance.

Successful firms will be those that can deliver tailored
investment recommendations, dynamic portfolio
rebalancing, and real-time performance reporting to all

client segments, not just high-net-worth individuals. Al
agents can be employed to enhance advisor productivity,
deepen client relationships, and extend advisory services
to new markets.

Embedded finance presents a significant opportunity.
Wealth management services integrated into clients’
preferred digital ecosystems can provide fast and seamless
access to investment products within everyday financial
applications. By forming partnerships with banks, fintechs,
and asset managers, wealth managers can expand their
product offerings and establish new distribution channels.

How Iron Mountain can help

As banks accelerate digital transformation, physical
records have become a costly burden. Paper-based
retention contributes to high storage costs, operational
inefficiencies, and elevated compliance risks. It's

no wonder that 87% of surveyed organizations are
prioritizing paper cleanup, and more than 90% aim to
eliminate paper records within five years.

Automation and Al eliminate subjectivity, reduce time
and manual labor, and bring a defensible, systematic
approach to decision-making. Technology helps prioritize
digitization strategies and enforces disciplined document
retention policies.

Iron Mountain can help financial institutions design and
implement a well-structured cleanup strateqgy, secure
executive sponsorship, choose the right tools, and track
progress and metrics

Explore all the Iron Mountain banking solutions.



https://www.ironmountain.com/industries/financial-services/banking
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