
1

Country State/Region

Denmark

5

Country State/Region To be included 
in step 2?

United States of America (USA) Yes

United Kingdom (UK) No

Australia Yes
India

Yes

Japan No

Please add any 
further comments 

in the box

Please add any 
further comments 

in the box

Please insert in the cell below any additional category of data subjects

Affiliates for the delivery of the ServiceNow offering, namely supporting a ticket handling system utilized by the data exporter.

Data Transfer Assessment

Step 1. Identify specific circumstances of the proposed data transfer

Data Processor to its customers

The personal data transferred will primarily relate to the end-users of 
the Kamstrup meters (the customers of the data controller). Personal 

data on employees within the data exporters organisation may be 
transferred.

E) Is there a contractual relationship directly between the data exporter and the data importer? If the answer is 
no, please provide the details of the contractual counterparty in section 1.3.1 below

C) In what privacy role is the data exporter acting (e.g. data controller, data 
processor, sub-processor)?

D) What is the relationship between the data importer and data exporter (e.g. 
affiliate of data exporter, service provider, other)?

B) In which economic sector does the data exporter operate? (e.g. public vs. 
private, adtech, telecommunication, financial, etc.) 

B) In which economic sector does the data importer operate? (e.g. public vs. 
private, adtech, telecommunication, financial, etc.) 

Please select the countries / jurisdictions in which the data importer is located from the drop down list, and, where 
relevant, indicate the specific Region/State. Please only take into consideration countries outside of the EEA and for 
which no adequacy decision pursuant to Art. 45 GDPR has been issued. 

Business name (e.g. in case of 
subsidiary/affiliate of the data importer)

Please answer the questions below, selecting the adequate options from the drop down list and filling the corresponding cells with the required information. Please only take into consideration countries/jurisdictions outside of the EEA and for 
which no adequacy decision pursuant to Art. 45 GDPR has been issued. 

Yes

1.1 Countries - jurisdictions involved in the processing  

1.2 Information on data exporter

Please answer the questions below, filling the corresponding cells with the required information 

In this Step, we will confirm the specific circumstances of the data transfer, which will feed into later stages in the methodology

Please select the number of countries/jurisdictions in which the data importer is located from the drop down list

Please select the number of countries/jurisdictions in which the data exporter is located from the drop down list

Please select the countries / jurisdictions in which the data exporter is located from the drop down list, and, where 
relevant, indicate the specific Region/State  

ServiceNow Australia Pty Ltd
ServiceNow Software Development India 

Private Limited

ServiceNow Japan G.K

Kamstrup A/S

1.6 Nature of data subjects

Please select the categories of data subjects whose personal data is involved in the processing 

Categories of data subjects

1.7 Purposes of the intended processing

1.3 Information on data importer

Please answer the questions below filling the corresponding cells with the required information 

A) What is the full business name of the data importer?  

Delivery of business-to-business digital workflow solutions.

C) In what privacy role is the data importer acting (e.g. data controller, data 
processor, sub-processor)? Sub-processor

ServiceNow Group entities

1.5 Nature of personal data

A) What are the purposes for which the data importer intends to process the data?

The personal data is transferred to the data importer in order to utilize the workflow solutions offered and will be 
accessed remotely by non-EU ServiceNow Affiliates for the delivery of the ServiceNow offering, namely supporting 

a ticket handling system.

A) Will the data importer perform any onward transfers (i.e. to third parties / 
other countries)?

No

Categories of personal data

The ServiceNow solution offer a free-text solution and the data exporter may decide to submit personal data at its own discretion as needed to fulfill the purpose of the contract. 

Please answer the questions below filling the corresponding cells with the required information 

ServiceNow Inc.

ServiceNow UK Ltd.

Please indicate the name of the data transfer assessed (e.g. making reference to 
the relevant service/contract to which the data transfer relates to) 

ServiceNow ticket administration system

Manufacturer of system solutions for smart energy and water metering

A) What is the full business name of the data exporter?  

The data importer is a market leading service provider.

1.4 Information on onward transfers

Identification data (name, address, telephone, ...)

Electronic identification data (e-mail, IP-addresses, cookies, ...)

Education and training

Profession and job

Clients 

Prospects

Employees and collaborators Minors

Providers

Consumption habits

Professional interests

Leisure activities and interests

Appointments, Schedules, Calendar Entries

National register number / social security identification number

Racial or ethnic data

Religious or philosophical convictions

Political opinions

Trade union membership

Data concerning sexual life

Health records

Medical records

Genetic data

Criminal convictions and offences 

Web history and logs

Images (CCTV, etc.)

Employees performance

Work records

Job applicants Sales Representatives (REPs)

Internet Websites users
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Data Transfer Assessment

Score

Please add any 
further comments 

in the box

Please answer the questions below, filling the corresponding cells with the required information 

N/A

A) Please include details on the application of laws and practices of the third country requiring the disclosure of 
personal data to public authorities or granting public authorities access to personal data relevant in light of the 
specific circumstances of the transfer.

Step 2. Consider the laws and practices in the destination country/countries

2.2 Regulation of public authority access to private data 4

AUSTRALIA : The Federal Privacy Act does have areas of overlap with the GDPR, including in relation to its data protection principles, and its definition of personal information. However, the majority of the Privacy Act is closer 
to the previous Directive 95/46/EC than GDPR. Whilst the breadth of application of the Act is not as wide (for example, the turnover based limit on application to private sector entities), this is compensated in part by additional 
sector and state specific laws.  There are also subject specific laws in areas that mirror equivalent laws in the EU (e.g. on electronic marketing).  

Whilst the Privacy Act does create some data subject rights, these are not as comprehensive as those under the GDPR. 

Further, there is no fundamental or constitutional right to privacy or data protection (equivalent to rights under the EU Charter and the European Convention on Human Rights). 

3

UNITED STATES OF AMERICA (USA) : In general, while many privacy laws exist, the balance of federal and state law is focused on data security, meaning that many businesses focus on the protection of personal data from 
breach events.  Where privacy laws do exist, they do not offer data subject rights in a manner comparable with EEA/UK law. 
The US at the federal level lacks generally applicable data protection laws.  
Many states have laws that cover privacy, and security issues in particular.  
Moreover, California has imposed both privacy and security laws that are general in nature, applying to controllers doing business in California and potentially imposing significant penalties.  

INDIA : Although the PDP Bill has been introduced, it has been delayed due to Covid-19 and has not come into law yet.  As such, there is no equivalent legislative instrument governing data protection, (other than what is 

rights to privacy and data protection under the Charter and the ECHR. 

4

4

(ii)           carried out in pursuit of legitimate aims which are necessary in a 

any interference with fundamental privacy rights with what are necessary and 
important public interests), and

(i)            underpinned by a legal framework that is publicly available and sufficiently 

The extent to which the level of access legally permitted and conducted in 
practice by public authorities to personal data (e.g. to secure disclosure of, or 
conduct surveillance on, private information for national security purposes or other 
reasons) is subject to safeguards equivalent to that within the EEA/UK. This will 
consider specifically whether the right of public authorities to access data is:

The assessment will consider both pervasive surveillance activity (across the 
destination country as a whole) and whether access can in practice be exercised by 
public authorities in light of legislation, legal powers, technical, financial and human 
resources at their disposal and of reported precedents. 

Please answer the questions below, filling the corresponding cell with the required information 

The data importer will access the personal from the jurisdictions specified in section 1.1. Personal data will be 
stored at the ServiceNow datacentres in Amsterdam (EU/EAA-region) and the non-EU ServiceNow entities will 

access the personal data in order to provide the agreed services. 

The data importer will have wide access to the IT systems of the data exporter for the purpose of its tasks. The 
data importer will, however, be restricted access to IT systems not necessary for its tasks. 

A) What is the proposed legal basis for transferring the data under Art. 46 GDPR, e.g. EU standard contractual 
clauses (SCCs), Binding Corporate Rules (BCRs)? Please select a choice from the drop down list.

1.10 Envisaged transfer tool

Please answer the questions below filling the corresponding cells with the required information 

Country Analysis

1.11 Applicable laws and practices specific to the transfer

1.9 Data format

4

The extent to which local laws offer legal clear, precise and accessible safeguards 
to the processing of personal data equivalent to the protections offered in the 
EEA/UK. This will include an analysis of the local laws, practices, and data 
protection law framework, including constitutional rights to privacy and how those 
laws apply both to the data importer but also third parties (e.g. requiring to disclose 
data to law enforcement/public authorities or authorising access by such authorities) 
who may seek to secure access to the data following transfer, as well as the 
applicable limitations and safeguards.

A) Please describe the steps taken to ensure the limitation of access to data (e.g., whether restricted access is 
possible or full access to whole datasets is necessary) and the transfer is adequate, relevant and limited to what 
is necessary, e.g. whether the data will be stored in the third countries or only remote access to data stored within the 
EEA/UK will be possible including details on the storage locations of data transferred and transmission 
channels used, where available

2.1 Regulation on the processing of personal data

EU SCCs Controller to Controller (Commission Decision (EC) 2004/915) or Controller to Processor SCCs 
(Commission Decision (EC) 2010/87)

1.8 Data storage and limitation of access to data

This assessment will follow the principles set out in Article 45(2) GDPR (the test for adequacy of a third country); take into account the criteria set out in the EDPB Recommendations 02/2020 on the European Essential Guarantees for 

specific transfer:

multiple destination countries, including with respect to onward transfers, please select an overall level of safeguards and indicate any peculiarities of each legal regime in the comment box below each section. This Step 2 will not assess the 
laws or practices specific to the circumstances of the transfer, which will be assessed separately at Step 4.

(iii)          subject to adequate and effective oversight from courts or other 
independent authorities

Please answer the questions below, filling the corresponding cell with the required information 

A) Please indicate the level of protection ensured by the format in which the data are transferred, in transit and 
at rest. (e.g. plain text, pseudonymised or encrypted)   

Data will be remotely accessed by non-EU ServiceNow Affiliates. 

In this context, note the EEA / UK has a developed law that specifically recognises 

protection set out in OECD Convention 108+.  

1- high level of safeguards in place, essentially equivalent to the level available in the EU

2 - high level of safeguards in place, but below the level of those available in the EU

3 - some safeguards in place, but materially below the level of those available in the EU

4 - very limited safeguards in place, significantly below the level of those available in the EU

5 - no safeguards in place

1 - high level of safeguards in place, essentially equivalent to the level available in the EU

2 - high level of safeguards in place, but below the level of those available in the EU

3 -some safeguards in place, but materially below the level of those available in the EU

4 - very limited safeguards in place, significantly below the level of those available in the EU

5 - no safeguards in place

Complete
Country 

Analysis  2.1

Complete
Country 

Analysis 2.2

Hide Analysis

Hide Analysis
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Data Transfer Assessment

Score

Please add any 
further comments 

in the box

Score

Please add any 
further comments 

in the box

Score

Please add any 
further comments 

in the box

Score

5

4

4

The extent to which the receiving countries have concluded international 
treaties and related commitments on handling of personal data to support the 

(i)            international treaties that relate to the protection of data generally 
consistent with principles enshrined in EEA/UK law, and 

2.5 International treaties 3

Country Analysis

3

INDIA : Individuals in India do not have rights to pursue legal remedies in order to have access to personal data relating to them, or to obtain the rectification or erasure of such data. Currently, data protection laws equivalent 
to the GDPR or the Law Enforcement Directive do not exist in India to give data subjects rights to access, erase, amend etc. their data, and to have these rights enforced in court. 

Therefore there are limited rights of redress compared to the standards afforded by the GDPR. Note however that individuals may enforce their fundamental rights against the state, however enforcing their rights (including the 
right to privacy) against a private entity may require judicial intervention. 

4

AUSTRALIA : The individual right of complaint under the Privacy Act provides for a clear mechanism of redress, and (as in the EU) the Commissioner can take account of both material and non-material damage.  However, as a 
mechanism of redress, the right of complaint is not as direct as the statutory right to compensation regime that exists under the GDPR.  Ultimately a complaint may lead to compensation, but the route is not as direct and 
applications may be required to enforce a determination made by the Commissioner. 

As noted above, whilst data subject rights exist under Australian law, these are limited and not as extensive as in the EU. 

UNITED STATES OF AMERICA (USA) : The US system generally does not include rights for an individual to pursue legal remedies in order to have access to personal data relating to him or her, or to obtain the rectification or 
erasure of such data. Accordingly, aside from specific sectors or state laws (such as CCPA), data protection laws equivalent to the GDPR or the Law Enforcement Directive do not exist in the US to give data subjects 
fundamental rights to access, erase or amend their data, and to have these rights enforced in court. 
The rights to bring a claim that do exist are rights to file a civil suit in respect of actual harm suffered.  There is a disparity here between the European understanding of effective rights and remedies for data protection 

actual (i.e. material) harm must be established.  Significantly, it is generally accepted that the protection of the Fourth Amendment (which guarantees a right of privacy which must be respected by the US government) can only 
be invoked by US citizens.

4

2.4 Rights of redress

The extent to which individuals can easily and effectively enforce rights and 
seek redress by raising complaints, claims and / or appeal and enforce decisions in 
relation to both data protection infringements and public disclosure / surveillance 
activity through judicial and/or administrative processes (e.g. help from local data 
protection authorities) including whether redress mechanisms can be effectively 
applied in practice and are not thwarted by local laws and/or practices. This section 

secure access to or require erasure of personal data files, and whether the breach 
of local laws can be effectively invoked and relied on by individuals.  

4

Country Analysis

2.3 Regulatory supervision 3

Country Analysis

3

3

(ii)           any specific arrangements concluded to provide safeguards in relation to 
country to country transfers (e.g. UK-U.S. Bilateral Data Access Agreement which 
brings into effect the 'quashing' provisions of 18 USC § 2703(h)(2))

4

AUSTRALIA : The Commissioner appears to be an independent regulator, with a broad range of powers essentially equivalent to those of an EU supervisory authority.  The total extent of its powers (including in respect of its 
ability to penalize infringements via fines) may not be as robust as for an EU authority, although this is to some extent mitigated by the parallel activity of the ACCC. However, the Commissioner is relatively inactive and the 
value of fines issued to date are low. 

UNITED STATES OF AMERICA (USA) : In the limited areas where the US extends data privacy protections, there is evidence of active enforcement and often significant fines. 
In the surveillance context, judicial oversight (through the FISC) is applied to Section 702.  However, the CJEU was critical of the high-level nature of this oversight, given that it operates at the level of approving an overall 
surveillance program (and not individual requests for communications data). There is no judicial oversight of the broad executive authority to intercept information in transit to the US under EO 12,333.

INDIA : There is not yet a specific supervisory authority in India which governs the enforcement of data protection laws, and this does not align with regulatory supervision in the EU. In relation to surveillance, individuals can 
approach the high courts if they suspect they have been subject to illegal surveillance. 

The extent to which courts, regulators and/or supervisory authorities enforce 
the rule of law and/or rights guaranteed in relation to the protection of data in 
an independent and effective manner, with evidence of meaningful resources and 
enforcement activity.

UNITED STATES OF AMERICA (USA) : Some areas of US surveillance law have an identifiable and clearly constrained basis in law (e.g., the regimes that operate within the US under FISA, since Section 702 is limited to 

executive authority to intercept information in transit to the US under EO 12,333).

requirement for surveillance powers.  Second, there is the possibility that notices could be used in a way that would directly undermine security an increase the likelihood of government access to transferred data (e.g. the 
removal of encryption).  

However, it is notable that the use of TANs or TCNs appears, in practice, to have been limited to date.

More broadly, the Telecommunications Act does create a legal framework for law enforcement and intelligence agency interception of communications and access to communications data.  This framework includes privacy 
protective controls in a number of areas (for example, application of powers to limited defined agencies).  However, these controls could be more robust in some areas (for example, certain powers under the Act are 

It is notable that the Privacy Act regime extends (with exemptions / limitations) to law enforcement, in a manner which broadly parallels the Law Enforcement Directive approach in the EU. 

proportionality of Australian surveillance activities

central and state agencies) have been granted surveillance rights across a wide range of sectors. 

Country Analysis

1 - high level of safeguards in place, essentially equivalent to the level available in the EU

2 - high level of safeguards in place, but below the level of those available in the EU

3 - some safeguards in place, but materially below the level of those available in the EU

4 - very limited safeguards in place, significantly below the level of those available in the EU

5 - no safeguards in place

1 - high level of safeguards in place, essentially equivalent to the level available in the EU

2 - high level of safeguards in place, but below the level of those available in the EU

3 - some safeguards in place, but materially below the level of those available in the EU

4 - very limited safeguards in place, significantly below the level of those available in the EU

5 - no safeguards in place

1 - high level of safeguards in place, essentially equivalent to the level available in the EU

2 - high level of safeguards in place, but below the level of those available in the EU

3 - some safeguards in place, but materially below the level of those available in the EU

4 - very limited safeguards in place, significantly below the level of those available in the EU

5 - no safeguards in place

Complete 
Country 

Analysis  2.3

Complete
Country 
Analysis   

Complete
Country 

Analysis  2.5

Show Description

Show Description

Show Description
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Data Transfer Assessment

Please add any 
further comments 

in the box

Please add any 
further comments 

in the box

Please add any 
further comments 

in the box

Please add any 
further comments 

in the box

The extent to which: 
-  privacy enhancing controls have been adopted by the parties to mitigate risk, 
for example by seeking to anonymise or pseudonymise the personal data (e.g. 
where the sole means of re-identification are held only by the data exporter outside 
the destination country and outside the reach of the laws of the destination country), 
and / or otherwise preventing the importer from being able to disclose the personal 
data, such as encryption keys being kept only by the data exporter in another 
jurisdiction (bearing in mind that any form of root / admin access that may 
circumvent such measures / controls would likely render this variable as ineffective 
in terms of mitigation);

Similarly where the measures act to facilitate disclosure (e.g. a policy to disclose 
without a court order, a policy to permit unfettered access to stored data, etc.) this 
would have a negative effect on the score

2

2

2

3

INDIA : There are no international treaties comparable to Convention 108+ to note.  However, the ratification of the Universal Declaration of Human Rights does provide for some degree of additional protection. 3

UNITED STATES OF AMERICA (USA) : The US has limited commitments in this area and appears to clearly fall short of equivalence with the EEA. 4

Cross-border Privacy Enforcement Arrangement does provide for some degree of additional protection. 

Step 3. Consider contractual, organizational or technical supplemental measures to safeguard the data

(iii)   an obligation to routinely report to the exporter that there have been no 

(iv)   requiring or requesting the requesting authority
 to use a MLAT process;  

 right to conduct audits or inspections of the 
data processing facilities of the importer, on-site and/or remotely, to verify if data 
was disclosed to public authorities and under which conditions; 
(vi) requiring the data importer to certify that: (1) it has not purposefully created 
backdoors or similar programming that could be used to access the systems used 
for the processing and/or any personal data; (2) it has not purposefully created or 
changed its business processes in a manner that facilitates access to 
personal data or systems; and (3) that national law or government policy does not 
require the data importer to create or maintain backdoors or to facilitate access to 
personal data or systems or to be in possession or to hand over the encryption 
keys;
(vii) an obligation to provide compensation to data subjects for any material 
and non-material damage suffered in circumstances where the data importer 
disclosed personal data transferred in violation of the commitments contained under 
the chosen transfer tool. 

Similarly where there are unhelpful contractual provisions, this would have a 
negative effect on the score.

(i)     a process to be applied when there is a subpoena / legal process requiring 
the importer to challenge or demand individual review of an order to the extent 
possible; 

The extent to which:
-  organisational safeguards applied contribute to ensuring consistency in 
the protection of personal data or which otherwise provide additional protective 
measures for data subjects, including those contained in the EDPB 
Recommendations on supplementary measures, for example:

(ii)    an obligation to inform the exporter of the subpoena / legal process in a 
manner whereby the exporter can suspend the transfer / withdraw the data before a 
disclosure is made (to the extent not prohibited by law, e.g. an anti- tipping off law); 

Implementation of transfer mechanisms: Both the adequacy decisions and the SCCs are legal safeguards to ensure that International Transfers are afforded essentially equivalent protection, when personal data is 
transferred outside the EU/EEA.
The SCCs in particular contractually oblige both the data exporter and the data importer to a range of onerous obligations, granting a number of rights and redress options for data subjects. As outlined above, ServiceNow 

Jurisdiction Analysis: The data importer continuously monitor the destination countries (where the Affiliates are located) for latest legislative changes, to assess the respect for data protection required by European law and 
the ServiceNow global standards for processing customer data. The data importer analyze countries according to the level of safeguards in place and whether they are essentially equivalent to that of the EU.
The data importer's analysis of all applicable laws with its Outside Counsel takes into account our current operational structure, the circumstances of the limited International Transfers, and numerous legal, technical and 
organizational safeguards. The data importer assesses the legal regime that applies to the data within the destination country to consider the extent to which: (1) legally enforceable protections are available in that jurisdiction 
to safeguard such data; (2) those protections are essentially equivalent to those offered within the EU; and (3) the guarantees provided for in the relevant transfer terms (SCCs) can be satisfied. 

1. Third party requests: ServiceNow respects the laws of the global jurisdictions in which it operates, as well as the privacy and security rights of its customers and the individuals whose data may be processed by our 
customers. 
2. Strong affiliate relationships: The nature of the relationship between ServiceNow Affiliates means that there is a high level of communication and a cohesive approach to the protection of customer data. This is expressed, 
for example, through the ServiceNow Intra-Group Data Transfer and Processing Agreement (which incorporates the SCCs), which the ServiceNow Affiliates have concluded with each other.
3. Data Agnostic: ServiceNow processes customer data for the purpose of fulfilling the customer contract. The ultimate purpose of processing is determined by the customer. ServiceNow is data agnostic as to the data the 
customer uploads to the customer instance. Customers decide what, if any, personal data to upload to their instance.
4. Binding Corporate Rules: As of July 2021, ServiceNow is in the final stages of its application for Binding Corporate Rules (a mechanism for transferring data internationally within the ServiceNow group) with the relevant 
EU Supervisory Authorities, and expects the successful conclusion of that process in 2021.
5. Third Parties: ServiceNow does not outsource any service, operational, or management functions that would provide any third party with access to systems hosting customer data or to customer data itself. ServiceNow 

(i)    adoption of internal policies with clear allocation of responsibilities for data 
transfers, reporting channels and standard operating procedures for cases of formal 
or informal requests;
(ii)    training procedures for personnel in charge of managing requests for access 
to personal data from public authorities;
(iii)    operating procedures to control public authority access requests to data, 
supported by a transparent disclosure request policy; 
(iv)    access controls and confidentiality policies in place which are monitored with 
audits and enforced through disciplinary measures; 
(v)    data security and data privacy policies, based on EU certification, self/co-
regulatory schemes or codes of conduct or international standards such as ISO 
norms and best practices such as those published by ENISA

Note that where the safeguards act to facilitate disclosure (e.g. a policy to disclose 
without a court order, a policy to permit unfettered access to stored data, etc.) this 
would have a negative effect on the score.

1. Security
ServiceNow Information Security Management System (ISMS). ServiceNow has been an ISO 27001 certified organization since 2012 and is also ISO/IEC 27017:2015 and 27018:2019 certified. ServiceNow is also ISO/IEC 

procedures and other relevant documentation and guidance.
2. Data Centres: ServiceNow hosts its private cloud in colocation spaces within global data centres arranged in high-availability pairs which attained SSAE 18 Type 2 attestation or have ISO 27001 certifications (or equivalent). 
Data centres procured by ServiceNow are provided by specialist colocation data centre operators that deliver a secure and reliable space to operate in. The data centres are highly secure facilities with 24 hour, 7 days a week, 
365 days a year security guards, CCTV, multiple levels of entry controls, and strict procedures for physically entering the facility.
3. Encryption: ServiceNow provides its customers with a variety of data encryption options that they can choose to deploy depending on the context of the data that they upload and their use of ServiceNow products:
a. Platform Encryption
b. Edge Encryption
c. Database Encryption
d. Full Disk Encryption
4. Logical Architecture:
follows:

5. Tenant Architecture:

3.3 Technical measures 

3.2 Organisational measures

3.1 Contractual 

At this Step, assess the extent to which any additional safeguards adopted by the parties provide meaningful protection to the personal data and mitigate any of the risks exposed in Step 2. This stage will consider three criteria:

Whether the parties have agreed additional contractual commitments, 
including commitments contained within the data transfer tool in place (e.g. within 

contained in the EDPB Recommendations, which enhance (or in any way 
undermine) \ the guarantees offered in the SCCs and/or mitigate the risk posed by 

additional safeguards in place which provide a high level of additional protections to the personal data 

additional safeguards in place which provide a limited level of additional protections to the personal data

no additional safeguards in place

measures adopted exacerbate the risk to personal data (eg contractual clauses which expressly permit standing disclosure to authorities)

additional safeguards in place which provide a high level of additional protections to the personal data (e.g. encryption keys stored out of jurisdiction or 
pseudonymisation in a manner where the sole means of re-identification are held only by the data exporter outside the destination country and outside the reach 
of the laws of the destination country)

additional safeguards in place which provide a limited level of additional protections to the personal data

no additional safeguards in place

measures adopted exacerbate the risk to personal data  (eg State-owned network infrastucture which can be exploited for investig ation by authorities or 
policy implemented to automatically fulfil government information requests) 

additional safeguards in place which provide a high level of additional protections to the personal data 

additional safeguards in place which provide a limited level of additional protections to the personal data

no additional safeguards in place

measures adopted exacerbate the risk to personal data   (eg operating procedures which expressly permit standing disclosure to authorities)
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Data Transfer Assessment

Please add any 
further comments 

in the box

Please add any 
further comments 

in the box

Data exporter location

Data importer location

Full name of the data exporter

Sector in which the data exporter operates
Privacy role of the data exporter
Full name of the data importer
Sector in which the data importer operates 

Privacy role of the data importer 

Relationship between the data exporter and data importer

Purposes for which the data importer intends to process the 
data

Categories of personal data involved in the transfer

Step 4. Taking account of the specific circumstances of the transfer, consider the risk of harm to which a data subject may be exposed

1

1

The data importer is a market leading service provider.

The personal data is transferred to the data importer in order to utilize the workflow 
solutions offered and will be accessed remotely by non-EU ServiceNow Affiliates for 
the delivery of the ServiceNow offering, namely supporting a ticket handling system.

Sub-processor

Identification data (name, address, telephone, ...) - Electronic identification data (e-
mail, IP-addresses, cookies, ...) - Personal characteristics (age, gender, civil status, 

and the data exporter may decide to submit personal data at its own discretion as 

ServiceNow Group entities
Delivery of business-to-business digital workflow solutions.

Kamstrup A/S

Manufacturer of system solutions for smart energy and water metering

The potential severity of harm that could occur to the data subject taking into 
consideration relevant factors identified in Step 1, such as the nature of the data / 
data subject and the identified shortfalls in Steps 2 and 3, including the likely 
distress an individual might suffer due to the loss of privacy in the data, possible 
sanction faced as a result of processing, such as capital or corporal punishment, 
length and severity of custodial sentence, size of financial penalty, imposition of 
financial sanctions, etc., with a score assigned depending on the perceived severity 
of the risks. 

4.2 Likelihood of harm

Data Processor to its customers

Denmark, 

ServiceNow Inc. - United States of America (USA), ServiceNow UK Ltd. - United 
Kingdom (UK), ServiceNow Australia Pty Ltd - Australia, ServiceNow Software 

Development India Private Limited - India, ServiceNow Japan G.K - Japan, 

Taking into consideration the absence of available relevant practical experience up to the date of this assessment indicating the absence of prior instances of requests for disclosure from public authorities received by the data 
importer for the type of data transferred and considering the above mentioned technical and organizational safeguard measures applied to the processing, the threat occurrence probability is decreased, but still relevant. 

Particularly taking into account that data is not stored (in rest) at the data importers location and hence only at risk when in transit (or if someone gets access to the data importer's access credentials), the likelyhood is deemed 
to be low. 

Taking into account the specific circumstances of the transfer such as the nature of the data transferred (pertaining to service tickets), the purpose of the processing, and considering the above mentioned technical and 
organizational safeguard measures applied to the processing, the magnitude of potential adverse effects, including material and non-material effects and impacts of data processing on the fundamental rights and freedoms, is 
decreased. 

4.1 Severity of harm

Summary of Step 1

Step 5. Final Decision

This part of the assessment will consider two factors:

In this Step we will consider the potential risk of harm that may be caused to a data subject as a consequence of their data being transferred to the destination country, taking into account the circumstances of the transfer identified in 
Step 1, and the level of protection provided for in the safeguards as identified in Steps 2 and 3, and considering any potential shortfall thereof and other real-life variables. This element of the assessment is important to help place 
context to the relative risks posed to the data subject given the particularities of the data transfer and whether (in practice) there is a meaningful risk to the safeguards provided to the data subject in the EEA / UK being undermined due to these 
transfers. 

In order to perform this assessment please take into consideration any relevant practical experience with prior instances, or the absence of requests for disclosure from public authorities received by the data importer for the type of data 
transferred, if applicable. 

The likelihood / probability of harm arising to the data subject, given the 
circumstances in which the transfer is made and in light of the third country law and 
practices. This will take into consideration relevant factors identified in Step 1, such 
as the nature of the data / data subject and its interest to law enforcement / security 
establishment, and further elements such as: 
- the likelihood that law enforcement / security establishment would request 
the personal data from the importer or a processor / sub-processor rather than 
from the exporter directly; 
- whether the data importer will (to the extent the law permits it) successfully 
exercise any rights it has to challenge the order for disclosure issued by law 
enforcement / security establishment (by legal means or otherwise) causing such 
authorities to give up their requests for the data in plain text; 
- the probability that employees of the data importer, or subsequent recipients 
(subcontractors. affiliates/subsidiaries) technically have access to personal data 
in plain text outside the envisaged scenarios (e.g. beyond maintenance purposes 
using admin privileges) or are able to obtain such access (e.g., by installing a 
backdoor or similar programming to access the system and/or personal data); 
- elements demonstrating that a third country authority will seek to access 
the data
precedents, legislation and practice; for example, in the U.S., requests for access to 

electronic communication services (e.g. a provider of internet based messaging 
services); and (iii) providers of remote computing services (i.e. cloud computing 
providers).  Accordingly, FISA does not apply to all recipients of personal data in the 
U.S.;
- elements demonstrating that a third country authority will be able to access 
the data 
interception of the communication channel in light of reported precedents, legal 
powers, and technical, financial, and human resources at its disposal; and 
- elements demonstrating that the envisaged technical measures are effective 
in the specific countries involved in the transfer (e.g. import of encrypted data is 

are used which can be considered robust against cryptanalysis/active and passive 
attacks with resources known to be available to the public authorities).

5. Tenant Architecture:
private cloud on which the Now Platform is deployed as a subscription service. This cloud is deployed on a highly standardized, redundant, and managed environment. From pre-built racks through to

single customer and accessible only by that customer. Additionally, the multi-instance single tenant architecture and ServiceNow cloud infrastructure means that there are several underlying security controls built into the 
foundations of all processes:

Each ServiceNow instance records a unique compliance score as a percentage of completeness against a best practice set of configuration properties and other settings. This score is maintained on the Instance Security 
Dashboard (ISC), available free of charge on every ServiceNow instance. Customers can use the dashboard to obtain more information on these settings, or to make changes to them.
6. Security by Default: ServiceNow employs automation extensively when configuring new hardware, operating systems, and software, and in ensuring they remain in accordance with the relevant configuration and security 
baseline on an ongoing basis. This ensures a consistent and conformant global infrastructure and software services configuration footprint, aiding management, support and troubleshooting. The principle of least privilege is 
applied and systems are configured with the minimal capabilities necessary for them to function in accordance with their purpose, meaning that software services, physical and software ports and other elements are kept to 
only those that are absolutely required.
7. Access to Customer Data: ServiceNow only processes customer data in line with customer contracts. ServiceNow personnel do not process customer data within their ServiceNow instances except where necessary for 

provide our services. When it comes to infrastructure level processing on the Now Platform, upgrades, patching, and restoration from backup are examples of tasks where automation is also extensively leveraged, with no 
human intervention, using our global network of Affiliates.
8. Logical access to the infrastructure hosting: The ServiceNow cloud and all hosted customer data access is provided on a per-role basis, in accordance with specific job functions and a least privilege model, and is 
reviewed regularly. In accordance with separation-of-duties good practice, ServiceNow personnel with physical access to data centres do not have logical access to data environments, and staff with logical access to data do 

from which employees cannot extract or copy data. Access occurs on a case-by-case basis and is strictly controlled, with activity being logged and monitored by a separate security team. Customer data accessed incidentally 
during support activities is not processed outside what is permitted contractually or under relevant statutory obligations, such as the General Data Protection Regulation.
9. Access Control Plug In and the High Security Plug In: These options can be used by Customers to limit or restrict ServiceNow access to customer data. 

Please refer to the attached decriptions provided by ServiceNow defining the requirements and technical measures. 

low severity of harm

medium severity of harm

high severity of harm

low probability of harm

medium probability of harm

high probability of harm

01-06-2022 Page 5



Data Transfer Assessment

Categories of data subjects whose personal data are 
involved in the transfer

Data Format

Envisaged transfer tool

Applicable laws and practices specific to the transfer

Data storage and limitation of access

18

0,38

0,75

Final Risk Score analysis

Summary of Steps 2, 3 and 4 risk score

Consider the adequacy of the legal regime in the destination country

Consider the risk of harm to which a data subject may be exposed

Consider supplemental measures that may available to safeguard the data

Total risk score 5,18

Clients - Employees and collaborators - The personal data transferred will primarily 
relate to the end-users of the Kamstrup meters (the customers of the data controller). 

Personal data on employees within the data exporters organisation may be 
transferred.

The residual risk is likely to be low. You may decide to proceed with the transfer given 
the safeguards that are in place, but ensure the supplementary measures which have 

been adopted are maintained at all times.

The data importer will access the personal from the jurisdictions specified in section 
1.1. Personal data will be stored at the ServiceNow datacentres in Amsterdam 

(EU/EAA-region) and the non-EU ServiceNow entities will access the personal data in 
order to provide the agreed services. 

The data importer will have wide access to the IT systems of the data exporter for the 
purpose of its tasks. The data importer will, however, be restricted access to IT 

systems not necessary for its tasks. 

Data will be remotely accessed by non-EU ServiceNow Affiliates. 

EU SCCs Controller to Controller (Commission Decision (EC) 2004/915) or Controller 
to Processor SCCs (Commission Decision (EC) 2010/87)

N/A
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