Data Transfer Assessment

DLA PIPER

Please indicate the name of the data transfer assessed (¢.g. making reference to
the relevant service/contract to which the data transfer relates to) ServicaNow ticket administration system

Step 1. Identify specific circumstances of the proposed data transfer

In this Step, we will confirm the specific circumstances of the data transfer, which will feed into later stages in the methodology
Countries - jurisdictions involved in the processing

Please selactthe number of ounlresfurisdictions in which the data exporter i focated rom the drop down st

Please select the countries / jurisdictions in which the data exporter is located from the drop down list, and, where
relevant, indicate the specific Region/State

Country State/Region

Denmark

Pleaso select the number of ounlresfurisdictions in which the data importe i located from the rop dow st |

Please select the countries / urisdictions in which the data importer is located from the drop down list, and, where
relevant, indicate the specific Region/State. Please only take into consideration countries outside of the EEA and for
which no adequacy decision pursuant to Art. 45 GDPR has been issued.

Business name (e.g. in Gase of ) o be included
cubsidianylaiiato of tho data mporter) | CounY [FEEREED in step 22
ServicoNow Inc United States of America (USA) Yes
ServicoNow UK LiG United Kingdom (UK) No
SeniceNow Australia Ply Lid Australia Yes

SenviceNow Software Development India | India

Private Limited Yes
SenvicoNow Japan GK Japan No

Please add any
further comments

o The data exporter decides which personal data to upload into the ServiceNow solutions instance and the purpose for which it uses ServiceNow's services . The personal data is accessed remotely by non-EU ServiceNow
inthe box

Afflates for the delivery of the ServiceNow offering, namely supporting a ticket handiing system utiized by the data exporter.

—

1.2 Information on data exporter

Please answer the questions below, filing the corresponding cells with the required information

A) What is the full business name of the data exporter? | Kamstrup AIS |
B) In which economic sector does the data exporter operate? (e.g. public vs. | Manufacturer of system solutions for smart energy and water metering |
private, adtech, telecommunication, financial, etc.)

) In what privacy role is the data exporter acting (¢.g. data controller, data

processor, sub-processor) Data Processor (o its customers

1.3 Information on data importer

Please answer the questions below filng the corresponding cells with the required information

A) What s the full business name of the data importer? | ServiceNow Group entities |

B) In which economic sector does the data importer operate? (e.g. public vs.
private, adtech, telecommunication, financial, etc.)

Delivery of business-to-business digital workflow solutions. |

) In what privacy role is the data importer acting (e.g. data controler, data
processor, sub-processor)?

Sub-processor |

D) What is the relationship between the data importer and data exporter (e.g. §
affiiate of data exporter, service provider, other)? The data importer is a market leading service provider.

E) Is there a contractual relationshi between the data exporter and the data importer? If the answer is
o, please provide the details of the Conracun counterparty in section 1.3.1 below

Yes |

1.4 Information on onward transfers

Please answer the questions below, selecting the adequate options from the drop down list and filing the corresponding cells with the required information. Please only take into consideration countries/jurisdictions outside of the EEA and for
which no adequacy decision pursuant to Art. 45 GDPR has been issued

A) Will the data importer perform any onward transfers (i.e. to third parties /
other countries)?

No |

1.5 Nature of personal data

Categories of personal data 5 dentficaton dta (name, adcress,telephone, .) o otk recorss = 1
1 edicarcords 5 o
= personal chr (e, geder, i s, ) 3 Elecronic denticaton data (emal, 1P-o0dresses, cookies, ) [ Profesional ntarests
2 Heath records o o
5Pyl o [rht, woiht, -3 12 Elcroni ocaton dta (695 posion, ) 3 Consumpton hkits:
1 Bomeotc dentfcaton data (fogeprns, s scans, .) 5 et hiory snd loge .
3 Radsor et cota 2 Housig charctesties Ghouse ype, )
3 Genetc e
5 Appoiniments, Schedues, CalendarEntis
3 Fansly & household (socee, chikren,.) e .

£ Data conceing sexual e 1 Pletures & video (0. n directores on webehes, )

0 Educaton and vaining

= Refiousor phiosoptica convitions 13 Images CCTV,etc)
0 Professon and o 3 paltca opions 7 Soundrecocings (callrecordings, .} 5 Othr (losse, spacy i the comment b below 1)
3 Naboalregisternumber  socil securty dentfication rumber £ e o mesbesip ) Employees pafomance
5 Criminlcomvietions and ofences 0 Mermbertips (sportclt, ) 2 Papchologieldat (prsonaly, character, )

Please add any
further comments
in the box
N The ServiceNow solution offer a free-text solution and the data exporter may decide to submit personal data at its own discretion as needed to fulfil the purpose of the contract.

1.6 Nature of data subjects

Please insert in the cell below any additional category of data subjects

1
Categories of data subjects B o 1 Minors. The personal data transferred will primarily relate to the end-users of

the Kamstrup meters (the customers of the data controller). Personal
data on employees within the data exporters organisation may be
r

Please select the categories of data subjects whose personal data is involved in the processing

 Clents 0 sob sppicants 0 Sols Representatves REPs)

0 prospects 3 Proiders 5 Ocher ploase specfy n the box )

1.7 Purposes of the intended processing

Please answer the questions below fillng the corresponding cells with the required information

A) What are the purposes for which the data importer intends to process the data?

The personal data is transferred to the data importer in order to utiize the workflow solutions offered and will be:
accessed remotely by non-EU ServiceNow Affiiates for the delivery of the ServiceNow offering, namely supporting
aticket handiing system.
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1.8 Data storage and limitation of access to data
Please answer the questions below, filing the corresponding cell with the required information

A) Please describe the steps taken to ensure the limitation of access to data (e.g., whether restricted access is
possible or full access to whole datasets is necessary) and the transfer is adequate, relevant and limited to what

is necessary, e.g. whether the data will be stored in the third countries or only remote access to data stored within the The data importer will access the personal from the jurisdictions specified in section 1.1. Personal data will be.
EEA/UK will be possible including details on the storage locations of data transferred and transmission stored at the ServiceNow datacentres in Amsterdam (EU/E and the non-EU will
channels used, where available ‘access the personal data in order o provide the agreed services.

The data importer wil have wide access (o the IT systems of the data exporter for the purpose of s tasks. The
fata importer will, however, be restrioted access to IT systems not necessary for its tasks.

1.9 Data format
Please answer the questions below, filing the corresponding cell with the required information

A) Please indicate the level of protection ensured by the format in which the data are transferred, in transit and
at rest. (e.g. plain text, pseudonymised or encrypted)

Data will be remotely accessed by non-EU ServiceNow Afiiates.

1.10 Envisaged transfer tool

Please answer the questions below fillng the corresponding cells with the required information

A) What is the proposed legal basis for transferring the data under Art. 46 GDPR, e.g. EU standard contractual

clauses (SCCs), Binding Corporate Rules (BCRs)? Please select a choice from the drop down list. EU SCCs Contralerto Controller (Comisslon Declsion (EC) 2004/915) or Controler o Processor SCCs

(Commission Decision (EC) 2010/87)

1.11 Applicable laws and practices specific to the transfer

Please answer the questions below, filing the corresponding cells with the required information

A) Please include details on the application of laws and practices of the third country requiring the disclosure of
personal data to public authorities or granting public authorities access to personal data relevant in light of the
specific circumstances of the transfer. NA

Step 2. Consider the laws and practices in the destination country/countries

Inthis Step, assess the extent to which the pervasive legal framework and practices in each of the third countries to which the data is transferred (the ‘destination country’) provide legal protections for personal data that are essentially equivalent
to the guarantees (‘EEGs") offered within the EEA and consistent with the restrictions set out in the GDPR and guarantees provided for in the relevant transfer terms (.g. EU SCCs of Commission Decision No. 2021/14). In case there are
multiple destination countries, including with respect to onward transfers, please select an overall level of safeguards and indicate any peculiarities of each legal regime in the comment box below each section. This Step 2 will not assess the
laws or practices specific to the circumstances of the transfer, which will be assessed separately at Step 4.

This assessment wil follow the principles set out in Article 45(2) GDPR (the test for adequacy of a third country); take into account the criteria set out in the EDPB Recommendations 02/2020 on the European Essential Guarantees for
survellance measures of 10 November 2020 (the "EDPR European Essential Guarantees Recommendations”) (which are however mere recommendations and, as such, not binding): and consider the following key factors as applicable to the
specifc transfer.

2.1 Regulation on the processing of personal data

The extent to which local laws offer legal clear, precise and accessible safeguards
o the processing of personal data equivalent to the protections offered in the
EEA/UK. This will include an analysis of the local laws, practices, and data a

o1 nteEy

protection law framework, inclucing constittional ights o privacy and how those Complete
Iaws apply both to the data importer but also third partes (e.g. requiring to disclose

data to law enforcement/public authorities or authorising access by such authorities) . e County
who may seek to secure access to the data following transfer, as wellas the Analysis 2.1

applicable limitations and safeguards. 5- o safeguards n place

In this context, note the EEA / UK has a developed law that specifically recognises
legal rights to protection of “personal data” consistent with the principles of data
protection set out in OECD Convention 108+

Country Analysis score

Please add any
further comments
in the box
—

UNITED STATES OF AMERICA (USA) : In general, while many privacy laws exist, the balance of federal and state law is focused on data security, meaning that many businesses focus on the protection of personal data from
breach events. Where privacy laws do exist, they do not offer data subject rights in a manner comparable with EEA/UK law.

The US at the federal level lacks generally applicable data protection laws. 4
Many states have laws that cover privacy, and security issues in particular.

Moreover, California has imposed both privacy and security laws that are general in nature, applying to controllers doing bus

rnia and potentially imposing significant penalties.

AUSTRALIA : The Federal Privacy Act does have areas of overlap with the GDPR, including in relation to its data protection principles, and its definition of personal information. However, the majority of the Privacy Act s closer
to the previous Directive 95/46/EC than GDPR. Whilst the breadth of application o the Act is not s wide (for example, the tumnover based limit on application to private sector entities), this is compensated in part by additional
sector and state specific laws. There are also subject specific laws in areas that mirror equivalent laws in the EU (e.g. on electronic marketing).

Whilst the Privacy Act does create some data subject rights, these are not as comprehensive as those under the GDPR.

Further, there is no fundamental or constitutional right to privacy or data protection (equivalent to rights under the EU Charter and the European Convention on Human Rights).

INDIA : Although the PDP Bill has been introduced, it has been delayed due to Covid-19 and has not come into law yet. As such, there is no equivalent legislative instrument governing data protection, (other than what is
contained in the Privacy Rules), and there is no specific regulatory authority in charge of enforcement. However, the right to privacy is recognized by the Indian constitution, offering some alignment with the ‘constitutional 4
rights to privacy and data protection under the Charter and the ECHR.

2.2 Regulation of public authority access to private data 5

The extent to which the level of access legally permitted and conducted in
practice by public authorities to personal data (e.g. to secure disclosure of, or
conduct surveillance on, private information for national security purposes or other
reasons) is subject to safeguards equivalent to that within the EEA/UK. This will 1~ igh e
consider specifically whether the right of public authorities to access data is:

[0} underpinned by a legal framework that is publicly available and sufficiently 2-1igh those
clear (conducted ‘in accordance with faw),

(i) carried out in pursuit of legtimate aims which are necessar

democratic society (‘proportionate’) (noting that proportionality involves balancing 53 -some saeguart 1 plce, bk matetaly el th v ofthose avalathe n the E)
any interference with fundamental privacy rights with what are necessary ant

important pubiic interests), and

Complete
Country
Analysis 2.2

(i) subject to adequate and effective oversight from courts or other
independent authorities

The assessment will consider both pervasive surveillance activity (across the
destination country as a whole) and whether access can in practice be exercised by
public authorities in light of legislation, legal powers, technical, financial and human
resources at their disposal and of reported precedents.

5 no safeguads n place

Hide Analysis
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Please add any
further comments

inthe box

—

Country Analysis

Score

UNITED STATES OF AMERICA (USA) : Some areas of US surveillance law have an identifiable and clearly consirained basis in law (e.g., the regimes that operate within the US under FISA, since Section 702 is limited to
electronic communication service providers, and a Section 215 search is conducted on tangible things and ordered by a judge on the basis of specific ‘selection terms’). However, this is not universally the case (e.g.. the broad
executive authority 1o intercept information in transit to the US under EO 12,333).

AUSTRALIA : The Encyption Act is problematic for a few reasons. First, the notices issued under the Act (TCNs, TANs, TARs) are vague in terms of scope, and may therefore present challenges in terms of the ‘quality of law’
requirement for surveillance powers. Second, there is the possibility that notices could be used in a way that would directly undermine security an increase the likelihood of government access to transferred data (e.g. the
removal of encryption).

However, itis notable that the use of TANs or TCNs appears, in practice, to have been limited to date.

More broadly, the Telecommunications Act does create  legal framework for law enforcement and intelligence agency interception of communications and access to communications data. This framework includes privacy
protective controls in a number of areas (for example, application of powers to limited defined agencies). However, these controls could be more robust in some areas (for example, certain powers under the Act are
warrantless, oreating a potential issue with the ‘subject to judicial oversight' requirement).

Itis notable that the Privacy Act regime extends (with exemptions / limitations) to law enforcement, in a manner which broadly parallels the Law Enforcement Directive approach in the EU.

However, along with the UK and the US, Australia participates in the ‘five eyes' intelligence alliance, the details of which (as revealed in a number of public leaks), has created some degree of uncertainty about the
proportionality of Australian surveillance activities

INDIA : The IT Act provides various grounds for interception and surveillance in India, including for surveillance of metadata. The grounds are broad and include ‘for the investigation of any offence’. Many official bodies (both
central and state agencies) have been granted surveillance rights across a wide range of sectors.

Regulatory supervision

The extent to

the rule of law andor rights guaranteed in relation to the protectios
an independent and effective manner, with evidence of meaningful resources and e
enforcement activity. !

Please add any
further comments

in the box
—

which courts, regulators and/or supervisory authorities enforce

f data in

5 - no safeguards n place

ow Description

An;

Complete
Country

alysis 2.3

Country Analysis

Score

WTED SIES @ AMEEALE i DU T s T T D e e D e e T e
In the surveillance context, judicial oversight (through the FISC) is applied to Section 702. However, the CJEU was critcal of the high-level nature of this oversight, g operates at the level of approving an overall
surveillance program (and not individual requests for communications data). There is no judicial oversight of the broad executive authority to intercept information in Fansit o ho US undor EO 12335

g

AUSTRALIA : The Commissioner appears to be an independent regulator, with a broad range of powers essentially equivalent to those of an EU supervisory authority. The total extent of its powers (including in respect of its
ability to penalize infringements via fines) may not be as robust as for an EU authority, although this is to some extent mitigated by the parallel activity of the ACCC. However, the Commissioner is relatively inactive and the.
value of fines issued to date are low.

INDIA : There is not yet a specific supervisory authority in India which governs the enforcement of data prote

n laws, and this does ot align with regulatory supervision in the EU. In refation to su
approach the high courts if they suspect they have been subject to illegal surveillance.

ince, individuals can

Rights of redress.

relation to both
activity through

protection authorities) including whether redress mechanisms can be effe
applied in practice and are not thwarted by local laws and/or practices. This section °
will also Gonsider whether data subjects can secure self help remedies —e.g. right to
secure access 1o or require erasure of personal data files,
of local laws can be effectively invoked and relied on by individuals.

Please add any

further comments

inthe box

—

The extent to which individuals can easily and effectively enforce rights and
seek redress by raising complaints, claims and / or appeal and enforce decisions in

- igh leve of afeguards n place, essentaly equivalent t the levelavalable i the EU

data protection infringements and public disclosure / surveillance

judicial and/or administrative processes (e.g. help from local data
ely

52 igh eve of sfeguards n place, butbelovth lvel o those avadable i the EU

and whether the breach

place,

05 nosafeguards in place

Complete

Country
Analysis

Country Analysis

score

UNITED STATES OF AMERICA (USA) : The US system generally does not include rights for an individual to pursue legal remedies in order to have access to personal data relating to him or her, or to obtain the rectification or
erasure of such data. Accordingly, aside from specific sectors or state laws (such as CCPA), data protection laws equivalent to the GDPR or the Law Enforcement Directive do ot exist i the US to give data subj

rights to access, erase or amend their data, and o have these rights enforced in court.
The rights to bring a claim that do exist are rights to fle a civil suit in respect of actual harm suffered. There is a disparity here between the European understanding of effective rights and remedies for data protection
infringements — which includes not just a right to compensation for material or non-material damage, but also must include effective rights to access, amend or erase data — and the US understanding of civil lawsuits, in which
actual i.e. material) harm must be established. Significantly, it is generally accepted that the protection of the Fourth Amendment (which guarantees a right of privacy which must be respected by the US government) can only.
be invoked by US citizens.

AUSTRALIA : The individual right of complaint under the Privacy Act provides for a clear mechanism of redress, and (as in the EU) the Commissioner can take account of both material and non-material damage. However, s a|
mechanism of redress, the right of complaint is not as direct as the statutory right to compensation regime that exists under the GDPR. Ultimately a complaint may lead to compensation, but the route is not as direct and
applications may be required to enforce a determination made by the Commissioner.

As noted above, whilst data subject rights exist under Australian law, these are limited and not as extensive as in the EU.

INDIA : Individuals in India do not have rights to pursue legal remedies in order to have access to personal data relating to them, o to obtain the rectification or erasure of such data. Currently, data protection laws equivalent
o the GDPR or the Law Enforcement Directive do not exist in India to give data subjects rights to access, erase, amend etc. their data, and to have these rights enforced in court.

Therefore there are limited rights of redress compared to the standards afforded by the GDPR. Note however that individuals may enforce their fundamental rights against the state, however enforcing their rights (including the.
right to privacy) against a private entity may require judicial intervention.

International treaties

The extent to which the receiving countries have concluded international
treaties and related commitments on handling of personal data o support the
safeguarding of data — this will include consideration of the existence of both

[0} international treaties that relate to the protection of data generally
consistent with principles enshrined in EEA/UK law, and

i) any specific arangements concluded to provide safeguards in relation to
country to country transfers (e.g. UK-U.S. Bilateral Data Access Agreement which
brings into effect the ‘quashing’ provisions of 18 USC § 2703(h)(2))

01-hgh

92 igh el of safeguards nplace, butbeow the level of those avatable I the EU

1% 3. some safeguards n place, but materialy below the el of those avalabl n the EU

94 very mited safequards inplace, sgnifcanty below the kevelof those avaibe i the EU

© 5o safequards n place

Complete

Country Analysis

Score
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Please add any
further comments

in the box
—
UNITED STATES OF AMERICA (USA) : The US has limited commitments in this area and appears to clearly fall short of equivalence with the EEA 4
AUSTRALIA - There are no international treaties comparable to Convention 108+ to note. However, the OAIC's participation in the APEC Privacy Framework and the 3
Cross-border Privacy Enforcement Arrangement does provide for some degree of additional protection.

INDIA : There are no interational treaties comparable to Convention 108+ to note. However, the ratification of the Universal Declaration of Human Rights does provide for some degree of additional protection. 3

Step 3. Consider contractual, organizational or technical supplemental measures to safeguard the data

Atthis Step, assess the extent to which any additional safeguards adopted by the parties provide meaningful protection to the personal data and mitigate any of the risks exposed in Step 2. This stage will consider three criteria:

3.1 Contractual 2

Whether the parties have agreed additional contractual commitments,
including commitments contained within the data transfer tool in place (e.g. within
the SCCs — whether legacy or new - or the BCRS), commitments in line with those
contained in the EDPB Recommendations, which enhance (or in any way
undermine) \ the guarantees offered in the SCCs andor mitigate the risk posed by
shortfalls within the destination country legal regime — examples may include:

) a process to be applied when there is a subpoena / legal process requiring .
the importer to challenge or demand individual review of an order to the extent
possible;

(ii) an obligation to inform the exporter of the subpoena / legal process in a
manner whereby the exporter can suspend the transfer / withdraw the data before a © o addiiona safeguardsn loce
disclosure is made (to the extent not prohibited by law, e.g. an anti- ipping offlaw);

(i) an obligation to routinely report to the exporter that there have been no
disclosure requests made by authorities in the preceding period (warrant canary);

(iv) requiring or requesting the requesting authority — to the extent permissible
by law— to use a MLAT process;
(¥) reinforcing the ata exporter's right to conduct audits or inspections of the

a processing facilties of the importer, on-site and/or remotely, to verify f data
was disclosed 1o public authorities and under which conditions;
(vi) requiring the data importer to certify that: (1) it has not purposefully created
backdoors or similar programming that could be used to access the systems used
for the processing and/or any personal data; (2) it has not purposefully created or
changed its business processes in a manner that facilitates access to
personal data or systems; and (3) that national law or government policy does not
require the data importer to create or maintain backdoors or to faciltate access to
personal data or systems or to be in possession or to hand over the encryption

eys;
(vil) an obligation to provide compensation to data subjects for any material
and non-material damage suffered in circumstances where the data importer
disclosed personal data transferred in violation of the commitments contained under
the chosen transfer tool.

larly where there are unhelpful contractual proy would have a

s
negative effect on the score.

Please add any |Implementation of transfer mechanisms: Both the adequacy decisions and the SCCs are legal safeguards o ensure that Interational Transfers are afforded essentially equivalent protection, when personal data is
further comments | transferred outside the EU/EEA.
inthebox | The SCCs in particular contractually oblige both the data exporter and the data importer to a range of onerous obligations, granting a number of rights and redress options for data subjects. As outlined above, ServiceNow
_ relies on SCCs for it International Transfers — these are incorporated into the contractual arrangemens.
Analysis: The data importer continuously monitor the destination countries (where the Affiates are located) for latest legislative changes, to assess the respect for data protection required by European law and
the ServiceNow global standards for processing customer data. The data importer analyze countries according to the level of safeguards in place and whether they are essentially equivalent o that of the EU.
The data importer's analysis of all applicable laws with its Outside Counsel takes into account our current operational structure, the circumstances of the limited International Transfers, and numerous legal, technical and
organizational safeguards. The data importer assesses the legal regime that applies to the data within the destination country to consider the extent to which: (1) legally enforceable protections are available in that jurisdiction
to safeguard such data; (2) those protections are essentially equivalent to those offered within the EU; and (3) the guarantees provided for in the relevant transfer terms (SCCs) can be satisfied

Organisational measures 5

The extent to which:
- organisational safeguards applied contribute to ensuring in
the protection of personal data or which olhenvise provdo addiional prfecie
measures for data subjects, including those contained in the El
Recommendations on supplementary measures, for example:

() adoption of internal policies with clear allocation of responsibiliies for data
transfers, reporing channels and standard operating procedures for cases of formal © no addionl safeguardsn place
o informal reques

(i training procedures for personnel in charge of managing requests for access
{opersonal daa fom pubic auhoriles:

(ii) operating procedures to control public aulhcnty access requests to data,
CUbporod by & ransperent dsciosur roqus poll

(iv) access controls and confidentiality policies in p\ace which are monitored with
audits and enforced through disciplinary measures;

(v) data security and data privacy policies, based on EU certification, selfico-
regulatory schemes or codes of conduct or international standards such as ISO
norms and best practices such as those published by ENISA

Note that where the safeguards act to facilltate disclosure (e.g. a policy to disclose
without a court order, a policy to permit unfettered access to stored data, etc.) this
would have a negative effect on the score.

,:r“f‘?i ::‘“mi':‘fs 1. Third party requests: ServiceNow respects the laws of the global jurisdictions in which it operates, as well as the privacy and security rights of its customers and the individuals whose data may be processed by our

customers.
inthebox |5 Strong affiliate relationships: The nature of the relationship between ServiceNow Affiiates means that there is a high level of communication and a cohesive approach to the protection of customer data. This is expressed,
— for example, through the ServiceNow Intra-Group Data Transfer and Processing Agreement (which incorporates the SCCs), which the ServiceNow Afiiates have concluded with each other.

[ BTl S e e e e e T G e G e D (P S 120 B D e S L T D e
customer uploads to the customer instance. Customers decide what, if any, personal data to upload to
4. Binding Corporate Rules: As of July 2021, ServiceNow is in the final stages of ts application for Emdmg Corpora(e Rules (a mechanism for transferring data internationally within the ServiceNow group) with the relevant
EU Supervisory Autharities, and expects the successful conlusion of that process in 2021.

5. Third Parties: ServiceNow does not outsource any service, operational, or management functions that would provide any third party with access to systems hosting customer data or to customer data itsel. ServiceNow
limits the infrastructure supporting its cloud's footprint to only those technologies, infrastructure, and components required to support the Now Platorm.

3.3 Technical measures A

The extent to which:
- privacy enhancing controls have been adopted by the parties to mitigate risk, usdicton or
for example by seeking to anonymise or pseudonymise the personal data (e.g. O peebdnymiaionn 3 remerwher eld nly by

where the sole means of re-identification are held only by the data exporter outside

the destination country and outside the reach of the laws of the destination country),
and / or otherwise preventing the importer from being able to disclose the personal L] slace which
data, such as encryption keys being kept only by the data exporter in another
jurisdiction (bearing in mind that any form of root / admin access that may
circumvent such measures / controls would likely render this variable as ineffective

i terms of mitigation): 3 no additonalsfeguerds i place
(5 measures adopted exacerbat the sk to personl data (eg Sate-cwned network fasucture which can be explted for ivest aton by autbories or
Similarly where the measures act to facilitate disclosure (e.g. a policy to disclose Gy Impimented 1 atcmaicly il Goverment omaton reues)

without a court order, a policy to permit unfettered access to stored data, etc.) this
would have a negative effect on the score

1. Security: ServiceNow's security framework s based on ISO/IEC 27002:2013. As an ISO/IEC 27001certified organization there is a high level of integration between the ISO/IEC 270022013 EOGEEREAD
Please add any |ServiceNow Information Security Management System (ISMS). ServiceNow has been an ISO 27001 certified organization since 2012 and is also ISO/IEC 27017:2015 and 27018:2019 certified. ServiceNow is also ISO/IEC
furtner comments [27701:2019 Privacy Information Management System (PIMS) certified. ServiceNow's security program is expressed in its ISMS which s formally documented by means of an extensive library of SBE e a
inthebox |procedures and other relevant documentation and guidance.

s 2. Data Centres: ServiceNow hosts its private cloud i colocation spaces within global data centres arranged in high-availability pairs which attained SSAE 18 Type 2 attestation or have ISO 27001 certifications (or equivalent).
Data centres procured by ServiceNow are provided by specialist colocation data centre operators that deliver a secure and reliable space to operate in. The data centres are highly secure faciliies with 24 hour, 7 days a week,
365 days a year security guards, CCTV, multiple levels of entry controls, and strict procedures for physically entering the facilty.
3. Encryption: ServiceNow provides its customers with a variety of data encryption options that they can choose to deploy depending on the context of the data that they upload and their use of ServiceNow products:
. Platform Encryption
b. Edge Encryption
. Database Encryption
d. Full Disk Encryption
4. Logical Architectur

lows

erviceNow's Customers benefit from multiple layers of robust separation, rather than a single logical control point. The logical architecture of the ServiceNow application is a three-tier model as.

- Proxy Layer
« Application Layer
« Database Layer
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private cloud on which the Now Platform is deployed as a subscription service. This cloud is deployed on a highly standardized, redundant, and managed environment. From pre-built racks through to

supporting services, such as networking and other logical infrastructure supporting a defence in-depth model, ServioeNow's cloud exclusively hosts instances of the Now Platform. Fundamentally each instance is dedlca(ed toa
single customer and accessible only by that customer. Additionally, the multi-instance single tenant architecture and ServiceNow cloud infrastructure means that there are several underlying security controls
foundations of all processes:

« Isolation

« Region Specific

« Layered Authentication

« Transport Authentication

« Standard Mitigations.

« Managed Processes

« Monitoring

« Security by Design

Each ServiceNow instance records a unique compliance score as a percentage of completeness against a best practice set of configuration properties and other settings. This score is maintained on the Instance Security
Dashboard (ISC), available free of charge on every ServiceNow instance. Customers can use the dashboard to obtain more information on these settings, or to make changes to them.
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baseline on an ongoing basis. This ensures a consistent and conformant global infrastructure and software services footprint, aidin support and he principle of least privilege i
e e e e e e e e e e e e T e pons and other elements are kept to
only those that are absolutely required.

7. Access to Customer Data: ServiceNow only processes customer data in line with customer contracts. ServiceNow personnel do not process customer data within their ServiceNow instances except where necessary for
the purposes of providing customer support and/or systems maintenance. Customer data may be accessed during customer support activity performed on their behalf — either directly, in the course of addressing an issue
related to that data - or incidentally, whilst resolving an unrelated matter such as infrastructure configuration. This type of processing is done using ServiceNow's global network of locations, technology and employees to
provide our services. When it comes to infrastructure level processing on the Now Platform, upgrades, patching, and restoration from backup are examples of tasks where automation is also extensively leveraged, with no
human intervention, using our global network of Affiates.

ess to the infrastructure ho: e ServiceNow cloud and all hosted customer data access is provided on a per-role basis, in accordance with specific job functions and a least privilege model, and is
rev:ewed regularly. In accordance with separation-of-duties good practice, ServiceNow personnel with physical access o data centres do not have logical access to data environments, and stalf with logical access to data do
not have physical access to data centres. The private cloud environment is both physically and logically isolated from ServiceNow’s corporate envirnment, Access takes place from managed secured virualized jump hosts
from which employees cannot extract or copy data. Access oceurs on a case-by-case basis and is strictly controlled, with activity being logged and monitored by a separate security team. Customer data accessed incidentally
during support actviies is not processed oulside what is permitted contractually or under relevant statutory obligations, such as the General Data Protection Regulation.

9. Access Control Plug In and the

h Security Plug In: These options can be used by Customers to

Please refer to the attached decriptions provided by ServiceNow defining the requirements and technical measures.

o restrict ServiceNow access to customer data.

Step 4. Taking account of the specific

rcumstances of the transfer, consider the risk of harm to which a data subject may be exposed

In this Step we will consider the potential risk of harm that may be caused to a data subject as a consequence of their data being transferred to the destination country, taking into account the circumstances of the transfer identified in
Step 1, and the level of protection provided for in the safeguards as identified in Steps 2 and 3, and considering any potential shortfall thereof and other real-ife variables. This element of the assessment is important to help place
context to the relative risks posed to the data subject given the particularities of the data transfer and whether (in practice) there is a meaningful risk to the safeguards provided to the data subject in the EEA / UK being undermined due to these

transfers.

In order to perform this assessment please take into consideration any relevant practical experience with prior instances, or the absence of requests for disclosure from public authorities received by the data importer for the type of data

transferred, if applicable.
This part of the assessment will consider two factors:

Severity of harm

The potential severity of harm that could occur to the data subject taking into
consideration relevant factors identified in Step 1, such as the nature of the data /
data subject and the identified shortfalls in Steps 2 and 3, including the likely
distress an individual might suffer due to the loss of privacy in the data, possible
sanction faced as a result of processing, such as capital or corporal punishment,
length and severity of custodial sentence, size of financial penaly, imposition of
financial sanctions, etc., with a score assigned depending on the perceived severity
of the risks.

= low sevety of horm

0 medium sevrity of harm

© high severy of ham

Please add any
further comments
inthe b

Taking into account the specific circumstances of the transfer such as the nature of the data transferred (pertaining to service tickets), the purpose of the processing, and considering the above ment
organizational safeguard measures applied to the processing, the magnitude of potential adverse effects, including material and non-material effects and impacts of data processing on the fundamental rights and freedorms, is
decreased.

ioned technical and

4.2 Likelihood of harm

 probal g to the data subject, given the
ircumstances n which he xransfer is made and in light of the third country law and
practices. This will take into consideration relevant factors identified in Step 1, such
as the nature of the data / data subject and its interest to law enforcement / security
establishment, and further elements such as:

- the likelihood that law enforcement / security establishment would request
the personal data from the importer or a processor / sub-processor rather than
from the exporter directly;

- whether the data importer wil (to the extent the law permits it) successfully
exercise any rights it has to challenge the order for disclosure issued by law
elorcemen  securily establishment (o logal means o alhervise) causing sueh
authorities to e rquests for the data in p\

-the mployees of the d: rter, crsubsequenl recipients
1suhccntrzctcrs afﬁllates/subsld\anes) technically frave aceess to personal data
in plain text outside the envisaged scenarios (e.g. beyond maintenance purposes
using admin privileges) or are able o obtain such access (e.g., by installing a
backdoor or similar programming to access the system and/or personal data);

- elements demonstrating that a third country authority will seek to access
the data with o without the data importer's knowledge. in light of reported
precedents, legislation and practice; for example, in the U.S., requests for access to
data under Section 702 of FISA are targeted at “electronic communication service
providers’. This term encompasses () telecommunications carriers; (i) providers of
e\eclmmc ‘communication services (e.g. a provider of intemet based messaging
(i) providers of remote computing services (i.e. cloud computing
Drovlders) Accordingly, FISA does not apply to all recipients of personal data in the
us.

ements demonstrating that a third country authority will be able to access
the data - at rest, or in transit — through the data importer or through direct
interception of the communication channel in light of reported precedents, legal
powers, and technical, financial, and human resources at its disposal; and

lements demonstrating that the envisaged technical measures are effective
in the specific countries involved in the transfer (e.g. import of encrypted data is
permitted in the data importer's country and state of the art encryption techniques
are used which can be considered robust against cryptanalysis/active and passive
attacks with resources known to be available (o the public authorities).

Please add any
further comments
inthe box

—

Particularly ta
to be low.

 low probosity of harm.

medium probabiky of harm

2 high probabity of rarm

Taking into consideration the absence of available relevant practical experience up 1o the date of this assessment indicating the absence of prior instances of requests for disclosure from public authorities received by the data
importer for the type of data transferred and considering the above mentioned technical and organizational safeguard measures applied to the processing, the threat occurrence probabilty is decreased, but stil relevant.

into account that data is not stored (in rest) at the data importers location and hence only at risk when in transit (or if someone gets access to the data importer's access credentials), the likelyhood is deemed

Step 5. Final

ummary of Step 1

Data exporter location

Denmark,

Data importer location

ServiceNow Inc. - United States of America (USA), ServiceNow UK Lid. - United
Kingdom (UK), ServiceNow Australia Pty Ltd - Australia, ServiceNow Software
Development India Private Limited - India, ServiceNow Japan G.K - Japan,

Full name of the data exporter

Kamstrup A/S

[Sector in which the data exporter operates

of system solutions for smart energy and water metering

Privacy role of the data exporter

Data Processor (o its customers

iceNow Group enlities

Full name anh- data importer
data importer operates

v
Delivery of business-to-business digital worklow solutions.

Privacy role chhe data importer

Sub-processor

Relationship between the data exporter and data importer

The data importer is a market leading service provider.

Purposes for which the data importer intends to process the
data

"The personal data fs transferred (o The data Importer in order o Utlize The workliow
solutions offered and will be accessed remotely by non-EU ServiceNow Affiiates for
the delivery of the ServiceNow offering, namely supporting a ticket handling system.

Identifcation data (name. address telephone. .) - Eletronic ienticaton dala (e
mail, IP-addresses, cookies, ... - Personal characteristics (age, gender, civil status,
) Family & hoveshals (spouse, ohidien. ) Elecioni locaion data (GPS
posman ) - Consumption habits - The ServiceNow solution offer a free-text solution
e data exporter may decide to submit personal data at its own discretion as
necded to il e purpose of the contract. - Housing characteristics (house type, )|

01062022
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Data Transfer Assessment

Clients - Employees and collaborators - The personal data transferred will primarily
Categories of data subjects whose personal data are relate to the end-users of the Kamstrup meters (the customers of the data controller).
involved in the transfer Personal data on employees within the data exporters organisation may be

Data Format Data wil be remotely accessed by non-EU ServiceNow Afiiates.

EU SCCs Controler to Controller (Commission Decision (EC) 2004/915) or Controller
Eixesesdiianstogios] to Processor SCCs (Commission Decision (EC) 2010/87)

[Applicable laws and practices specific to the transfer NIA

The data importer will access the personal from the jurisdictions specified in section
1.1. Personal data will be stored at the ServiceNow datacentres in Amsterdam
(EU/EAA-region) and the non-EU ServiceNow entities will access the personal data in
order to provide the agreed services.

Data storage and limitation of access
The data importer wil have wide access to the IT systems of the data exporter for the
purpose of ts tasks. The data importer wil, however, be restricted access to IT
systems not necessary for its tasks

Summary of Steps 2, 3 and 4 risk score

Consider the adequacy of the legal regime in the destination country 18
Consider supplemental measures that may available to safeguard the data 0,38
Consider the risk of harm to which a data subject may be exposed 075

The residual risk is likely to be low. You may decide to proceed with the transfer given
Total risk score 518 the safeguards that are in place, but ensure the supplementary measures which have
been adopted are maintained at all times.

Final Risk Score analysis

01062022 Page
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Data Encryption
Encryption technologies for
data protection on the Now
Platform
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Introduction

ServiceNow provides robust data security and privacy capabilities to protect its
customers data. However, in today’s environment there is no single encryption solution
to address all data protection needs. Therefore, in order to meet the data security
requirements of modern enterprises, ServiceNow provides customers with a suite of
encryption options. These can be used individually or in conjunction with each other
to address a variety of data confidentiality use cases:

+ Column Level Encryption Enterprise is applied to data as it is added to an
instance within the ServiceNow network

+  Edge Encryption encrypts data before it leaves your network, ensuring that
neither ServiceNow personnel nor an attacker would be able to read your data

+  Database Encryption encrypts data directly in the database accessed by
applications running on a ServiceNow instance

+  Full Disk Encryption works at the hardware tier and ensures data is encrypted at
rest, protecting against a storage attack

While each approach is different in terms of implementation, benefits, and
functionality, you are not limited in choosing one approach over another; you can
choose a combination based on your security needs.

This document explains these solutions and provides the information you need to
choose the correct ones. For an overview of the ServiceNow security program, please
refer to the Securing the Now Platform eBook.

Please note, all information in this eBook is related to the standard Now Platform
commercial environment. For information related to ServiceNow’s in-country cloud
offerings around the globe and how they may differ, please contact your ServiceNow
account representative.




WHITE PAPER

Table of Contents

oY oTo U e1 dTe] o TSRO 2
MANAGING ENCIYPLION KEYS ....couiieriiiiiieiiniinenieetentesstesesssseessassssessesssessesssasssessassssssssssssssssaes 4
Encryption key managemMeENnt OVEINVIEW ..........cceiiiieieeeceieesee et eas 4
ENCryption iN trANSIt......cocrieinieinrineineineiseetesenesesseeseesessessessessessessessesessessesssssssssssassssassassassaene 5
Summary of ServiceNow encryption in transit fEATUIES.........cceiririeerees e S
Secure communication With the INSTANCE ......co.iii e 6
EMail iN=tranSit @NCIYOTION ..ottt e ans 6
File trONSTEI @NCIYTION w.eeieivieietee et 6
DireCt AOTADASE QUETY ..ttt es e nnns 6
WED SEIVICES INTEGIOTION. ..ottt sae s sene 6
SINGle SIGN=0N INTEGITTIONS ...uiveieiieicieee st eee 7
SEIVICENOW MID SEIVET ..ottt nsees 7
ENCIYPLION Gt FESt....ueiceieieeieceetecicrtentesenteseesteseestessseesasssesssessesssessesssassasssasssessasssessasssessassaes 8
Column Level ENCryption ENTEMOMISE. ...ttt ssae s 8
EAQGE ENCIYITION .ottt bbb s s 10
Edge Encryption vs Column Level Encryption ENterprise........eeeiveeieeeeeeeeseins 12
DOtAASE ENCIYPTION .ottt nan 13
FUI DISK ENCIYPTION .ttt ssnes 15
CONCIUSION....ceeeteeeiereteteteteeteeet et et sae st se st sastsseseseesasas et s et ssaseesesessassesestesessssssassesesesansen 15
RESOUICES ...ttt sttt sa s b e s st s be st s sb s b e sab s s e s sas st sssssssesnasns 16
Appendix A: Edge ENCryption OPtioNs........cceerenerneineenieneninnenccsieenienissesssssssssesessessesssases 17
Appendix B: Functionality and encryption implications for Edge Encryption................ 18

Appendix C: Comparison of encryption at rest solUtions..........ccceeeeevenriennenenenesenennens 21




WHITE PAPER

Managing encryption keys

Encryption key management overview

Backed by a hardware security module, the ServiceNow Key Management Framework (KMF) feature provides customers with the
essential cryptographic tools to enable data security through confidentiality, integrity, and authentication.

At its core, KMF provides an interface for the following:
+  Proper lifecycle management of cryptographic keys

Configuration of the managed cryptographic keys to a specific cryptographic usage and algorithm (e.g. AES-GCM with 256-bit
key for data encryption purposes)

+ Access controls for the managed cryptographic keys (i.e. Module Access Policy)

KMF CRYPTOGRAPHIC
MODULE
a
KEYS CRYPTOGRAPHIC MODULE
ALGORITHMS ACCESS POLICY

AND USAGE

KMF supports encryption on the Now Platform in the creation and management of cryptographic modules specific to each type of
encryption. Encryption keys within the cryptographic modules can be created, rotated, revoked, and configured for automated
lifecycle settings (e.g. automated deactivation or automated rotation).

Starting in the Quebec release, KMF is available out of the box on the Now Platform. In addition to the core functionality described
above, KMF also supports other functionalities and features within the Now Platform.

Column Level Encryption Enterprise

Encryption keys provided by customers for use with Column Level Encryption Enterprise (CLEE) are backed up within the database
for the customer instance where they are used. Customers should also back up encryption keys prior to applying them to their
instances. For CLEE, customer keys are re-encrypted using a wrapper key, commonly referred to as a key-encryption-key (KEK),
which is stored and managed from a key management appliance.

Edge Encryption and Database Encryption

Encryption keys for the Edge Encryption feature are managed entirely within a customer’s network boundary. Encryption keys for
Database Encryption are managed by ServiceNow using a three-level key hierarchy. The first two keys are customer-specific and
are created by the database engine, while the third key is instance-specific.

ServiceNow cloud infrastructure

Encryption keys used within ServiceNow's cloud infrastructure are managed by ServiceNow. Keys are stored in redundant secure key
storage appliances. Dual controls are required for essential functions such as generating, deleting, or exporting keys. Key custodian
forms are required as part of the generation of new keys. Cryptographic management is undertaken by a specific team within the
security group, including appliances used to store the per customer instance wrapper key.

Standard operating procedures are used for the procurement, generation, and configuration of key appliances. Work instructions
are used for configuration and backup with logs from these forwarded to the ServiceNow internal SIEM infrastructure.
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Encryption in transit

Interactive end-user sessions TLS 1.2* Highest publicly available ratified
encryption
Emaiil TLS 1.2* opportunistic TLS Highest publicly available ratified

encryption where mutually
supported, with fallback to
cleartext

File transfers - Inbound to instance via HTTPS only Highest publicly available ratified
encryption where mutually

Retrieved by instance, from external )
supported, with cleartext FTP

location: TLS 1.2° over FTPS (implicit

or explicit), SFTP, SCP option for legacy integration
Web services integration TLS 1.2* supporting outbound Highest publicly available ratified
certificate-based mutual encryption when initiated from
authentication ServiceNow instance, but does not

currently support inbound mutual
authentication

Single sign-on (SSO) TLS 1.2* Highest publicly available ratified
encryption
MID server TLS 1.2* plus additional application- Highest publicly available ratified
level public key pair encryption encryption, with double encryption
between MID server and instance of credentials used for discovery

and orchestration

*References to TLS 1.2 include proposed TLS 1.3 suites, i.e. ECDHE-ECDSA (perfect forward secrecy)
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Secure communication with the instance

By their nature, customer instances of the Now Platform are designed to be accessible
via the internet, providing maximum flexibility in how, when, and from where they are
accessed. The internet, however, is a public network and therefore communications
can potentially be intercepted and read if they are not encrypted or otherwise
protected.

ServiceNow provides transport layer encryption as standard within its cloud
infrastructure. The Now Platform enalbles customers to use its encryption in transit
capabilities when integrating with own external systems, data sources, or services.

Customers access their instances via a web browser using Transport Layer Security
(TLS) encryption using AES with 128-bit or 256-bit cipher suites. This is also true of
any data transferred from the on-premises MID server to the Now Platform. All end-
user access to a ServiceNow instance attempted over HTTP are redirected to HTTPS.
Negotiated ciphers are subject to customer browser versions and may be influenced
by customer internet proxy infrastructure. Customers can force specific cipher suites
via their own browsers or proxies if desired.

For additional security, customers are also able to use IP range-based authentication
to restrict the public networks that are used to access their instances of the Now
Platform.

The standard contractual clauses are applicable as a data transfer mechanism,
as per section 9 (international data transfers) of ServiceNow's Data Processing
Addendum.

Email in-transit encryption

Customers commonly configure ServiceNow instances to generate emails in relation
to service management tasks, for example, to request approval for a change or notify
a user of the status of a service request. ServiceNow instances provide additional
confidentiality in this respect by supporting opportunistic TLS for email sent or
received. Now Platform instances will negotiate TLS 1.2 encryption during the SMTP
handshake and will fall back to plaintext SMTP where a secure channel cannot be
negotiated.

Additional related email security controls including Sender Policy Framework (SPF),
DomainKeys Identified Mail (DKIM), and Domain-based Message Authentication,
Reporting, and Conformance (DMARC) are also provided at no additional cost.

File transfer encryption

Instances of the Now Platform support a variety of file transfer protocols, including
FTPS, SFTP, and SCP. These are for instance- initiated communication out to external
systems only and support TLS 1.2. There is no inbound file transfer facility beyond
HTTPS/ web services uploads.

Direct database query

Now Platform instances support direct Java Database Connectivity (JDBC) queries
out to external systems. JDBC connections are not encrypted but can be securely
proxied via a customer management, instrumentation, and discovery (MID) server.
The communication to the MID server in the customer environment is secured, as

described in the ServiceNow MID Server section below.

Web services integration

ServiceNow supports web services using SOAP (Simple Object Access Protocol) and
REST (Representational State Transfer) for integration, all traffic is encrypted using TLS.

66

Now Platform instances
will negotiate TLS 1.2
encryption during

the SMTP handshake
and will fall back to
plaintext SMTP where a
secure channel cannot
be negotiated
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Web service security is enforced using the combination of basic authentication challenge/response and system-level access using
contextual security. Additionally, there is a set of web service-specific roles that may be granted to the web service user.

For incoming SOAP requests, support for WS-Security 1.7in the form of WSS X.509 token profile and WSS username token profile is
available. In this context, "incoming” means requests targeting a web services resource in a customer ServiceNow instance.

ServiceNow instances support outbound-only web services mutual authentication by defining a protocol profile for connections
that require mutual authentication. Protocol profiles allow you to associate a specific certificate record with a protocol, such as
HTTPS. Requests made to an endpoint whose domain is defined in a profile are then mutually authenticated.

Mutual web services authentication is only possible for outbound HTTPS connections, such as SOAP, REST, or direct HTTPS calls. A
ServiceNow instance does not support mutual authentication for inbound requests or for outbound requests sent through a MID
Server.

Secure signing of SOAP requests for message integrity purposes is also available.

Single sign-on integrations

Instances of the Now platform support single sign-on (SSO) via the multiple provider SSO or security assertion mark-up language
(SAML) 2.0 plugins. These options allow integration with your own compliant SAML 2.0 identity providers (IDPs), and benefit from
transport layer encryption. Additionally, customer-provided certificates are used to verify a SAML assertion is properly signed by the
correct IDP.

Instances of the Now Platform include LDAP client functionality and can access multiple LDAP v3 compliant directories according to
customer configuration. Both standard and secure LDAP (LDAPS), which use TLS, are available.

ServiceNow MID server

The ServiceNow management, instrumentation, and discovery (MID) Server is an optional, free ServiceNow component. It facilitates
communication of data between the customer instances and external applications, data sources, and services. MID Servers are
used by customers in conjunction with their instances for enterprise application and service monitoring, integration, orchestration,
and discovery.

The MID Server is a Java application provided to customers via a download link within their instance. It may be installed by the
customer on a suitable host system within their environment. The server can use Windows or Linux operating systems. MID Servers
are cryptographically paired with an individual instance during installation and need to be approved by the customers ServiceNow
administrators before they can be used.

At a customer defined interval, a MID server securely initiates an outbound session to a customer’s instance over HTTPS using TLS
1.2, looking for activities to perform. The activity is retrieved and executed, and any output or resulting data is returned to the
originating instance. This outbound, or "pull’ approach negates the need to permit inbound access through a customer’s perimeter
or firewalls directly to the Internet.

Optional External ... :
Credential Storage .o > Network Devices

Job Queue

Lightweight Java application that ®e CIM

collects data and makes only ftecceccenns > Storage
OUTBOUND connection to the
ServiceNow instance.

servicenow Internet Customer Network
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Encryption at rest

Column Level Encryption Enterprise

Column Level Encryption Enterprise (CLEE) provides field and attachment-based data encryption within instances of the Now
Platform. With CLEE, users can configure which specific data to encrypt within a specific table. The data is then stored in
encrypted form.

Encryption keys are stored and maintained within the ServiceNow instance and managed through the key management
framework.

The main features of CLEE include:

+  Encryption of supported field types of string, date/time, and URLs

+ Can be used on file attachments

- Employs AES-CBC with 256-bit keys

+  Offers both deterministic and non-deterministic encryption options

« Allows user with access to perform limited searching and filtering operations on data that has been encrypted

+ Allows user to supply their own encryption keys (bring your own keys, BYOK) or have keys randomly generated on the Now
Platform

+  Offers several access controls based on role assignment and application scope

Common use case

Mitigating the risk of exposing sensitive data as Enabling customers to comply with Limiting access to sensitive data based on
either the result of a direct attack or of compromised governmental and industry certification defined roles, defined script assignments,
data stored in a cloud requirements and regulations application scope and domain membership

CLEE cryptographic module

CLEE encryption keys are managed via the key management framework (KMF), specifically through CLEE cryptographic modules,
which are created by users assigned with the KMF cryptographic manager role. Once a PE cryptographic module is created, it
can be associated to a field within a given table, thus enabling CLEE for the given field.

Whether generated by the ServiceNow instance or customer supplied (BYOK), the keys are stored in the same unique customer
instance database where the data encrypted by them is stored. As part of the KMF, the encryption keys themselves are stored in
encrypted form and are encrypted by the instance key-encryption key (IKEK), an instance-unique key generated by KeySecure.
This mitigates direct access to the encryption key, either by an instance administrator or ServiceNow.

PE does not enable customers to store encryption keys in their own hardware security modules (HSM), key storage appliances, or
services.

CLEE access control

Within the CLEE cryptographic module, KMF cryptographic managers can grant access to the module based on:

+  Role - access is based on the role for the user session.

+  Application Scope — access is based on being in the targeted application scope.

These access controls are not mutually exclusive; multiple access controls can be configured for a CLEE cryptographic module to
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provide flexibility.

The access control example below illustrates single access control implemented (role-based):

USER 1

e =
o .
= o400 2 , L
USER 2 @@@@@ _____ P L N FIELD A
. __-¥  GROUPT ROLE1 CRYPTOGRAPHIC —
“““ MODULE 1 =
USER 3 -
FIELD B
USER 4

User 1is a member of Role 1, which provides access to CLEE cryptographic module T; this allows User 1to see the contents of
Field A and Field B.

User 2 and User 3 are members of Group 1; Group 1is a member of Role 1, which allows everyone in Group 1access to
cryptographic module 1and allows User 2 and User 3 to see the contents of Field A and Field B.

User 4 is not a member of any group or role and has no access to CLEE cryptographic module 1; not only does User 4 not
have access to Field A or Field B, but User 4 will not even see that these fields exist.

Access control example 2 — Two access controls implemented (role-based + application scope):

MODULE 1

@ CRYPTOGRAPHIC

i FIELD A

- FIELD B
........ e
=

USER 3 DOMAIN 1 ROLE 2

User Tis a member of Role 1Tand is currently in Domain 1. Access to CLEE Cryptographic Module 1is granted due to an access
control that allows access to Role 1. Thus, User 1is able to see the contents of Field A and Field B. This demonstrates access
based on role (similar to the previous example).

User 2 is member of Role 2 (i.e. not a member of Role 1) and is currently in Domain 2. Access is allowed since an access

control for Domain 2 exists for CLEE cryptographic module 1. As a result, User 2 is able to see the contents of Field A and
Field B. This
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demonstrates access based on domain membership.

. User 3 is neither a member of Role 1 nor in Domain 2. As a result, User 3 cannot see the contents of Field A and Field B.
Furthermore, User 3 will not see that these fields exist.

Usage and restrictions

Column Level Encryption Enterprise (CLEE) can be used to process specific sensitive data sets in the ServiceNow environment. The
data is only decrypted by a user/script with authorized access to the associated CLEE cryptographic module. Controlling access
to sensitive data often means limiting access in a controlled fashion or granting it on an as-needed basis.

CLEE-encrypted data is maintained throughout the backup process.

Edge Encryption

Edge Encryption provides customers the ability to control the end-to-end encryption of their data and key management. Edge
Encryption uses a proxy application provided by ServiceNow and installed by customers within their own network. This tokenizes
specified data patterns or encrypts string fields and attachment data before it is sent from a customers’ environment to their
instance. It also decrypts the same data again only within the customer’s own network, using keys stored only within the
customer’s own network. Edge Encryption is also supported by ServiceNow.

Key features of Edge Encryption Common use cases

* Customer-owned
Customer-retained encryption key administration ﬁ Requirements that prohibit encryption keys from
being stored in a cloud service provider
* Flexibility
Flexible encryption options to balance security and user
operation requirements

SR Cnization , Mltlgatlng the risk of expgsmg sensitive data
) . ) x as either the result of a direct attack or of
Provides pattern-specific protection for structured data, such as . j
. ) ) compromised data stored in a cloud
credit card or Social Security numbers
* API Support
REST and SOAP APIs to support additional system integrations,
web services, and customizations = Customers who need to comply with
o ) O A\ governmental and industry certification
¢ Easy administration i requirements and regulations

Easily administer and rotate encryption keys ES

* Native platform
Tight integration within the ServiceNow platform architecture
to support ServiceNow applications and the ServiceNow portal

interface Addressing the data sovereignty requirements for

data that may be stored outside of a country's
e Simple rule development domain

A native encryption rule development environment to provide
integration support

The following diagram illustrates the Edge Encryption process — a field storing social security numbers (SSN) being encrypted
within a customer’s network by an Edge proxy. As shown below, the data in the SSN field is converted from plain text to ciphertext.
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CUSTOMER PREMISES

Edge Encryption proxy
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> [..JOO0-00-0000]...] [..JQUVTXE2X2J[...]
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In addition to the Edge proxy configuration and management of rules, customers are responsible for the usual requirements of
operating a server within their environment (including hosting, routing, backup, DNS configuration) to enable and support their Edge
proxies.

Edge Encryption is rule-based; specific fields are identified for encryption or tokenization based on a customer’s business
requirements. Data in fields encrypted by the Edge proxy will be accessible to any end user whose roles or other access rights allow
them to read or write to that field.

Access to Edge-encrypted data must always be made through the proxy application, which functions as a web application with
a unique customer-defined URL. Attempting to access Edge-encrypted data directly from an Edge-enabled instance without first
passing through the relevant proxy will result in only the encrypted version of the data being visible. Edge proxies are hosted by
customers at their own preferred URL, such as edgeproxy.customerdomain.com.

The following example shows an incident record which has Edge Encryption applied to the Short Description field. This illustrates
how it would appear to an appropriately credentialed user accessing that record via the customer’s Edge proxy (i.e. in plain text).

= Mumber & = Openead = Short description
2018-05-07
INCOODO001 160551 Can't read email

Below is the same record and field when it is accessed directly at the customer’s instance. Because this form of access bypasses
the customer’s Edge proxy, the data is inaccessible to any user, including administrators.

= Number 4 = Opened = Short description
2018-05-07 o =
[NCOQ00001 ot OO5klmjiog/Ovg p4|c2kDDCA!QAEgAEI:IlEDBEEQUWXzE‘z}{ZJEdGVzKZIZKV.I

The relevant encryption keys and configuration exist only on the Edge proxy within the customer’s network and are not visible to
ServiceNow. The data is encrypted from the moment it leaves the customer environment and is only decrypted upon retrieval. At no
point is the data accessible in clear text by ServiceNow systems or personnel.

Types of encryption

Edge Encryption provides three options that support the advanced encryption standard (AES) for key lengths of 128 and 256 bits
you can apply to data fields within an instance: standard, equality-preserving, and order-preserving encryption. For a side-by-side
comparison of these encryption options, see Appendix A.
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Tokenization

Another layer of data protection that Edge Encryption provides is tokenization. During this process, Edge Encryption uses a
randomly generated token to mask a predefined pattern of characters within a data field when the pattern is matched.
The examples below illustrate tokenization from the user experience perspective.

In the first example, the patterns for a credit card and Social Security number were configured for tokenization. When the user
connects through the Edge Encryption proxy, the content for those two values are displayed in plain text but are actually
tokenized in the instance.

= Number ¥ = Opened = Short description = Caller = Priority = State
2016-10-05 Please help Joe Smith {SSM: 123-45-6T89) .
i 07:57:08 with his tax software installation. N A= Fiawing e

2016-10-05 Purchase order 85-23456 should be
INCO010004 — charged against Visa 4916 8699 9572 5861, |TIL User 5- Planning MNew
o not AMEX 377660611382710.

However, if the user were to bypass the Edge Encryption proxy and access the same incidents directly, the corresponding
values within the short description field would be represented as a token as shown below.

= Number ¥ = Opened = Short description = Caller = Priority = State
16-10-05 P h Smith {SSN: )
INC0010005 ki leage help Joe Smith (SSN: NENNENSEE) |, ... s-pianciog  New
07:57:08 with his tax software installation.
2016-10-05 Purchase order 89-23456 should be charged
INCO010004 07:55:31 against Visa B05Sbarhg2gqq587sgg, not ITIL User 5-Planning New

AMEX Bzye875TWESp5vE.

Implementation considerations

While encrypting specific fields or tokenizing embedded strings of data is beneficial from a data security perspective, having
ciphertext in place of actual dota can lead to potential functional or operational challenges within an instance of the Now
Platform. To avoid these challenges, follow the implementation considerations and suggested capability and configuration
approaches provided in detail in Appendix B.

Edge Encryption vs Column Level Encryption Enterprise
This section serves as a guide to help determine when to opt for Edge Encryption or Column Level Encryption Enterprise (CLEE).

At a high level, if an enterprise wants maximum control over the encryption of its data, Edge Encryption is the choice over CLEE.
With Edge Encryption the customer owns and controls the encryption key outside of their ServiceNow instance. However,
depending on your requirements, using Edge Encryption could result in reduced functionality.

CLEE can decrypt an encrypted column used in a server-side business rule when that rule is executed by a logged-in end-user
assigned the appropriate encryption context. However, Edge Encryption would not have this capability since the data needs to
be decrypted on the instance to run the business rule.

The table below shows a side-by-side comparison of the differences between Edge Encryption and CLEE functionality.

Column Level

Functionality Edge Encryption Encryption Enterprise

Encryption key controlled and owned by customer YES NO!
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. . . Column Level

Multiple levels of functional encryption for equality, filtering, grouping, and YES NO?
sorting operations

Data tokenization based on defined encryption pattern YES NO
Built-in encryption key rotation YES YES
Encryption of standard out-of-the-box fields YES YES
REST/SOAP API encryption support YES NO
Built-in mass encryption/decryption support YES YES®
Automatic attachment encryption YES NO*
Customer maintains additional infrastructure in their network to control YES NO

encryption keys and encryption processing

Decryption by server-side business rules NO YES®

Encryption/decryption based on user roles NO YES®

"CLEE supports BYOK

2CLEE supports only equality filtering

*CLEE supports mass encryption with a single CLEE cryptographic module, and mass decryption with a single CLEE cryptographic module or
multi CLEE cryptographic modules

“Manual process per record attachment for CLEE

SSupported only when business rules are executed by an entity assigned the appropriate access to the CLEE cryptographic module context

¢ CLEE supports access controls based on role, script, and application scope

Database Encryption enables all data to be protected with symmetric AES-256 encryption, whether the database is online or
offline. It encrypts all customer data at rest in the database with no impact to functionality. Any new or changed data is encrypted
as it is entered into a table — associated activity log files (e.g. bin, redo, undo, and error) are also encrypted.

When this feature is used, all related instances are encrypted — along with associated replication traffic and backups — and
instance cloning is still possible. However, there is a minor performance impact for using Database Encryption of up to 5%. Both
new and existing instances on supported releases of the Now Platform can take advantage of Database Encryption.

Database Encryption utilizes the native capabilities of the database engine to encrypt data as it is written to the database using
industry standard AES-256 encryption and decrypt it in memory as it is read from the database. This technology (also known as
Tablespace Encryption or Transparent Data Encryption) is fully transparent to the customer and to the application.
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Application Encrypting all data at
: s rest provices a layer of
Encryption Decryption security in cases where

much of the data in

||=. your enviornment is

Database considered sensitive
or could potentially be
Both ServiceNow applications and custom applications can operate seamlessly Considered Sensitive in

without any changes because the application always has access to the data it
needs, in the clear. When using Database Encryption, all data is encrypted,
including attachments, logs, and backups.

the future

Key Management: three-level hierarchy

Keys are stored and managed by ServiceNow using a three-level key hierarchy:
st level: An AES-256 key is used to encrypt the data.
2nd level: Another AES-256 key is used to protect the 1st level key.

3rd level: An additional AES-256 key, used to protect the 2nd level key, is created
by and stored within our FIPS 140-2 compliant key management appliances in the
ServiceNow data centers

The first two keys are customer-specific and are created by the database engine. The
third key is unique per customer instance.

. SERVICENOW KEY
MANAGEMENT APPLIANCE

/

Key protection keys °

AES-256 ) :
DATABASE TIER
RN :
Data Encryption Key
AES_] 28 .............................. ’

14
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Common use cases

Encrypting all data at rest provides a layer of security in cases where much of the data in the customer environment is considered
sensitive or could potentially be considered sensitive in the future, due to regulations or changes in the customer’s business
environment. Database Encryption is useful in cases where it is critical that functionality is not impacted, and application tier
encryption is not necessary.

Database Encryption can be coupled with application tier encryption for a layered security approach. Highly sensitive fields that
need to be encrypted at the application tier can be secured with Edge Encryption or CLEE. Layering encryption allows all data to
be protected when not in use. It also allows highly sensitive fields, such as personally identifiable information (PIl) and protected
health information (PHI), to be protected from additional attack vectors.

Full Disk Encryption

Full Disk Encryption (FDE) mitigates the risk of sensitive data being exposed in the event of the physical theft of a disk drive used in
a cloud instance. FDE includes the entire disk, which can only be decrypted by the operating system. This encryption also does not
impact the performance or functionality of the application.

Provided via self-encrypting hard drives with AES-256-bit encryption, FDE delivers at-rest protection only and is focused on
preventing data exposure through the loss or theft of hard disks holding customer data. It does not provide application tier
protection for data in transit or against unauthorized access while the drive is operational.

Measures in place by ServiceNow to mitigate loss or theft of storage devices may also be a factor when considering FDE.

Usage and restrictions

FDE is a high-speed encryption method integrated into ServiceNow’s Advanced High Availability (AHA) architecture that provides
encryption of customer data at rest. FDE decrypts the data when actively being used or accessed by the server's operating
system. The hard drive models used by ServiceNow comply with the Trusted Computing Group (TCG) enterprise specifications
and are secured using a passphrase generated from a key stored in our SafeNet key management appliance.

Conclusion

The available encryption options from ServiceNow are intended to address common additional data protection and privacy
needs for its customers.

¢ Column Level Encryption Enterprise provides simple, secure encryption, but may not meet all customer requirements around
key storage and management.

e Edge Encryption is a significant enhancement over Column Level Encryption Enterprise and allows customers to control where
and how data is encrypted as well as the management and configuration of all keys. However, it requires significant planning
on the part of the customers.

¢ Database Encryption allows all stored data to be encrypted in real-time, providing protection for data online and offline, with
no loss of functionality.

e Full Disk Encryption protects offline data in case of disk loss or theft, and may be relevant to heavily regulated organizations,
but can add significant cost to a customer’s ServiceNow deployment.

Highly sensitive fields that need to be encrypted at the application tier can be secured with Edge Encryption or Column Level
Encryption Enterprise.

With Edge Encryption, cleartext data never leaves your premises - only encrypted or tokenized data is sent to the instance. This
can enable the Now Platform to be used in cases where external data storage may not otherwise be appropriate.

Full Disk Encryption can be coupled with both application tier encryption and database tier encryption for a layered security
approach.

Layering encryption allows all data to be protected when not in use and highly sensitive fields, such as PIl and PHI, to be protected
from additional attack vectors.
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Resources

Encryption-specific resources:

Product Documentation
Column Level Encryption Enterprise technical implementation and configuration

Edge Encryption technical implementation and configuration

Further reading resources:

Trust and Compliance Center

CORE (Compliance Operations Readiness Evidence) platform
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Appendix A:

Operations Standard Equality-preserving Order-preserving*
AES-128 or AES-256 AES-128 or AES-256 AES-128 or AES-256
Group by X X
Is empty X X
Is not empty X X
Equal X X
Not equal (excludes empty X X
fields)
Is not X X
Sort by X
Is greater than X
Is greater than or equal X
Is less than X
Is less than or equal X
Contains
Starts with
Ends with

Operators that imply the right
side of the clause is a field

Text search

*MySQL is required for order-preserving encryption.

7



Appendix B:

Functionality

Reporting

Buisness rules
and logic

Encypted text
exceeding table
column widths

Workflows

Implication

Reporting operates on column data values.
Because the ServiceNow application must use
the column’s values to generate reports, there is
the potential a report will not generate correctly

because it does not have access to the plaintext.

This is only an issue if the report being generated
uses columns that have been encrypted using
Edge Encryption.

ServiceNow runs all business logic on the back
end, so any business rule that needs to read
from or write to an encrypted column may have
trouble executing the rule.

Encryption algorithms often create ciphertext
that is longer than the plaintext. For

example, the name “King George III,” which

is 15 bytes long, might be encrypted to "#j&_
xz|[~'K@b_69FExi$$4n\{2%)c,” which is 30 bytes
long. If the column in the ServiceNow instance

is limited to 20 characters, the full length of
encrypted text will not be stored, causing it to
become invalid and incapable of decryption.

Similar to business rules, workflows often operate
from a column'’s value. A workflow that depends
on the ability to examine plaintext in a table
column will fail to function because it only has
access to encrypted versions of the text.
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Mitigation

Review the columns you need to include in the
report that may benefit from equality-preserving
or order-preserving encryption, and use those
supported functions where necessary. Do not
export reports that contain encrypted columns
since the report is generated on your instance
without access to the encryption key.

Review the columns included in business rules
that may benefit from equality-preserving or
order-preserving encryption, and use those
supported functions where necessary. If this is
not possible, do not use the encrypted columns.

Examine each column you plan to encrypt (either
programmatically or by hand) and widen them
to ensure each can store the longest possible
encrypted value for that column.

Review the columns from your workflows that
may benefit from equality-preserving or order-
preserving encryption, and use those supported
functions where necessary. If this is not possible,
do not use the encrypted columns.
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Functionality Implication Mitigation

Searching

Sorting

Bulk import/
export

Mobile access

ServiceNow executes all searches on the back-
end database, which means all searches use the
data within the columns. If the search is being
executed against columns with ciphertext values
rather than plaintext values, a user may not
receive the desired results. However, searches

for exact matches will still work becasue the
search term will be converted into ciphertext by
Edge Encyption-this only applies to equality-
preserving and order-preserving encryption. This
enables the back-end search function within
ServiceNow to effectively search for the desired
term. “Contains” searches on free-form text fields
are the most difficult to implement because the
search text cannot be found in the body of the
encrypted text.

ServiceNow does all sorting on the back-end
server. As an application, ServiceNow deals with
large data sets and generally returns the Top

N to the user based on some form of sorting.
Because the application always sorts on the
back end, and the application always sorts

on the ciphertext values, when a user initiates
the sorting of encrypted data, the results may
appear incorrectly.

ServiceNow does all export and import activities
on the back-end servers. As such, any exported
data—Excel, XML, CSV, PDF, or other— exports
the ciphertext values of any encrypted columns.
Likewise, because these data formats are not
supported, any attempt to import data into

an encrypted column will result in unencrypted
values being written into the column, unless the
process that is sending data to the instance is
configured to proxy communications through the
Edge Encryption proxy.

To see any data that has been encrypted using
Edge Encryption, a mobile browser must access
the ServiceNow instance through the Edge
Encryption proxy. Actions allowed via mobile
devices need the ability to see the plaintext data
in order for the ServiceNow application

to function correctly. This includes workflow
approvals via mobile devices and other actions
available to the user through the mobile
interface.

Tokenization can make “contains” searches
possible. For example, a word or character string
can be tokenized individually so the encrypted
search text finds a matching tokenized word in
the body of the field. Equality-preserving and
order-preservingencryption provide a technique
that partially addresses the “contains” search
with strong encryption.

Apply order-preserving encryption to implement
a technique that addresses this issue (while
maintaining strong encryption) using a stored
subset of plaintext table data as a token to
prepend to the ciphertext for sorting purposes
before it is sent to the instance.

Some vendor solutions are capable of
intercepting exported data files, such as XML
or CSV, and decrypting them prior to being
delivered to the user. Check with your vendors
to ensure they can encrypt and decrypt the
file types you need. If they can, a web service
integration is necessary.

Ensure that mobile access to the ServiceNow
instance goes through the company’s network
so all access is granted via the Edge Encryption
proxy. Be selective about which columns

you encrypt. Modify any workflows that use
encrypted columns if the workflow is visible or
accessible using mobile devices.
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Functionality Implication Mitigation

Inbound/
outbound
email and SMS
notifications

Reference fields

Web services
integrations

Legacy data

When ServiceNow triggers a notification, it could
send an email or SMS that contains a mixture

of hard-coded plaintext and encrypted field
text. For example, an email template that looks
like this: Dear ${name}, we have changed your
shirt size from ${old_ size} to ${new_size}. Will be
rendered with field substitutions, so it looks like
this if the corresponding columns are encrypted:
Dear Bob Baker, we have changed your shirt size
from 6*SD[&%T to H7asdh78.

Reference fields are not supported by Edge
Encryption because the sysid that is being used
to make the link between your form and the
actual field needs to be in the clear.

ServiceNow can integrate with outside data
sources using industry-standard web service
protocols like REST and SOAP. A third-party
integration, which is usually software running on
a computer inside your network, can retrieve and
insert data into ServiceNow automatically, but

if that data is not properly encrypted, plaintext
can be inserted into columns that are expected
to be encrypted. As a result, the Edge Encryption
proxy attempts to decrypt text that was not
encrypted in the first place. This leads to data
inconsistencies within the ServiceNow instance
and could impact what the user sees.

ServiceNow customers may have amassed
large amounts of data within their ServiceNow
instances within various columns. The amount
of data these customers need to encrypt could
contain millions of records. Because encryption
keys and algorithms cannot be held within
ServiceNow, encrypting large amounts of data
using Edge Encryption can take a long time.

Edge Encryption does not support inbound nor
outbound email. Taking this into account, be
selective about which columns you encrypt.

Modify any SMS text message that uses
encrypted columns and remove them from the
message. Provide a URLin the message that
leads to a ServiceNow page that shows the
contents of the message—this way, the Edge
Encryption Proxy can decrypt the text.

Use a secondary field, encrypt it, and hide the
reference from the form. The actual source field
must be a string type and will need to be

configured to be encrypted with one of the three
available encryption types.

Configure all automated processes to send or
receive data from the ServiceNow instance using
encryption rules so the Edge Encryption proxy
can identify the columns in the payload with the
encrypted instances.

You can run a mass encryption job on a per-
column and attachment basis. Plan when you
want to run this type of operation carefully

so you can accommodate for the volume of
columns and attachments you plan to encrypt.

20
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Appendix C:

. Column Level Encryption .

Description

Field types
Supported for
Encryption

Encryption Types

Tokenization

Encryption Key
Creation

Additional
Requirements

servicenow.

Encryption of data at
rest when not being
processed in the instance

All

AES-256

No

ServiceNow

None

Equality Preserving Encryption of
data at rest within the database
based on user role in the instance

+  String Text

+  Attachment
+ URL

+  Date

«  Date/Time

AES-128 and AES-256

No

Managed by ServiceNow and the
customer

None

Standard, Equality
Preserving, and Order
Preserving encryption of
data at rest within the
database and instance.
Data sent to ServiceNow
already encrypted by
customer

+  String Text
«  Attachments

-  URL
«  Journal
. Date

- Date/Time

AES-128 and AES-256

Yes, for pattern-matched
data

Customer

+  On-premises Encryption
Proxy

+  Encryption Key Store

+  Optional on-premises
MySQL Database for
Tokenization and order
Preserving encryption

© 2021 ServiceNow, Inc. All rights reserved. ServiceNow, the ServiceNow logo, Now, Now Platform, and other ServiceNow marks are trademarks and/or registered trademarks of ServiceNow, Inc. in the
United States and/or other countries. Other company names, product names, and logos may be trademarks of the respective companies with which they are associated.

SN-DataEncryption-012021

servicenow.com
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