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Kroll + CrowdStrike
Proactive Cyber Risk

Reduction Portfolio

Problem centric cyber risk reduction aligned to how
attacks unfold — from initial access, through privilege

abuse, to detection and downstream impact.
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Threat-Informed Proactive Cyber Risk Reduction

Modern cyber attacks exploit preventable, real-world weaknesses by chaining failures across environments.

Kroll's incident response experience and CrowdStrike’'s adversary intelligence show that reducing risk based on how
attackers actually operate, before an incident begins, materially lowers impact.

A Portfolio Built Around Real-World Risk

Kroll and CrowdStrike help organizations identify likely attacker entry points, understand how impact escalates, and

prioritize the risks that matter most.

The portfolio is organized across six critical domains to drive practical, attacker-informed risk reduction.

1. Governance, Strategy & Quantified
Cyber Risk

Aligning leadership, operating models, and decision
making to real incident conditions so organizations can
manage incidents under pressure and reduce
confusion, delay, and business impact.

2. Exploit & Exposure Management

Reducing risk by prioritizing the exposures attackers
are most likely to exploit, cutting through vulnerability
noise to identify and eliminate critical attack paths that
materially increase breach likelihood.

3. Identity & Privilege Attack Path Reduction

Limiting attacker access by addressing identity driven
exposure, including excessive privilege, admin sprawl,
legacy auth and trusted access, to prevent intrusion,
privilege escalation and lateral movement.

4. Cloud & SaaS Data Theft Defense

Reducing cloud and Saa$S data exposure caused by
misconfigurations, excessive access, and entitlement
misuse to limit blast radius and downstream impact of
cloud service compromise and cloud data theft.

. Third Party & Supply Chain Privilege

Managing risk introduced through partners and
suppliers by assessing access, dependency
concentration, and ecosystem exposure to prevent third
party weaknesses from becoming first party incidents.

6. Threat Detection & Response

Ensuring security operations translates into effective
response and active threat containment by designing,
implementing and validating controls for observability,
detection, and response, to make certain processes
operate under real attacker pressure.
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Who This Is For What Clients Gain What'’s Included (At a Glance)

e Security and risk leaders reducing e Clear prioritization of attacker e Threat informed assessment across
real world cyber risk : validated risk six risk domains
e Organizations with large or e Reduced likelihood of e Prioritized findings based on

complex attack surfaces across
identity, cloud, and third parties

attacker entry exploitability and impact

e Faster detection and Doe
containment during active :
compromise

Practical remediation guidance

e Teams needing clearer e Optional use of CrowdStrike

prioritization across prevention, intelligence for prioritization

detection, and response e Reduced blast radius and

e Executives and boards requiring downstream business impact

business impact risk visibility e Executive ready insight into

exposure and response readiness

Why Kroll + CrowdStrike

Kroll and CrowdStrike combine global threat intelligence and telemetry with real world breach and response expertise.
CrowdStrike provides visibility into how adversaries operate at scale, while Kroll applies frontline investigative and incident
response insight to translate that intelligence into practical, risk reducing action. Together, this partnership reflects how

attacks actually unfold — not how they’re modeled in theory.

Kroll is a Leader in Cyber and Data Resilience

World'’s largest incident response 100+ certifications

Experience from Govt.

700k+ actively

provider, handling thousands of
cyber incidents annually

& Law Enforcement, Industry
& Consulting backgrounds

CISM SGS

CREST

monitored endpoints

Rated as an industry leader

140k+ hours of penetration  Coriputing
testing and red teaming annually Expertise in Al, 1AM, Cloud, : FORRESTER %3@5‘3?&!&
------------------------------------------- Data Analytics, OT Security : WINNER

. Securi
Trusted by leading enterprises, 700+ experts across and Cyber Risk : Excellence E@gﬁs,ds
insurers and regulated 19 countries ﬁigp

organizations worldwide

CONTACT US

To learn how Kroll helps organizations operationalize CrowdStrike exposure management and reduce real-world risk:

Brandon Roberson
Alliance Director
Cyber and

Data Resilience

Check out our website:
kroll.com/crowdstrike

Robb Mayeski
Executive Sponsor

Michael Cowley
Director

Cyber and

Data Resilience

®
Cyber and

Data Resilience
dh

For more information about this service or to discuss a joint Kroll x CrowdStrike engagement, please contact your Kroll
representative or email crowdstrike@kroll.com
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About Kroll

As the leading independent provider of financial and risk advisory solutions, Kroll leverages our unique insights, data and technology to help clients stay ahead of
complex demands. Kroll's global team continues the firm’'s nearly 100-year history of trusted expertise spanning risk, governance, transactions and valuation. Our advanced
solutions and intelligence provide clients the foresight they need to create an enduring competitive advantage. At Kroll, our values define who we are and how we partner with
clients and communities. Learn more at Kroll.com.

M&A advisory, capital raising and secondary market advisory services in the United States are provided by Kroll Securities, LLC (member FINRA/SIPC). M&A advisory, capital
raising and secondary market advisory services in the United Kingdom are provided by Kroll Securities Ltd., which is authorized and regulated by the Financial Conduct Authority
(FCA). Valuation Advisory Services in India are provided by Kroll Advisory Private Limited (formerly, Duff & Phelps India Private Limited), under a category 1 merchant banker
license issued by the Securities and Exchange Board of India.
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