KROLL

Cyber and Data Resilience

Proven Cyber Resilience When It Matters Most

Navigating Complex Digital Events

As organizations face sophisticated cyberattacks, regulatory scrutiny, litigation and nation-state activity, they need partners
with the experience and credibility to respond decisively. Kroll combines cybersecurity, investigative and advisory capabilities,
forming bespoke teams drawn from thousands of frontline incident response engagements, regulatory matters and complex

cyber events each year.
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Discipled Delivery

and Agility

e Neutrality: Vendor-agnostic
guidance aligned to each
client, not platforms

e Agility: Senior-led teams that
pivot quickly as threats and
regulatory demands evolve

e Integrated Perspective: Access
to Kroll's enterprise risk,
financial advisory, and
investigative expertise

Market Leadership: Oversees
more global cyber incidents
than any firm

Continuous Insight:
Intelligence drawn from
incident response, red
teaming, MDR, regulatory
response, financial crime, and
M&A due diligence

Applied Intelligence: Frontline
experience informs advisory,
implementation, and response
at every stage of delivery

Veteran Practitioners:
Experienced professionals
from industry, government,
and leading consultancies,
proven in high-stakes matters

Judgment-Led Engagements:
Teams led by seasoned
practitioners who prioritize
accountability and outcomes

Disciplined Economics:
Efficient delivery model
balancing quality, speed, and
cost—without unnecessary
leverage or complexity
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The Kroll Lifecycle Of Resilience

.

Assess & Test

Red teaming and exposure
analysis to find vulnerabilities

Defend & Resolve

Managing security operations
and resolving complex legal/
regulatory disputes
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Advise

Mapping best-of-breed
solutions using cross-
disciplinary intelligence

How companies use
technology to run & protect
business processes




Kroll Risk Intelligence

KRYLL

Frontline intelligence from thousands of IR, regulatory response, financial crime and M&A due

diligence engagements every year — informing every engagement, at every stage.

1,000+

IR Cases Annually

NOHS

é ADVISE

e Security Assessments
and Advisory

e Penetration Testing and
Red Teaming

e Regulatory Compliance
Assessments

e Financial Crime Compliance
and Investigations

Largest Global Breach Notification Providers
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Eg IMPLEMENT

Cloud and

Application Security
Technology Implementation
(IAM, Threat & Vulnerability

Management, OT Security) >

Security Program
Development
Zero Trust Security

&

#1

Ranked IR & MDR Globally

Managed Detection

and Response

Digital Risk Protection
Security Technology & Process
Management

(OT, 1AM, Al)

Corporate Legal Solutions
Discovery Solutions

e Security Architecture and e Cyber Security Training and Analytics
Engineering
Highly Rated in Best Regulatory & Top 100 Excellence in Winner —

IR, MDR, Security Compliance Firm of Cross-Border Digital Innovation Managed Detection

Consulting & GRC the Year Investigations Global Insurance & Response Solution
Forrester - IDC - Private Equity Wire Consultancy Innovation Awards SC Awards Europe
Giga Om U.S. Awards Global Investigations 2024 2022
Ongoing 2025 Review
2021-2024
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About Kroll

As the leading independent provider of financial and risk advisory solutions, Kroll leverages our unique insights, data and technology to help clients stay ahead of
complex demands. Kroll's global team continues the firm's nearly 100-year history of trusted expertise spanning risk, governance, transactions and valuation. Our advanced
solutions and intelligence provide clients the foresight they need to create an enduring competitive advantage. At Kroll, our values define who we are and how we partner with
clients and communities. Learn more at Kroll.com.

M&A advisory, capital raising and secondary market advisory services in the United States are provided by Kroll Securities, LLC (member FINRA/SIPC). M&A advisory, capital
raising and secondary market advisory services in the United Kingdom are provided by Kroll Securities Ltd., which is authorized and regulated by the Financial Conduct Authority
(FCA). Valuation Advisory Services in India are provided by Kroll Advisory Private Limited (formerly, Duff & Phelps India Private Limited), under a category 1 merchant banker
license issued by the Securities and Exchange Board of India.
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