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In recent years, parents have had little control over the onslaught of
website operators seeking children's data. Equally troubling is that
the law has lacked clear protocols for obtaining parental consent or
limiting long-term data retention.

Recognizing these concerns, the Federal Trade Commission recently
took action to provide parents more control by amending the
Children's Online Privacy Protection Act on Jan. 16.

With this amendment, many parents are asking how their children
will benefit from COPPA's expanded scope. This article explains the
FTC's recent changes and provides both tech companies and parents
with a guide for ensuring that children's privacy is protected online.
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COPPA

COPPA outlaws "unfair or deceptive practices in connection with the
collection, use, and/or disclosure of personal information from and
about children [minors under thirteen] on the Internet."[1] It is the
only federal law regulating the collection of children's data online and
is aimed at protecting children from online marketers.[2] Danielle 1zzo

The law requires child-focused online services to obtain parental consent before collecting
children's personal data, such as their social security numbers, phone numbers, email
addresses, names or persistent identifiers. COPPA also requires web operators to have
privacy policies in place and give parents the option to delete data collected by those
website operators.

The FTC and federal and state agencies are responsible for enforcing COPPA through
enforcement actions seeking civil penalties of up to $53,088 per violation.[3]

COPPA Updates

The FTC recently amended COPPA to expand protections for children online.[4] Most
notably, the FTC clarified COPPA's parental consent protocols, now requiring companies to
obtain separate, verifiable parental consent before collecting children's data or sharing
children's data with third parties for targeted advertising purposes — a practice few, if any,
online services currently comply with.

The amendment also:

e Adds mobile telephone numbers and biometric identifiers as protected data types;
e Includes a requirement that companies conduct risk assessments at least annually;
e Limits the time for which children's personal data can be retained;

e Specifies the security measures companies must implement to protect children's
personal information;



e Expands the disclosures required in data security, deletion and retention notices; and

e Prohibits the retention of children's personal information indefinitely.

Companies have one year to comply with COPPA's expanded requirements.[5] Once
effective, these changes will provide parents with greater control over their children's data.
As for companies, failure to comply will result in an increased risk of facing enforcement
action.

Implications for Tech Companies

The FTC's recent updates require tech companies offering web services to children under 13
to reexamine, and potentially change, their current privacy practices — or risk
noncompliance.

As an initial step, companies will need to ensure they are obtaining parents' separate,
verifiable consent in accordance with COPPA. This will likely require extensive changes to
companies' privacy notices, including to the form of and process for the notice.

With respect to form, companies will need to enhance their disclosures to contain a separate
privacy notice for parents. These disclosures must contain complete information in plain
language so that parents may provide meaningful consent. As it stands, many privacy
notices lack the type of clear, unambiguous disclosures that the FTC is calling for in the
COPPA update, so companies' reexamination of their current language will be critical.[6]

In order to ensure compliance, companies should consider including explicit disclosures
regarding (1) the identities of any third parties with which they share children's personal
information, (2) how the company uses persistent identifiers and (3) what safety measures
the company has established to prevent unauthorized use of persistent identifiers.

In terms of the notice process, companies will need to enhance their agreement protocols to
ensure parents are in fact providing meaningful consent. The new COPPA amendment
provides guidance on the types of notice mechanisms that would satisfy the rule. For
example, the company can issue a confirmatory text message to the parent's phone
number, coupled with an additional step of the company's choosing. The additional step
could be a second text message, a physical letter or a phone call, just to name a few
examples.

This "text plus" approach adds to the existing "email plus" approach previously advocated.
By prioritizing providing parents with clear notice in accordance with COPPA, tech companies
will significantly minimize the risk of legal action by regulators like the FTC, and parents,
alike.

Failure to comply with COPPA's expansion exposes tech companies to mounting regulatory
risk. The FTC's enforcement power comes from Section 5(a) of the FTC Act, which
empowers it to investigate and "prevent unfair methods of competition and unfair or
deceptive acts or practices affecting commerce [and] seek monetary redress and other
relief."[7]

Recent leadership changes at the agency make it even more likely that tech companies will
be held to account in the coming years. For example, FTC Bureau of Consumer Protection
Director Chris Mufarrige said during a legal workshop on Jan. 29 that "Big Tech represents
the issue of our generation and it is the chair's priority."[8]



Implications for Parents

For these reasons, the FTC's expansion of COPPA protections will unquestionably aid parents
in protecting their children's data from online collection and use, especially for marketing
and data brokerage purposes. However, violations of COPPA may still occur, leaving parents
curious about the options that will be available to them when COPPA's amendments are fully
effectuated, and violations persist.

As written, COPPA has no private right of action, which means enforcement actions may
only be initiated by government actors, like the FTC or state agencies. Even so, parents still
have options to enforce the protections codified in COPPA and protect their children's
privacy.

First, parents may report suspected COPPA violations directly to government agencies, such
as the FTC and the Better Business Bureau.[9]

The FTC encourages parents and others to "[r]eport anything you think may be a fraud,
scam, or bad business practice."[10] Once the FTC receives the report, it may initiate an
investigation and file a corresponding enforcement action, and if money is recovered or
injunctive relief ordered, the agency will then contact anyone affected. Additionally, parents
and guardians may directly file complaints with their state's attorney general.

In addition to alerting government agencies, parents and guardians can use litigation as a
tool for data protection to advance similar goals as those outlined in the COPPA statute.

While COPPA does not have a private right of action, every state has passed a consumer
protection act, e.g., versions of Section 5 of the FTC Act,[11] aimed at protecting
consumers against a variety of deceptive and unfair practices similar to those in COPPA. In
many states, these statutes afford consumers an opportunity to initiate litigation when they
experience such unfair practices. The collection, use and indefinite retention of personal
data are issues that are routinely addressed by actions arising under state consumer
protection statutes.

For example, in September 2024, parents, on behalf of minor children, filed a putative class
action against TikTok's parent company for collecting and using their children's personal
information without providing direct notice to parents or obtaining verifiable parental
consent, which, among other things, violated COPPA. The case, Villanueva v. Bytedance
Inc., was filed on behalf of "millions of American children" in the U.S. District Court for the
Central District of California.

The claims in Villanueva seek relief for unfair data practices that deviate from the FTC's
stated best practices as outlined in COPPA. Similar claims were recognized in July 2023 in
Jones v. Google, where the U.S. Court of Appeals for the Ninth Circuit rejected the U.S.
District Court for the Northern District of California's finding that state privacy claims for
unfair data practices as to children were preempted by COPPA.[12]

These examples confirm that, should violations persist, parents can use litigation as a tool
to ensure that the expanded protections of COPPA are being properly enforced.
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