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Summary of enforcement of the Network and Information Systems Regulations 2018 from 2021 to 2024
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Dept. of 1 Rail 1 None 8 Rail/ 8 None 11 Road/ Aviation 10 None 25 Road/Rail/ 14 None
Transport Maritime Maritime
Information 3 RDSP* 8 None 4 RDSP 4 None 15 RDSP 15 None 11 RSDP 9 None
Commissioner
Defra 2 Drinking | 2 1 formal 2 Drinking 2 1 formal 7 Drinking water 7 None 9 Drinking 9 None
Water investigation Water investigation water
& recomm.** *x
Ofcom 0 n/a n/a n/a 1 Digi Inra 1 None 0 n/a n/a n/a 1 Digi Infra 1 None
Ofgem 0 n/a n/a n/a 0 n/a n/a n/a 1 Electricity 1 None 0 n/a n/a n/a
Scottish 12 Health 12 None 18 Health 15 None 38 Health 28 None 20 Health 9 None
Parliament
The Drinking 0 n/a n/a n/a 0 n/a n/a n/a 0 n/a n/a n/a 0 n/a n/a n/a
Water Quality
Regulator for
Scotland
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Dept. of 0 n/a n/a n/a 0 n/a n/a n/a 9 Electricity/Health | 9 Reminder 33 Health/Gas 33 None
Finance to notify on
(Northern time
Ireland)
Dept. of Energy | O n/a n/a n/a 0 n/a n/a n/a 1 Electricity 1 None 0 n/a n/a n/a
Security and
Net Zero
Welsh 0 n/a n/a n/a 0 n/a n/a n/a 0 n/a n/a n/a 0 n/a n/a n/a
Parliament
Dept. of Health | O n/a n/a n/a 0 n/a n/a n/a 0 n/a n/a n/a 0 n/a n/a n/a
and Social
Care***
Notes:

#Incidents means the number of notifiable incidents under the NIS Regulations. It does not include incidents notified on a voluntary basis.

In time? means the number of incidents notified in the 72 hour window.

* RDSP means a registered digital service provider. This means certain types of online search engines, online marketplaces or cloud computing services.

** The full text of the responses from Defra are: (i) “the Inspectorate have initiated formal enforcement action once post-incident in 2021, once post-incident in 2022 and to
current date 2023 has not warranted formal enforcement, which may or may not change as incident investigations progress”, and (ii) “For the incident in 2021, the Inspectorate
used our powers of inspection and the OES received formal DWI recommendations (not served under Regulation 17).”

*** |t is not clear why the Department of Health and Social Care has not received any notifications. It seems highly likely that the high profile cyber attacks on English hospitals

during that period should have been notified to the Department.
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The requests:

The request had to be repeated because of the delay in responding to the first requests made in January 2024 (which included obtaining a Decision Notice to force disclosure).
The author would like to thank Evelyn Church (an ex-intern) for all her work over the last year to get this information, including successfully persuading the Information
Commissioner to order disclosure ( ).

The first round of requests (January 2024) asked for:

“[1] For each of the last three calendar years (i.e. 2023, 2022 & 2021) please could you let me know:

a. The total number of network and information systems incidents notified to your department by relevant OESs/RDSPs under the NIS Regs.

b. For each such notification please provide: (i) the year of the notification, e.g. 2023/2022/2021; and (ii) where you regulate more than one sector, the sub-sector of
the entity making the notification (e.g. Electricity/Gas); (iii) whether the notification was made within the 72 hour reporting window; and (iv) whether formal
enforcement action was taken.

[2] For each instance in which formal enforcement action was taken, as set out above, please you could you let me know:
a. The power exercised, e.g. information notice, use of powers of inspection, service of an enforcement notice or issue of a penalty.
b. If the power exercised was a fine, the amount of the fine”

The second round of requests (February 2025) stated:

“I previously asked for information under the Freedom of Information Act 2000 about the enforcement of Network and Information Systems Regulations 2018 (“NIS
Regs”). This relates to the cyber security measures used to protect critical infrastructure in the UK, a matter of significant public interest, something recognised in
Decision Notice IC-299337-B4V1.

Could I now ask for the same information for 20247 In other words, for the calendar year 2024, please could you let me know:

a. The total number of network and information systems incidents notified to your department by relevant OESs/RDSPs under the NIS Regs.

b. For each such natification please provide details of : (i) where you regulate more than one sector, the sub-sector of the entity making the notification (e.g.
Electricity/Gas); (ii) whether the notification was made within the 72 hour reporting window; and (iii) whether formal enforcement action was taken.

c. For each instance in which formal enforcement action was taken, as set out above, please you could you let me know: (i) The power exercised, e.g. information
notice, use of powers of inspection, service of an enforcement notice or issue of a penalty. (ii) If the power exercised was a fine, the amount of the fine.”


https://ico.org.uk/media2/migrated/decision-notices/4030885/ic-299337-b4v1.pdf

