Linklaters

Fintech and Payments Legal Outlook 2025

A global perspective



Linklaters

Contents

A brighter horizon for global fintech investment and
funding

Route to digital market infrastructure: same road,
same direction, new milestones in sight

Divergin I roach retail lecoins an
central bank digital currencies

Real time payments: the challenge of increasing both
speed and security

An increasingly fragmented landscape for cryptoasset
regulation

Increasing need for Al resilience in financial services

The future of finance is open: the role of digital identity

in open banking and finance

Contacts

6

<>4A8

The global fintech industry looks to be rebounding after the first half of 2024 saw
continuing decline in investment, funding, and M&A volumes. The second half of
the year has seen the tide start to turn with the insatiable appetite for Al in finance
bringing a renewed sense of hope. Following Trump’s re-election in the US, global
markets and tech stocks have experienced a boost, and going into 2025 the mood
IS more positive.

Introduction

Meanwhile, ongoing efforts to digitalise financial assets, payment systems, and
market infrastructure are progressing from pilot to scale, with tokenisation holding
transformative potential. Retail customer demand for instant, frictionless payments
continues to drive innovation, and all market participants are feeling the pain of
cost pressures for which technological innovation holds the promise of solutions.

The compliance landscape is growing ever more complex in fintech and payments,
including crypto and digital assets. Regulators are expanding oversight, but are
recognising the need to promote innovation in a competitive world where
nationalism is on the rise. Different regulatory approaches and a lack of common
standards add to the challenge, with divergences between the EU and UK,
competition between Singapore and Hong Kong, and in the US, continuing and
often contentious regulatory questions — with hopes that could change in 2025.

We focus on opportunities and risks in finance innovation, including tokenisation,
new forms of digital money, instant payments and open banking. These innovations
unfold amid growing demand for Al, security, and resilience in financial services —
and the increasing convergence of Al and digital assets. For those innovating to
solve the key efficiency challenges in finance, taking a holistic approach to the
compliance challenge has become an imperative.

Our global fintech team is widely acknowledged for its market leadership and innovation. Visit our
Fintechlinks and Tech Insights blog platforms for the latest legal updates in the sector and visit our
website to learn more about fintech and payments at Linklaters.


https://www.linklaters.com/insights/blogs/fintechlinks
https://techinsights.linklaters.com/
https://www.linklaters.com/client-services/fintech
https://www.linklaters.com/client-services/fintech/payments

1. A brighter horizon for global fintech investment and funding

In 2025, the global fintech sector is expected to see a rebound in investment and M&A activity with deal

volumes expected to rise if geopolitical uncertainties ease and interest rates stabilise. There is optimism for

VC growth and late-stage funding rounds, especially in emerging economies where fintech continues to
address significant market needs. We hone in on the bright spots.

Expected areas of focus

Whilst the last two years have been challenging for fintech founders
and investors with a continuing decline in funding levels against
increasing costs, the rise of Al has brought a renewed sense of hope.
Investments in Al within the banking and financial services industry
are expected to increase significantly, with projected additional
spending of US$31 billion worldwide by 20251

Many of the largest deals in 2024 were in the payments space and
this trend is expected to continue with an ongoing focus on real-time
and embedded payments and solving the challenge of friction within
cross-border payments — areas where innovators are hard at work.
With increasing complexity of payment systems and growing
regulatory pressures, consolidation is expected as players focus on
driving down their costs.

Traditional finance will continue to experiment with decentralised
finance, particularly with the tokenisation of real-world financial
assets and the use of traditional financial infrastructure to support
crypto investment. Ownership of financial assets; clearing, trading
and settlement; asset allocation and investment monitoring, are all
areas looking to benefit from technological innovation and therefore
ripe for investment globally.

A return to deal making

Q324 YTD figures for global fintech M&A indicate a dollar volume of
US$165 billion, which surpassed the full-year 2023 level (US$102
billion) and 2022 level (US$135 billion) with the highest M&A deal
count since Q1 20212. Overall expectations are that the fintech
sector is poised for an increase in deal-making activities in 2025,
driven by ongoing technological advancements, economic recovery,
and supportive regulatory environments.

1 Figures sourced from 2023 JLL Banking and Finance Outlook
2 Figures sourced from FT Partners Quarterly Fintech Insights

The continued integration of Al and other advanced technologies
make fintech companies attractive targets for acquisition as
traditional finance players look to enhance their tech stack. As the
fintech market matures, larger firms seek to acquire smaller,
innovative startups to expand their service offerings and customer
base.

Regulations will also push some smaller fintech companies to seek
partnerships or acquisitions to better navigate compliance
requirements. And correction in high valuations from previous years
is expected to stabilise, making acquisitions more financially viable
for potential buyers.

Regional outlook

Despite an overall decline in European funding, there has been a
notable increase in mid-market M&A, indicating consolidation in a
maturing market, with the UK continuing to dominate the fintech
ecosystem. Mature fintech companies are expected to continue
towards acquisitions and partnerships to fuel growth, especially as
IPO markets remain uncertain.

Asia, with its rapidly expanding economies and underbanked
populations, has produced several notable fintech start-ups —
although these face challenges in scaling due to geopolitical
tensions and cultural, regulatory and market differences across the
region. Maturing fintech ecosystems in Hong Kong and Singapore
enjoy supportive regulatory regimes leaning into innovation in
payments, digital currencies, tokenisation and virtual assets. With
increasing investor interest in Al-driven fintech, funding in Asia is
expected to increase.

The US fintech market, already the largest in the world is growing
rapidly, with revenues forecast to hit US$1.5 trillion by the end of

3 Figures sourced from Thomson Reuters Fintech Trends for 2025

the decade3. Following the US election, markets are responding
favorably to the promise of deregulation and anticipation of a more
sanguine government approach to crypto, including development of
a clear regulatory framework rather than regulation by enforcement
(see section B). It remains to be seen whether this market
exuberance will be sustained, given that some policies, such the
promised increase in trade tariffs, could drive inflation.

Regulation driving investment — the rise of RegTech

Increasingly complex regulation and reporting requirements are
driving interest in RegTech solutions that are able to automate and
streamline compliance activities across complex multi-jurisdictional
requirements, including anti-fraud, anti-money laundering, ESG
horizon scanning, data privacy and cyber security.

The increasing integration of Al and the rise of cloud computing and
APIs has facilitated the entry of new players in this fintech sub-
sector, offering cost-effective solutions that are easily deployable. As
the global RegTech market grows, the APAC region is expected to
lead adoption and innovative solutions given substantial investment
and support from both government and private sectors with
regulators that promote Al for compliance.

RegTech is expected to attract increasing VC and PE interest and
investment given its sustainable growth opportunities.
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While there is a lot of investor dry powder needing to
be deployed, investors are looking for business
models with positive unit economics and the ability to
scale in a commercially rational manner”

Niranjan Arasaratnam, Partner, Singapore
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Momentum continues to build behind tokenisation initiatives and other efforts to digitise the financial
markets. More milestones are expected to be met in 2025, building on the progress of previous years.
But there remains a long road ahead. The implications of the forces currently in play will likely take several

years to unfold.

Steady stream of digital issuances

There was a steady stream of digital bond issues in 2024, spanning
a range of infrastructures and legal systems. This trend is expected
to continue into 2025. In the UK, for example, the government has
recently announced its plans to issue a digital gilt, which was much
anticipated and warmly welcomed by industry.

The UK government will join the ranks of sovereigns, supranationals
and agencies (SSAs) experimenting with digital issuances, such as
the Hong Kong government, the World Bank and the European
Investment Bank. SSAs are likely to continue to lead the charge
among issuers, given the investment premium for first movers,
among other things.

Besides digital bonds, we are also seeing continued investment in
cross-border tokenised financings and other tokenised asset
classes, such as tokenised funds and commodities, as well as
electronic trade documents.

The ongoing liquidity challenge

Deep liquid markets remain elusive for many digital security
issuances, for a variety of reasons. These include regulatory
restrictions in some jurisdictions in relation to the listing of securities
that are not recorded in a regulated central securities depository.
The market also remains fragmented with limited member
participation and a lack of interoperability between platforms.

There are practical barriers to market participants onboarding with
multiple different platforms, given the due diligence exercises and
internal processes involved. There are various initiatives underway
to address regulatory and interoperability challenges.

We may also see some consolidation of the market. All of this takes
time, however, and we are likely to see the effects play out over

several years. A key challenge for adoption is the tension of
platforms trying to build critical mass while potential participants
hold back as they try to determine which platforms are most likely to
succeed.

Sandboxes and grant schemes

There has been continued rollout of regulatory sandbox and pilot
initiatives designed to support the development of digital market
infrastructure. These include the EU DLT Pilot Regime, the UK
Digital Securities Sandbox, HKMA's Project Ensemble Sandbox and
Digital Bond Grant Scheme and Singapore’s Project Guardian.

Some sandboxes allow for firms to conduct live activity within a
modified legal and/ or regulatory environment. We may see more
market disruption as new entrants seek to take advantage of the
flexibilities and support on offer. These sandboxes could influence
permanent changes to the legal and regulatory environment,
depending on the findings of the policymakers behind them.

We expect to see more sandbox activity in 2025, while again it will
likely take much longer for the full effects on the market to be seen.

Wholesale digital settlement solutions

Finding appropriate delivery-versus-payment, as well as payment-
versus-payment, settlement solutions for digital assets has been a
key area of focus in 2024, and that is likely to continue next year.
There have already been a large number of experiments with
tokenised deposits and stablecoins. Some central banks have
signalled a low risk appetite for a significant shift away from ultimate
settlement in central bank money and taken steps to address that.

The Eurosystem has been running a pragramme of exploratory work
on new technologies for wholesale central bank money settlement,
across three different platforms, which much of the industry has

been engaged with. We should hear more soon on how it plans to
take its findings forward.

The Bank of England is expected to begin a similar programme in
2025. We also expect to see more progress on Project Agora, a
cross-border initiative among seven central banks to explore a
unified ledger, as well as the Regul Liabilities Network, a similar
industry-led project. Meanwhile in Asia, Project mBridge (of which
Hong Kong is a founding participant) has reached MVP stage, and
Singapore is progressing its Global Layer One network.

Implementation of prudential regulation

Members of the Basel Committee on Banking Supervision (BCBS)
have now agreed to implement the international standard on the
prudential treatment of cryptoasset exposures by the end of 2025,
following certain targeted amendments in July 2024. Depending on
exactly how this is implemented, it could potentially impact a broad
range of tokenisation projects.

There are likely to be consultations and other opportunities to
influence national legislation during the course of 2025, and this will
be an important area for the industry to engage with. Under Trump,
many expect a more positive US regulatory environment for
disruptive technology, and Trump’s concerns about US national
security and competitiveness, freedom of speech and freedom from
surveillance are likely to shape the US approach.

It may sound like the same story year-on-year, but the
market has seen meaningful progress on various fronts
over the last year, and we can expect more in 2025”

Richard Hay, UK Head of Fintech


https://www.icmagroup.org/fintech-and-digitalisation/fintech-resources/tracker-of-new-fintech-applications-in-bond-markets/
https://techinsights.linklaters.com/post/102jp3c/uk-government-outlines-national-payments-vision-and-confirms-plans-to-issue-digit
https://www.linklaters.com/en/about-us/news-and-deals/deals/2024/february/linklaters-advises-on-the-hong-kong-sar-governments-first-multi-currency-digital-green-bond-offering
https://www.linklaters.com/en/about-us/news-and-deals/deals/2023/october/linklaters-advises-euroclear-bank-on-its-new-digital-securities-platform
https://www.linklaters.com/en/about-us/news-and-deals/deals/2024/november/linklaters-advises-bny-on-the-eibs-sixth-digital-bond-issuance
https://www.linklaters.com/en/about-us/news-and-deals/deals/2024/november/linklaters-advises-bny-on-the-eibs-sixth-digital-bond-issuance
https://www.linklaters.com/about-us/news-and-deals/deals/2024/september/linklaters-advises-on-ant-digital-technologies-cross-border
https://www.linklaters.com/en/insights/blogs/fintechlinks/2022/june/eu-finalises-dlt-pilot-regime
https://www.linklaters.com/en/insights/blogs/fintechlinks/2024/october/uk-digital-securities-sandbox-the-final-framework
https://www.linklaters.com/en/insights/blogs/fintechlinks/2024/october/uk-digital-securities-sandbox-the-final-framework
https://www.linklaters.com/en/knowledge/publications/alerts-newsletters-and-guides/2024/december/06/digital-money---driving-the-future-of-finance-in-hong-kong?utm_source=knowledge&utm_medium=email&utm_campaign=whatsnew&expiry=2024-12-13T06%3a20%3a17&userid=436c98eeccfe44c487b6e132b5dca561&token=e141e11329641dac357fc375de2e9163605502c61844cf0d2e847a89398ad426
https://www.linklaters.com/knowledge/sso?returnurl=%2fknowledge%2fpublications%2falerts-newsletters-and-guides%2f2024%2fnovember%2f28%2fhong-kong-promotes-the-development-of-the-digital-bond-market-with-the-digital-bond-grant-scheme
https://www.linklaters.com/en/insights/blogs/fintechlinks/2024/august/10-key-takeaways-from-the-bank-of-england%E2%80%99s-latest-paper-on-digital-cash
https://www.ecb.europa.eu/paym/integration/distributed/exploratory/html/index.en.html
https://www.linklaters.com/en/insights/blogs/fintechlinks/2024/august/10-key-takeaways-from-the-bank-of-england%E2%80%99s-latest-paper-on-digital-cash
https://www.linklaters.com/en/about-us/news-and-deals/deals/2024/april/linklaters-advises-uk-finance-on-its-regulated-liability-network-experimentation-phase
https://www.linklaters.com/en/insights/blogs/fintechlinks/2023/january/basel-committee-finalises-global-standard-on-prudential-treatment-of-cryptoassets
https://www.linklaters.com/en/insights/blogs/fintechlinks/2023/january/basel-committee-finalises-global-standard-on-prudential-treatment-of-cryptoassets
https://www.bis.org/bcbs/publ/d579.htm

3. Diverging policy approaches to retail stablecoins and central bank digital currencies
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There has been an uptick in stablecoin initiatives over the last year as the sector explores mainstream use cases. Several
jurisdictions have introduced or are introducing new stablecoin regulations, but there are notable differences in the scope
and effects of these regimes. Meanwhile, some central banks are strongly pushing retail CBDCs while others see no need.

How do stablecoins differ from other forms of money?

It goes without saying that the difference between stablecoins and
other forms of money depends on your definition of "stablecoin".
But it is worth saying, because there are lots of definitions around.
The term is commonly used to refer to some form of transferable
cryptoasset which is pegged to the value of a single fiat currency,
but even within those parameters, structures can differ widely,
particularly regarding the legal rights/ interests given to the holder.

One common feature is that, unlike traditional bank deposits,
stablecoins are generally transferable directly among participants in
a way that bypasses settlement through traditional interbank
settlement systems.

An uptick in regulated stablecoin activity

While stablecoins have been a feature of crypto markets for some
time, there has been a notable uptick in stablecoin initiatives led by
traditional banks and payment providers over the last year. This has
been supported by the emergence of regulatory frameworks for
stablecoins in some jurisdictions.

The industry has been exploring a range of potential use cases, for
example in relation to cross-border payments, foreign exchange,
M&A settlement and facilitating broader access to decentralised
finance markets. There remains much debate as to the outlook for
stablecoins; some see wide mainstream adoption as inevitable while
others are more sceptical.

Diverging approaches to stablecoin regulation

The EU has been a front runner in developing a regulatory regime for
stablecoins, and has taken a robust approach. It casts a very wide
net in terms of scope and imposes onerous restrictions and
requirements, particularly in relation to foreign currency
denominated stablecoins. The framework restricts the viability of

certain business models, e.g. by prohibiting stablecoins from
bearing interest and restricting the range of backing assets that may
be used.

Several Asian jurisdictions also have rules in place or under
development: The Central Bank of the UAE has introduced a
licensing system for stablecoins, ensuring that only approved tokens

(backed by UAE dirhams) can be used within the country. Issuers of
fiat-referenced stablecoins in Hong Kong will soon need to obtain a
specific licence from the HKMA under incoming rules. The MAS has
proposed a framework for single-currency stablecoins issued in
Singapore, pegged to the Singapore dollar or G10 currencies.

The UKis still developing its stablecoin framework, although the
new government has said it will scale back the previous
government's plans in order to reduce the potential regulatory
burden. Meanwhile the regulatory position in the US is very much up
in the air (see section b).

In the US, despite ongoing, often bi-partisan Congressional efforts,
no comprehensive federal stablecoin legislation yet exists, although
there are high hopes for adoption 2025. States like New York, have
long since taken the lead, with prescriptive stablecoin regulation
providing guardrails for US market participants in this growing area.

Diverging approaches to retail central bank digital currencies
(CBDCs)

We are also starting to see more divergence among central banks in
their approach towards retail CBDCs. The term "retail CBDC"
generally refers to a digital form of cash issued by a central bank.

Economies such as the Bahamas, Jamaica and Nigeria have led the
charge by launching CBDCs while others such as China are in
advanced stages of pilots. In Hong Kong, the e-HKD has entered
into second phase pilot. Strong momentum is also building behind

the Digital Euro project, which is now in a "preparation phase".
Motivations among central banks differ somewhat. For emerging
markets, improving financial inclusion has been a key driving factor.
Geopolitical considerations are also at play. The European Central
Bank, for example, has been strongly influenced by the EU's
strategic autonomy agenda and ensuring it is not reliant on foreign
players for payments.

Other central banks, such as the Reserve Bank of Australia, have
been clear that they do not see any public interest case for issuing a
retail CBDC at this time. The Bank of England has also indicated
that it would only proceed with a retail CBDC if commercial banks
fail to meet consumer needs. Trump made a campaign vow that
there would be no US CBDC during his term, and few expect to see a
US central bank-issued retail digital dollar in the near future.

Novel forms of money versus other forms of retail payment
innovation

While there is a lot of activity and interest around novel forms of
money like stablecoins and CBDCs, they are not the only game in
town when it comes to retail payments innovation. Far fromit. For
example, as we discuss below in section 4 and section 7, we expect
to see more innovation around account-to-account payment rails
and open banking over the coming years. Many policymakers are
also highly focused on ensuring there is no significant shift of wealth
out of traditional banks, through a range of measures.

In the short to medium term, stablecoins and CBDCs
are set to become important components of a diverse
retail payments landscape”

Peiying Chua, Asia Head of Fintech


https://techinsights.linklaters.com/post/102jcf2/navigating-new-frontiers-unveiling-the-uaes-payment-token-services-regulation
https://techinsights.linklaters.com/post/102jpma/uk-revises-crypto-regulation-approach-and-timetable
https://www.linklaters.com/en/insights/blogs/fintechlinks/2024/august/10-key-takeaways-from-the-bank-of-england%E2%80%99s-latest-paper-on-digital-cash

4. Real time payments: the challenge of increasing both speed and security

Digital payments have become a bedrock of the global economy. Technological advancements and
consumer demands are driving faster and more convenient digital payments. But greater speed and less
friction can increase risks. Different countries around the world are finding different ways to promote

innovation while also protecting consumers.

Faster: Real-time payments becoming more prevalent

In recent years, platforms like UPI in India and Pix in Brazil have
become the envy of payments policymakers around the world.
Those platforms have used instant payments to give consumers
real-time visibility of their day-to-day spending and help merchants
better manage their cash flows.

While UPI and Pix operate in large unbanked populations,
elsewhere, different regulatory drivers are at play. For example,
consistent with its policy of “strategic autonomy”, the EU is eyeing
home-grown systems built on existing instant payment rails as an
alternative to overseas card schemes. The potential is huge.
McKinsey estimates that the number of account-to-account
payments in the EU could rise tenfold to EUR 30 billion by 2028.

The EU is using regulation to support this trend. The first set of
obligations under the EU’s Instant Payments Regulation start to
apply in 2025, requiring banks in the Eurozone to set themselves up
to first receive and, later in the year, send instant credit transfers in
the euro at no extra cost to consumers. Other EU banks have until
2027 to comply.

More convenient: Growth in digital wallets

Itis harder for alternative systems to penetrate already-
concentrated markets such as the United States and United
Kingdom. In the US, adoption of FedNow, the Federal Reserve’s
answer to Pix, has been slow. Credit cards are proving sticky. As well
as points-based rewards and cashback incentives, they also offer
fraud and purchase protection and, unlike FedNow, can facilitate
cross-border transactions.

In card-concentrated markets, cards linked to digital wallets are

meeting the instant payments demand, providing convenience and
a seamless and secure way to store and use their payment
information — without having to carry a physical card.

The number of digital wallet users is projected to grow substantially,
with regions like Asia-Pacific and Latin America seeing rapid
adoptionl.In 2025, tap-to-pay transactions using smartphones,
wearables and even biometric cards will remain a key driver of
digital payment growth.

The growth of card-linked digital wallets has not escaped the
attention of financial supervisors. In 2025 the European Central

Bank will continue to leverage its oversight regime for digital wallets.

In the UK, regulators will continue to examine the role of Big Tech
firms in financial services and how the valuable transaction data
they collect via digital wallets could be shared with others.

Meanwhile, more businesses will integrate payment solutions
directly into their platforms, allowing for seamless transactions
without redirecting users to third-party providers. Companies like
Uber and Amazon have already embedded payments directly into
their apps, enabling users to complete transactions without leaving
the platform.

More secure: Protecting consumers

Global losses from payment card fraud are projected to reach
US$400 billion over the next 10 years. To try to tackle this growth,
the EU is among those jurisdictions planning to require payment
service providers to verify that the identity of the payee matches the
account details given by the payer.

More countries will require payment firms to reimburse victims of
fraud. The UK has already introduced a fraud reimbursement

1 CapitalOne Shopping: Digital Wallet Statistics July 24., 2024

requirement. The EU is considering holding banks liable for
employee impersonation scams. Tensions will grow about who
should bear the cost for this fraud. Some in the financial sector
argue that, because fraud often originates online, tech firms and
telecoms providers should contribute to reimbursing consumers.

Pressure may grow to slow down some payments. A recent change
in the law gives UK firms the option to delay payments where they
need more time to investigate suspicions of fraud or dishonesty. The
challenge will be quickly processing legitimate payments while also
spotting the fraudulent ones.

For card payments, biometric authentication methods,
such as fingerprint scanning and facial recognition, are
becoming more widespread. In the longer run,
technologies like blockchain and Al could potentially
help enhance the security of payments without
compromising speed”

Ben Packer, Litigation, Arbitration and investigations Partner, London


https://www.linklaters.com/en/insights/blogs/fintechlinks/2024/july/uk-regulators-consider-their-approach-to-big-tech-and-digital-wallets

5. An increasingly fragmented landscape for cryptoasset regulation

Across the world cryptoassets are increasingly being brought inside the regulatory perimeter. But
jurisdictions are taking different approaches and moving at different speeds resulting in a complex and
fragmented regulatory landscape. Going into 2025 all eyes are on the US to see how the Trump 2.0
administration will influence the US regulatory landscape and, in turn, the market.

Another crypto boom

The Crypto Winter is quickly becoming a distant memory with the
market capitalisation of cryptoassets touching a record high of
US$3.2 trillion in early November 2024. Bitcoin still dominates the
market and its price more than doubled in 2024, going over the
US$100,000 price mark for the first time.

The success of crypto ETFs in 2024 suggests that mainstream
demand for exposure to the asset class among retail and
institutional investors is alive and well, despite the turmoil of recent
years. Much of market uptick has been attributed to the election of
Donald Trump and anticipation that he may ease regulation.

Global regulatory landscape

Across the globe there has been a move to bring cryptoassets into
the regulatory perimeter, in one way or another. This is in response
to recommendations from the FSB and I0SCO in recent years,
among other things. Despite the calls for global regulatory
harmonisation, we continue to see divergence in terms of approach
and timing.

The EU has been at the forefront of cryptoasset regulation, with its
comprehensive Markets in Cryptoassets Regulation (MiCA). This has
been in the works for several years and will start to apply in full from
the end of 2024, subject to certain transitional measures. While
critics have balked at the heavy regulatory burden, others have
welcomed the certainty that MiCA has brought. Much of the market
has been engaging with the regulation and working to become
MiCA-compliant.

The UK is expected to follow suit in 2025 with a similar package,
while seeking to capitalise on the second-mover advantage and
address some of the learnings from MiCA.

In Asia, the Virtual Assets Regulatory Authority licensing regime in
Dubai shows how the Middle East can move at speed with full
regulatory approvals having already granted a virtual asset service
provider licence to major global crypto exchanges such as OKX.

And while China still has in place a series of restrictive measures,
such as prohibition of ICOs and prohibition of exchanges acting as
central counterparties, Hong Kong and Singapore have taken the
lead: both have created bespoke licensing frameworks for
cryptoasset service providers.

US regulation — a golden era for crypto?

To date, the US SEC has taken an aggressive approach to crypto,
generally seeking to regulate a broad range of digital assets and
crypto market participants by applying existing securities law, rather
than providing clear regulatory rules of the road recognizing the
unigue nature of digital assets. But following the re-election of
Trump - the self-declared “crypto president”, promising make the
US the “crypto capital of the world”, the industry has hailed the start
of a golden era.

Over the past few years, we have seen real partisan divides on the
right approach to regulating crypto, but we now have greater
political alignment, with a Republican Presidential administration
and Republican majorities in the House of Representative and
Senate. Even without a filibuster-proof Senate, the potential is there
to push through legislation that has been stalled for years.

Trump’s pick of Paul Atkins to succeed Gary Gensler as SEC Chair is
viewed as a pro-crypto move and the end of “regulation by
enforcement”. Similarly, the appointment of David Sacks as the
White House's first-ever “Al and Crypto Czar” signals an elevation in
US strategic priority of both the Al and crypto sectors, and reflects
the increasing convergence of Al and digital assets. For traditional

financial institutions, many expect to see greater expansion into
digital asset-related activities, including the provision of investment
banking and traditional banking services to crypto companies.
Hopes are also rising for approval of additional spot crypto ETFs and
other ETPs, investing in a broader range of cryptoassets.

Many believe that the US will not enact comprehensive crypto
market structure or federal stablecoin legislation before the second
half of 2025, given other priorities - like taxes, immigration, trade,
tariffs and national security. Nevertheless, US courts continue to
decide cases before them, and the crypto space already has seen
some big wins, including repeal of the SEC’s Dealer Rule.

Response to global standards on the prudential treatment of
exposures to cryptoassets

A key question is how the US, and the rest of the globe, will respond
to the global standard set by the Basel Commission on Banking
Supervision (BCBS) in relation to banks’ exposures to cryptoassets.
The conservative capital treatment under the standard makes it
extremely costly for banks to take on exposures to cryptoassets like
Bitcoin and Ether, including indirect or synthetic exposures.

This is an integral part of the standard, and it will be very interesting
to see if any jurisdictions seek to diverge from it. Members have
agreed to implement the standard by 1 January 2026, so we are
likely to see a lot of movement on this during the course of next year.

1

In 2025, crypto, like Al, appears to be a strategic must-
win for the US. A clearer, more welcoming US regulatory
stance will likely have big impacts on crypto markets
across the world” Joshua Ashley Klayman, US Head of Fintech


https://www.linklaters.com/en/insights/blogs/fintechlinks/2023/june/international-harmonisation-of-digital-asset-law-and-regulation
https://www.linklaters.com/en/insights/blogs/fintechlinks/2023/june/international-harmonisation-of-digital-asset-law-and-regulation
https://techinsights.linklaters.com/post/102jpm2/trump-2-0-and-tech
https://techinsights.linklaters.com/post/102jpm2/trump-2-0-and-tech
https://www.linklaters.com/en/insights/blogs/fintechlinks/2023/january/basel-committee-finalises-global-standard-on-prudential-treatment-of-cryptoassets

©. Increasing need for Al resilience in financial services

Artificial intelligence continues to challenge the way that financial services firms think about their business. The

emergent capabilities of generative Al raise both excitement and caution as firms test what the latest technology
can do and where its limitations lie. For regulated firms, Al-specific rules and guidance are on the horizon but the
immediate priority is ensuring their Al adoption meets existing standards, including re third-party risks.

Using Alin financial services

Many financial services firms have a strong track record of adopting
Al and machine learning within their business. They are now
responding to the unprecedented rise of GenAl which brings new
opportunities but also different risks.

Unlike earlier forms of Al which were typically applied for specific
use cases, GenAl can be applied for general purposes across the
organisation. Firms that are adopting it internally expect to benefit
from operational efficiencies and productivity gains. For example,
large language models trained on firms’ document management
systems can be used to source information about compliance
policies or analyse transaction data to identify fraud.

Looking ahead, more firms will start to use GenAl in front-office and
customer-facing roles. From generating personalised marketing
content to enhanced customer support and even providing advice,
Al tools will increasingly intermediate the customer experience. But
caution is required. Given the propensity for GenAl to hallucinate
information, these potentially higher-impact use cases also come
with higher regulatory risks. Regulators will be on the lookout for any
consumer harm resulting from firms’ deployment of Al

Managing third-party risks

One of the ways in which financial services regulators will supervise
Al is through their operational resilience regulations. These regimes
—such as the EU’s Digital Operational Resilience Act (DORA) which
applies from January 2025 — are emerging around the world and
compel firms to prepare for cyber-attacks, data breaches and other
operational incidents in a more prescriptive way.

Common to these regimes are requirements on firms to identify their
critical operations, map their dependencies and test their business
continuity plans in response to various disruption scenarios. This

exercise includes assessing the vulnerabilities arising from firms’
arrangements with third-party service providers. Third-party
exposure is likely to increase as the complexity of models goes up
and the cost of Al services goes down. A recent survey found that a
third of all Al use cases in the UK financial sector are implemented
by third parties — double the proportion from 2 years ago.

As well as trying to build the resilience of financial services firms,
regulators are also concerned about technology risks arising outside
the scope of their regulatory frameworks — in particular the growing
dependency of the sector on a relatively small pool of technology
providers, not just Al but also, for example, cloud and data service
providers. In 2025 financial services regulators will use new powers
under DORA and the UK’s critical third party regime to start
designating some of these providers as “critical” to the financial
system and imposing operational resilience rules on them directly.

Regulating the use of Al

In addition to complying with existing regulatory requirements,
financial services firms will start to comply with Al-specific
regulation from 2025. Mainland China, for example, was the first to
introduce mandatory regulation of GenAl in 2023, the world’s
second largest economy’s rules focussing on “public-facing”
services and products.

The EU’s Al Act will be phased in over the next few years. One of the
immediate tasks for EU firms is to ensure their staff are sufficiently
Al-literate, with multinationals potentially needing to roll out training
on a global basis given the extraterritorial impact of the Act. Looking
further ahead, they will need to engage with the requirements on
them as users (and, in some cases, providers) of high-risk Al, such
as use cases relating to employment. In the UK, proposals for the
regulation of frontier Al is now expected in 2025.

In Hong Kong and Singapore, regulators have focused on providing
guidance on the use of Al by financial institutions, for example the
MAS information paper of December 2024, outlining best practices
for managing risks associated with Al and Generative Al models. As
regulators intensify their focus on Al governance in Asia, the volume
of guidance is likely to grow.

Meanwhile in the US, Al regulation — and its proper scope — will be a
key topic to watch, especially given President-elect Trump’s vow to
repeal President Biden’s Al Executive Order, and Elon Musk’s public
support for regulating. In the meantime, the states have taken lead
in Al legislation, creating a complex and evolving legal landscape.

Managing the gap

However, regulated firms’ extensive risk and compliance processes
mean they are well placed to absorb additional layers of Al
regulation. The challenge will be to identify the gap between how
their governance processes operate today and what will be
considered best practice for managing Al risks in the future.

Even though Al regulation clarifies expectations in some areas,
regulators are unlikely to specify what is appropriate, fair or safe
ahead of time. Firms will need to determine this for themselves and
justify their decision-making in the process.

L&

Setting up an Al governance framework ensuring
compliance with existing data protection and financial
services regimes is an important step towards meeting
the additional challenges of Al-specific regulation”

Julian Cunningham-Day Global Co-Head of Fintech
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Open banking is transforming the financial landscape and gaining worldwide momentum. Even where open banking
has been mainly industry-led, regulators are now providing frameworks which support customers in accessing a wider
range of innovative financial products through open finance. Digital identity and biometrics have a key role in providing
the security to ensure consumer trust in greater data sharing and collaboration between financial service providers.

Unleashing the full potential of open banking

Increased customer demand for fast and seamless payments is
driving market growth in open banking enabled services. Innovation
encouraged by open banking is ushering in new entrants and
leading to open finance, opening up data sharing for a diverse range
of products such as investments, pensions, insurance and
mortgages.

Governments have adopted various approaches to open banking,
with some allowing the industry to take the lead in introducing open
banking initiatives. In the US, the Consumer Financial Protection
Bureau has finalized its long-awaited “open banking” rule, with
stated goals of boosting competition, protecting privacy and giving
families more choice in financial services. This is the CFPB’s self-
declared “first significant rule to accelerate responsible open
banking in the US” and it is expected to develop rules to address
additional products, services, and use cases.

Where there are already established systems for sharing payment
account data, such as in the UK and the EU, governments are
addressing shortcomings of these existing open banking
regulations. For example, in its National Payments Vision, the UK
government commits to prioritising realising the promised benefits
of open banking. The initiative is supported by new legislation, the
Data (Use and Access) Bill, which will put the Financial Conduct
Authority in charge of open banking in the UK.

In the EU, the Financial and Data Access framework (FiDA) will be
the foremost driver of open finance, supported by reforms to
payment services legislation (PSD3 and PSR1). Collectively, these
rules will make open finance mandatory, advance data
monetisation, lower barriers of entry, and require traditional
intermediaries, such as banks and brokers, to make it easier for
customers to toggle their data access preferences.

Digital ID: a catalyst for open finance

Establishing a favourable regulatory framework is only one part of
the equation: consumer engagement and trust are also essential for
the full realisation of open finance. Through the very nature being
“open”, open finance raises the risk that bad actors could access
sensitive data more easily.

Digital identity helps secure and verify individuals during online
transactions, which helps prevent fraud and streamlines processes
like onboarding and customer verification. As younger, tech-savvy
generations demand seamless digital solutions and seek a balance
between privacy and convenience, governments and industry are
recognising the importance of digital identity in financial services.

Regional approach

In the Asia, the Monetary Authority of Singapore and industry are
bringing forward initiatives to protect customers against fraud, for
example by progressively rolling out Singpass Face Verification
onboarding and customer verification processes. The MAS also
recently introduced measures to keep pace with the evolving scam
landscape, such as developing a new shared responsibility
framework which assigns financial institutions and telcos certain
duties to mitigate consumer losses arising from phishing scams.

The EU has built on the existing elDAS framework for trusted digital
identities, introducing the EU Digital Identity wallet which aims to
enhance trust in cross-border digital services by providing a unified,
secure, and user-friendly digital identity solution.

Member States are expected to provide the digital identity wallets by
2026, with France and the Nordic region already taking the lead in
early uptake. Reports forecast 83 million digital ID wallets to be in
circulation by the end of 2025, and more than doubling to 169
million in 2026.

As part of its payments vision, the UK is planning to introduce a legal
framework for digital verification services, without creating a
mandatory digital ID system, to improve P2P payments.

The status of digital identity in the United States is evolving and
fragmented with varying standards across states. At the federal
level, the Improving Digital Identity Act aims to create a White House
task force to support reliable digital identity verification in both
public and private sectors. While it remains unclear whether such
proposed legislation will become law, considerable work will be
needed to achieve in the US a unified and secure system.

Regulatory support for digital identity is key

Government initiatives are being supported by industry-led projects
that pilot new digital identity technologies, such as Visa’'s Payment
Passkey Service Visa, which binds customers account credentials
with their device, enabling them to use the biometrics used to
unlock the device for payment authentication.

The convergence of these new digital identity services with open
banking/ finance generally has the potential to significantly enhance
customer experience and foster innovation with enhanced security.
But given concerns regarding data privacy, regulatory support for
digital identity will play an important role in realising this potential.

As they innovate to meet customer demands, firms must
also continue to meet regulatory standards, such as
making sure they protect their customers’ data”

Guillaume Couneson, Partner, Brussels
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