MASTER SERVICES AGREEMENT

This Master Service Agreement (this “Agreement”), entered into as of [Month, Day, Year] (“Effective Date”), is made by and between the Board of Trustees of Michigan State University, a Michigan constitutional body corporate (the “University” or “MSU”) and [Name of Supplier], with offices at [Address, City, State, Zip] (“Supplier”).  MSU and Supplier are sometimes referred to in this Agreement individually as a “party” and collectively as the “parties.”  
The parties agree as follows: 
1. Definitions.  For the purposes of this Agreement, the following terms have the following meanings:
“Agreement” has the meaning set forth in the preamble.
“Business Day” means a day other than a Saturday, Sunday or other day on which University is authorized or required by Law to be closed for business.
“Change” has the meaning set forth in Section 8.
“Change Request” has the meaning set forth in Section 8.
“Confidential Information” has the meaning set forth in Section 10.d. 
“Effective Date” has the meaning set forth in the preamble.
“FERPA” has the meaning set forth in Section 14.
“Hiring Manager” means a representative of MSU IT that is responsible for engaging a Supplier Resource.
“MSU IT” means MSU Information Technology, an administrative unit within MSU that provides the primary leadership for strategic, financial, and policy initiatives affecting IT across MSU.
“MSU Procurement” means MSU Procurement, an administrative unit within MSU that facilitates and supports the University community in its selection and acquisition of goods and services. 
“PII” has the meaning set forth in Section 10.a.
“Purchase Order” has the meaning set forth in Section 4.
“Request for Work” has the meaning set forth in Section 2.
“Services” means any of the services Supplier, a Supplier Resource, or any Subcontractor or its employees, is required to or otherwise does provide under this Agreement, or an individual Statement of Work.
“SPOC” has the meaning set forth in Section 10.a
“Statement of Work” has the meaning set forth in Section 2.
“Subcontractor” has the meaning set forth in Section 10.d.
“Supplier” has the meaning set forth in the preamble.
“Supplier Rate Card” means the document attached as Exhibit A to this Agreement, which identifies the labor classification and hourly rates for technical resources provided by Supplier.  
“Supplier Resource” means all employees of Supplier or any Subcontractors involved in the performance of Services under this Agreement and individual Statements of Work.
“Term” has the meaning set forth in Section 2.
“University” has the meaning set forth in the preamble.
“University Data” has the meaning set forth in Section 10.a.

2. [bookmark: _Ref222209477][bookmark: _Ref7072554][bookmark: _Ref443321866]Term.  The term of this Agreement shall commence on the Effective Date and shall continue for a period of three (3) years, unless earlier terminated in accordance with paragraph 15 (the “Term”).  This Agreement may be renewed for up to two (2) additional three (3) year periods.  Renewal must be by written notice from the University and will automatically extend the Term of this Agreement.

3. Request for Work.  To initiate work under this Agreement, a Hiring Manager within MSU IT will provide Supplier a request for work (“Request for Work”) substantially in the format provided as Exhibit E (Sample Request for Work), which will include a detailed job description (to include project scope, specific roles/responsibilities, required candidate skills, client contact information), estimated duration of assignment, target start date, and a labor classification based on Exhibit A (Supplier Rate Card).  In addition, University will endeavor to provide advance notice to Supplier when a candidate is requested with the intent to later hire for the position.  When a candidate is identified as a potential hire, the date of the Purchase Order will govern the interval described within the provisions in Exhibit D (Provisions applicable to Contract to Hire).   

4. [bookmark: _Ref26346352]Statements of Work and Purchase Orders.  Following written confirmation from MSU IT to select a specific Supplier Resource, MSU IT and Supplier will finalize a draft Statement of Work, substantially in the format provided as Exhibit B (Sample Statement of Work) and will send to MSU Procurement for final review.  Once approved by MSU Procurement, MSU Procurement will send an execution copy of the Statement of work for Supplier’s signature.  Once received, MSU Procurement will issue a corresponding Purchase Order (“Purchase Order”) and return a countersigned Statement of Work to Supplier (each, a “Statement of Work”).   The terms and conditions of this Agreement will apply at all times to any Statements of Work entered into by the parties under this Agreement.  Supplier may not perform Services until it has received a signed Statement of Work from MSU Procurement and has been issued a Purchase Order.  

5. Supplier Resource Screening.  Supplier Resources are subject to the Criminal Background Check requirements set forth in Section 10.c below.   Supplier Resources are required to disclose their work location and residency status prior to beginning any work and are required to notify MSU within 24 hours of any change in their work location or residency status.

6. Supplier Resource Rejection.   In the event a Hiring Manager determines that a Supplier Resource is not adequately suited to perform the duties of the contracted position within the first five (5) working days of service, the University shall have the right to reject the Supplier Resource at no cost to the University.  In this event, the Supplier shall be offered the opportunity to replace the Supplier Resource with a more qualified candidate.

7. Termination of Services under a Statement of Work.  University may discontinue the Services of any Supplier Resource at any time, for any reason or no reason.  The Hiring Manager will give Supplier, at minimum, at least one (1) Business Day notice that it plans to terminate the Services of a Supplier Resource.  University will attempt to give a longer notice period when allowable under the circumstances.  Excluding rejections of Supplier Resources occurring within the first five (5) Business Days, Supplier shall be paid for all hours worked by the Supplier Resource up to the date of termination.￼   If Services are terminated, the Supplier Resource is required to return all materials and equipment provided by MSU within its possession within five (5) business days and must abide by the guidelines under the University's Institutional Data Policy regarding return and destruction of covered data.  University will withhold payment on any final invoice until MSU has received all materials and equipment from the Supplier Resource and has received confirmation regarding return or destruction of covered data. 

8. [bookmark: _Ref502744194][bookmark: _Ref502746454]SOW Change Control Process.   University may at any time request in writing (each, a “Change Request”) changes to a Statement of Work, including changes to the Services under such Statement of Work (each, a “Change”).  Upon University’s submission of a Change Request, the parties will evaluate and implement all Changes requested under the Change Request, which may include adding additional Supplier Resources or terminating services of a particular Supplier Resource.   Changes to a Statement of Work must be signed by both parties and signed by MSU Procurement on behalf of the University.

9. Pricing.  Pricing for all Services is based on the labor classifications and the corresponding hourly rates set forth on Exhibit A to this Agreement (Supplier Rate Card).   Each Statement of Work will identify a named Supplier Resource and set forth the labor classification and hourly rate for such Supplier Resource.  The rates are fully loaded, all-inclusive rates with no allowances for separate collection of travel or living expenses, unless otherwise allowed for under an individual Statement of Work.  The rates on the Supplier Rate Card will remain fixed throughout the Term.

10. Performance of Services.   Supplier Resources will provide all Services in a timely, professional and workmanlike manner and in accordance with the terms, conditions, and specifications set forth in this Agreement and the applicable Statement of Work.

a. [bookmark: _Ref7016724][bookmark: _Ref443320750]Single Point of Contact.  Supplier must identify and maintain a Single Point of Contact to interface with and coordinate problem determination and resolution with University (“SPOC”).  Supplier’s initial SPOC is set forth below:

[Name]
[Title]
[Phone]
[Email] 

b. Supplier Resources 
i. Supplier is solely responsible for all Supplier Resources and for the payment of their compensation, including, if applicable, withholding of income taxes, and the payment and withholding of social security and other payroll taxes, unemployment insurance, workers’ compensation insurance payments and disability benefits. 
ii. [bookmark: a919847]Prior to any Supplier Resource performing any Services, Supplier will: 
1. ensure that such Supplier Resource has the legal right to work in the United States; and
2. require such Supplier Resource to execute written agreements that bind such Supplier Resource to the Intellectual Property Rights (Section 13) and Confidentiality (Section 21) provisions contained in this Agreement.
iii. Supplier and all Supplier Resource will comply with all rules, regulations, and policies of University that are communicated to Supplier in writing, including required training, security procedures concerning systems and data and remote access, building security procedures, including the restriction of access by University to certain areas of its premises or systems, and general health and safety practices and procedures.
iv. [bookmark: _Int_VIMXaTtG]Supplier Resources are not permitted to work on University’ recognized holidays or breaks without the prior written consent of the hiring manager. 
v. To the extent that Supplier has access to University’s computer system, Supplier must comply with University’s Acceptable Use Policy and the University’s Institutional Data Policy, both available at https://tech.msu.edu/about/guidelines-policies/aup/.  University reserves the right to terminate Supplier’s access to University’s systems if a violation occurs
vi. University reserves the right to require the removal of any Supplier Resource found, in the judgment of University, to be unacceptable.  University’s request must be written with reasonable detail outlining the reasons for the removal request.  A replacement Supplier Resource for the removed person must be fully qualified for the position.  If University exercises this right, and Supplier cannot immediately replace the removes Supplier Resources, University agrees to negotiate an equitable adjustment in schedule or other terms that may be affected by University’s required removal. 

c. [bookmark: _Ref504984661][bookmark: a48024]Criminal Background Checks.  Supplier is required to perform criminal background checks of its Supplier Resources pursuant to the MSU Contractor Criminal Background Check Requirements Policy (“CBC Policy”), available at https://u.policies.msu.edu/doctract/documentportal/08DB621359BE067AFE8D367766B92156.  Supplier must sign and deliver the Supplier Certification for Criminal Background Checks to University, attached as Exhibit C to this Agreement, prior to the provision of any Services by a Supplier Resource.  University reserves the right to audit compliance with the CBC Policy requirements and may require further documentation of compliance from Supplier.  Non-compliance with the Policy is considered a material breach of this Agreement, which may result in a termination for cause.

d. [bookmark: _Ref381601525]Travel.  Unless otherwise set forth in the Statement of Work, Supplier is solely responsible for any travel or other costs or expenses incurred by Supplier in connection with the performance of the Services, and in no event shall MSU reimburse Supplier for any such costs or expenses.  If the Statement of Work allows for reimbursement of travel costs, such reimbursement is subject to MSU’s Travel Reimbursement Policy set forth at https://travel.msu.edu/reimbursement/reimbursement-charts. 

e. Subcontractors.  Supplier will not, without the prior written approval of University, which consent may be given or withheld in University’s sole discretion, engage any third party to perform Services.  University’s approval of any such third party (each approved third party, a “Subcontractor”) does not relieve Supplier of its representations, warranties or obligations under this Agreement.  Without limiting the foregoing, Supplier will: 
i. be responsible and liable for the acts and omissions of each such Subcontractor (including such Subcontractor's employees who, to the extent providing Services, shall be deemed Supplier Resource) to the same extent as if such acts or omissions were by Supplier or its employees;
ii. name University a third party beneficiary under Supplier’s contract with each Subcontractor with respect to the Services;
iii. be responsible for all fees and expenses payable to, by or on behalf of each Subcontractor in connection with this Agreement, including, if applicable, withholding of income taxes, and the payment and withholding of social security and other payroll taxes, unemployment insurance, workers' compensation insurance payments and disability benefits; and
iv. with respect to all Subcontractor employees providing Services, comply with its obligations under subsections a and c above.

11. Insurance Requirements.  While performing services under this Agreement, Supplier shall purchase and maintain the following insurance and shall include any Subcontractor or anyone directly or indirectly employed by any of them, or anyone for whose acts any of them may be liable:

a. Workers Compensation insurance, Coverage A, with limits statutorily required by any applicable Federal or state law and Employers Liability insurance, Coverage B, with minimum limit of $500,000 per accident;
b. Commercial General Liability insurance with a minimum limit of $1,000,000 each occurrence/$2,000,000 general aggregate. Coverage shall include bodily injury and property damage liability, personal and advertising injury liability, products/completed operations, and liability assumed under an insured contract;
c. Automobile Liability insurance covering liability arising out of any owned, hired, and non-owned vehicles with minimum limit of $1,000,000 each accident and Personal Injury Protection as required by statute;
d. Professional Liability insurance for claims arising from negligent acts, errors or omissions by anyone providing professional services including but not limited to doctors, lawyers, architects, engineers, designers, appraisers and consultants. Minimum limit is $1,000,000 per claim and $3,000,000 annual aggregate; and
e. For services that may impact the security of the University’s electronic data, or Suppliers that store, process, handle or transmit University data in electronic format, Cyber Liability Insurance coverage with limits no less than $1 million.

Insurance policies shall be issued by companies licensed or approved to do business within the State of Michigan.  Insurers shall possess a minimum A.M. Best rating of A.  The insurance policies, except Workers’ Compensation and Professional Liability shall be endorsed to name Michigan State University, its Board of Trustees, agents, officers, employees, and volunteers as “Additional Insureds.”  In the event any insurance policies required by this Agreement are written on a “claims made” basis, coverage shall extend for three years past completion and acceptance of Supplier’s Services and must be evidenced by annual certificates of insurance.  All policies of insurance must be on a primary basis, non-contributory with any other insurance and/or self-insurance carried by MSU.  Prior to commencing services Supplier shall furnish the University with certificates of insurance.  Supplier shall provide a minimum 30 days written notice to MSU via certified mail of cancellation or non-renewal of policies required under this Agreement and a renewal certificate at least 15 days prior to expiration.

12. Independent Contractor.  Supplier is an independent contractor of MSU, and this Agreement shall not be construed to create any association, partnership, joint venture, employee or agency relationship between Supplier and MSU for any purpose. Supplier has no authority (and shall not hold itself out as having authority) to bind MSU and Supplier shall not make any agreements or representations on MSU’s behalf without MSU’s prior written consent.   Supplier, nor any Supplier Resource, will be eligible under this Agreement to participate in any vacation, group medical or life insurance, disability, profit sharing or retirement benefits or any other fringe benefits or benefit plans offered by MSU to its employees, and MSU will not be responsible for withholding or paying any income, payroll, Social Security or other federal, state or local taxes, making any insurance contributions, including unemployment or disability, or obtaining worker's compensation insurance on Supplier’s behalf.  Supplier shall be responsible for, and shall indemnify MSU against, all such taxes or contributions, including penalties and interest. Any persons employed by Supplier in connection with the performance of the Services shall be Supplier’s employees and Supplier shall be fully responsible for them.

13. [bookmark: _Ref443320684]Intellectual Property Rights.  Supplier hereby acknowledges that University is and will be the sole and exclusive owner of all right, title, and interest in the Services and all associated intellectual property rights, if any.  Such Services are works made for hire as defined in Section 101 of the Copyright Act of 1976.  To the extent any Services and related intellectual property do not qualify as works made for hire under the Copyright Act, Supplier will, and hereby does, immediately upon its creation, assign, transfer and otherwise convey to University, irrevocably and in perpetuity, throughout the universe, all right, title and interest in and to the Services, including all intellectual property rights therein.

14. [bookmark: _Ref7016674]FERPA Compliance.  University is a qualifying educational agency or institution under the U.S. Family Educational Rights and Privacy Act (“FERPA”).  To the extent Supplier or its Supplier Resource has access to University Data protected by FERPA, Supplier acknowledges that for the purposes of this Agreement it is designated as a “school official” with “legitimate educational interests” in University Data and associated metadata, as defined under FERPA and its implementing regulations, and agrees to abide by the limitations and requirements imposed on school officials under those regulations. 

15. Terms of Payment.  Unless otherwise specified in a Statement of Work, all Services will be invoiced monthly in arrears.  Supplier’s invoices must conform to the requirements set forth by the University at https://procurement.msu.edu/for-suppliers/policies-requirements/invoicing-payments.  All undisputed amounts are payable within 30 days of University’s receipt of a valid invoice.  Supplier may only charge for Services performed as specified in the Statement of Work.  Invoices must include an itemized statement of all charges.  University is exempt from State sales tax for direct purchases and may be exempt from federal excise tax, if Services purchased under this Agreement are for University’s exclusive use.  

University has the right to withhold payment of any disputed amounts until the parties agree as to the validity of the disputed amount.  University will notify Supplier of any dispute within a reasonable time.  Payment by University will not constitute a waiver of any rights as to Supplier’s continuing obligations, including claims for deficiencies or substandard Services.  Supplier’s acceptance of final payment by University constitutes a waiver of all claims by Supplier against University for payment under this Agreement, other than those claims previously filed in writing on a timely basis and still disputed.  

Without prejudice to any other right or remedy it may have, University reserves the right to set off at any time any amount then due and owing to it by Supplier against any amount payable by University to Supplier under this Agreement.

16. [bookmark: _Ref375903385]Termination of Agreement for Cause.  University may terminate this Agreement if Supplier, as determined by University: (a) becomes insolvent, petitions for bankruptcy court proceedings, or has an involuntary bankruptcy proceeding filed against it by any creditor; or (b) breaches any of its material duties or obligations under this Agreement or a Statement of Work and fails to cure the breach within the time stated in a notice of breach.  Any reference to specific breaches being material breaches within this Agreement will not be construed to mean that other breaches are not material.  

If University terminates this Agreement under this Section, University will issue a termination notice specifying whether Supplier must: (a) cease performance immediately, or (b) continue to perform for a specified period.  If it is later determined that Supplier was not in breach of the Agreement, the termination will be deemed to have been a Termination for Convenience, effective as of the same date, and the rights and obligations of the parties will be limited to those provided in Section 17, Termination for Convenience.  

University will only pay for amounts due to Supplier for Services performed on or before the date of termination, subject to University’s right to set off any amounts owed by the Supplier for University’s reasonable costs in terminating this Agreement.  

17. [bookmark: _Ref417290357]Termination of Agreement for Convenience.  With fifteen (15) days prior written notice, University may terminate this Agreement, without penalty and for any reason.  University will only pay for amounts due to Supplier for Services performed on or before the date of termination.  For the avoidance of doubt, University may terminate Services under an individual Statement of Work in accordance with Section 7.
 
18. [bookmark: _Ref375903455]Indemnification.  

a. Supplier must defend, indemnify and hold the University, its Board of Trustees, departments, officers, and employees harmless, without limitation, from and against any and all actions, claims, losses, liabilities, damages, reasonable costs, reasonable attorney fees, and expenses (including those required to establish the right to indemnification), to the extent arising out of third party claims or actions of: (a) any infringement, misappropriation, or other violation of any intellectual property right of any third party in connection with any Services provided under a Statement of Work; and (b) any bodily injury, death, or damage to real or tangible personal property occurring wholly or in part due to negligent or more culpable action or inaction by Supplier (or any of Supplier’s employees, agents, Subcontractors, or by anyone else for whose acts any of them may be liable).

b. The University will notify Supplier in writing if indemnification is sought; however, failure to do so will not relieve Supplier, except to the extent that Supplier is materially prejudiced.  Supplier must, to the satisfaction of the University, demonstrate its financial ability to carry out these obligations.  The University is entitled to: (i) regular updates on proceeding status; (ii) participate in the defense of the proceeding; (iii) employ its own counsel, at its own cost and expense; and (iv) retain control of the defense, at its own cost and expense, if the University deems necessary.  Supplier will not, without the University’s prior written consent (not to be unreasonably withheld), settle, compromise, or consent to the entry of any judgment in or otherwise seek to terminate any claim, action, or proceeding.  Any litigation activity on behalf of the University or any of its subdivisions, under this Section must be coordinated with the Office of General Counsel.

19. Limitation of Liability.  NEITHER PARTY WILL BE LIABLE, REGARDLESS OF THE FORM OF ACTION, WHETHER IN CONTRACT, TORT, NEGLIGENCE, STRICT LIABILITY OR BY STATUTE OR OTHERWISE, FOR ANY CLAIM RELATED TO OR ARISING UNDER THIS CONTRACT FOR CONSEQUENTIAL, INCIDENTAL, INDIRECT, OR SPECIAL DAMAGES, INCLUDING WITHOUT LIMITATION LOST PROFITS AND LOST BUSINESS OPPORTUNITIES.  OTHER THAN ITS PAYMENT OBLIGATIONS, IN NO EVENT WILL MSU’S AGGREGATE LIABILITY TO SUPPLIER UNDER THIS AGREEMENT, REGARDLESS OF THE FORM OF ACTION, WHETHER IN CONTRACT, TORT, NEGLIGENCE, STRICT LIABILITY OR BY STATUTE OR OTHERWISE, FOR ANY CLAIM RELATED TO OR ARISING UNDER THIS AGREEMENT, EXCEED THE TOTAL AMOUNT OF PAYMENTS PAID BY MSU TO SUPPLIER DURING THE TWELVE (12) MONTHS PRECEDING THE APPLICABLE CLAIM.

20. [bookmark: _Ref375903648]University Data. 
a. [bookmark: _Ref443322099]Ownership.  University’s data includes any data accessed, collected, used, processed, stored, or generated by Supplier or a Supplier Resource as the result of the Services (collectively, “University Data,” which will be treated by Supplier as Confidential Information).  University Data may include personally identifiable information (“PII“), including, without limitation, any information that identifies an individual, such as an individual’s social security number or other government-issued identification number, date of birth, address, telephone number, biometric data, mother’s maiden name, email address, credit card information, or an individual’s name in combination with any other of the elements here listed.  University Data is and will remain the sole and exclusive property of University and all right, title, and interest in the same is reserved by University.  This Section survives the termination of this Agreement.
b. Supplier Use of University Data.  Supplier is provided a limited license to University Data for the sole and exclusive purpose of providing the Services, including a license to access, collect, process, store, generate, and display University Data only to the extent necessary in the provision of the Services.  Supplier must: (a) keep and maintain University Data in strict confidence, using such degree of care as is appropriate and consistent with its obligations as further described in this Agreement and applicable law to avoid unauthorized access, use, disclosure, or loss; (b) use and disclose University Data solely and exclusively for the purpose of providing the Services, such use and disclosure being in accordance with this Agreement, any applicable Statement of Work, and applicable law; and (c) not use, sell, rent, transfer, distribute, or otherwise disclose or make available University Data for Supplier’s own purposes or for the benefit of anyone other than University without University’s prior written consent; and (d) not use, process, input, or analyze University Data (or permit any third party to do so), whether or not de-identified, anonymized, aggregated, or pseudonymized, for the purpose of training, developing, pre-training, fine-tuning, improving, enhancing, or otherwise creating or modifying any artificial intelligence, machine learning models, foundation models, generative AI systems, large language models, multimodal models, algorithms, or similar technologies (whether now known or hereafter developed), including as prompts, context, retrieval sources, or to generate outputs/derivatives/synthetic data for such purposes, except with the University’s prior express written consent.  This Section 7.2 survives termination or expiration of this Agreement.  This Section survives the termination of this Agreement.
c. Compromise of University Data.  In the event of any act, error or omission, negligence, misconduct, or breach on the part of Supplier or a Supplier Resource that compromises or is suspected to compromise the security or confidentiality of University Data, Supplier must, as applicable: (a) notify University as soon as practicable but no later than twenty-four (24) hours of becoming aware of such occurrence; (b) cooperate with University in investigating the occurrence, including making available all relevant records, logs, files, data reporting, and other materials required to comply with applicable law or as otherwise required by University; (c) in the case of PII, at University’s sole election, (i) with approval and assistance from University, notify the affected individuals who comprise the PII as soon as practicable but no later than is required to comply with applicable law; or (ii) reimburse University for any costs in notifying the affected individuals; (d) in the case of PII, provide third-party credit and identity monitoring services to each of the affected individuals who comprise the PII for the period required to comply with applicable law; (e) perform or take any other actions required to comply with applicable law as a result of the occurrence; (f) pay for any costs associated with the occurrence, including but not limited to any costs incurred by University in investigating and resolving the occurrence, including reasonable attorney’s fees associated with such investigation and resolution; (g) without limiting Supplier’s obligations of indemnification as further described in this Agreement, indemnify, defend, and hold harmless University for any and all claims, including reasonable attorneys’ fees, costs, and incidental expenses, which may be suffered by, accrued against, charged to, or recoverable from University in connection with the occurrence; and (h) provide to University a detailed plan within ten (10) calendar days of the occurrence describing the measures Supplier will undertake to prevent a future occurrence.  University will have the option to review and approve any notification sent to affected individuals prior to its delivery.  Notification to any other party, including but not limited to public media outlets, must be reviewed and approved by University in writing prior to its dissemination.  This Section survives termination or expiration of this Agreement.
21. [bookmark: _Ref6997062]Non-Disclosure of Confidential Information.  The parties acknowledge that each party may be exposed to or acquire communication or data of the other party that is confidential, privileged communication not intended to be disclosed to third parties.  The provisions of this Section survive the termination of this Agreement.
d. [bookmark: _Ref443321510]Meaning of Confidential Information.  For the purposes of this Agreement, the term “Confidential Information” means all information and documentation of a party that: (a) has been marked “confidential” or with words of similar meaning, at the time of disclosure by such party; (b) if disclosed orally or not marked “confidential” or with words of similar meaning, was subsequently summarized in writing by the disclosing party and marked “confidential” or with words of similar meaning; or, (c) should reasonably be recognized as confidential information of the disclosing party.  The term “Confidential Information” does not include any information or documentation that was or is: (a) subject to disclosure under the Michigan Freedom of Information Act (FOIA) by the receiving party; (b) already in the possession of the receiving party without an obligation of confidentiality; (c) developed independently by the receiving party, as demonstrated by the receiving party, without violating the disclosing party’s proprietary rights; (d) obtained from a source other than the disclosing party without an obligation of confidentiality; or, (e) publicly available when received, or thereafter became publicly available (other than through any unauthorized disclosure by, through, or on behalf of, the receiving party).  For purposes of this Agreement, in all cases and for all matters, University Data is deemed to be Confidential Information.
e. Obligation of Confidentiality.  The parties agree to hold all Confidential Information in strict confidence and not to copy, reproduce, sell, transfer, or otherwise dispose of, give or disclose such Confidential Information to third parties other than employees, agents, or subcontractors of a party who have a need to know in connection with this Agreement or to use such Confidential Information for any purposes whatsoever other than the performance of this Agreement.  The parties agree to advise and require their respective employees, agents, and subcontractors of their obligations to keep all Confidential Information confidential.  Disclosure to a Subcontractor is permissible where: (a) use of a Subcontractor is authorized under this Agreement; (b) the disclosure is necessary or otherwise naturally occurs in connection with work that is within the Subcontractor's responsibilities; and (c) Supplier obligates the Subcontractor in a written contract to maintain University's Confidential Information in confidence.  At University's request, any employee of Supplier or any Subcontractor may be required to execute a separate agreement to be bound by the provisions of this Section.
f. Cooperation to Prevent Disclosure of Confidential Information.  Each party must use its best efforts to assist the other party in identifying and preventing any unauthorized use or disclosure of any Confidential Information.  Without limiting the foregoing, each party must advise the other party immediately in the event either party learns or has reason to believe that any person who has had access to Confidential Information has violated or intends to violate the terms of this Agreement and each party will cooperate with the other party in seeking injunctive or other equitable relief against any such person.
g. Remedies for Breach of Obligation of Confidentiality.  Each party acknowledges that breach of its obligation of confidentiality may give rise to irreparable injury to the other party, which damage may be inadequately compensable in the form of monetary damages.  Accordingly, a party may seek and obtain injunctive relief against the breach or threatened breach of the foregoing undertakings, in addition to any other legal remedies which may be available, to include, in the case of University, at the sole election of University, the immediate termination, without liability to University, of this Agreement or any Statement of Work corresponding to the breach or threatened breach.
h. Surrender of Confidential Information upon Termination.  Upon termination of this Agreement or a Statement of Work, in whole or in part, each party must, within 5 calendar days from the date of termination (unless a longer period is agreed to by the parties), return to the other party any and all Confidential Information received from the other party, or created or received by a party on behalf of the other party, which are in such party’s possession, custody, or control.  Should Supplier or University determine that the return of any Confidential Information is not feasible, such party must destroy the Confidential Information and must certify the same in writing within 5 calendar days from the date of termination to the other party.
22. [bookmark: _Ref375903664]Data Privacy and Information Security.  
a. Undertaking by Supplier.  Without limiting Supplier’s obligation of confidentiality and security as further described in this Agreement or a Statement of Work, Supplier is responsible for establishing and maintaining a data privacy and information security program, including physical, technical, administrative, and organizational safeguards, that is designed to: (a) ensure the security and confidentiality of University Data in its possession; (b) protect against any anticipated threats or hazards to the security or integrity of University Data in its possession; (c) protect against unauthorized disclosure, access to, or use of University Data in its possession; (d) ensure the proper disposal of University Data in its possession; and (e) ensure that all Supplier Resources comply with all of the foregoing.  In no case will the safeguards of Supplier’s data privacy and information security program be less stringent than the safeguards used by University.
b. Right of Audit by University.  Without limiting any other audit rights of University, University has the right to review Supplier’s data privacy and information security policies and procedures prior to the commencement of Services and from time to time during the term of this Agreement.  
c. Audit Findings.  With respect to University Data, Supplier must implement any required safeguards as identified by University or by any audit of Supplier’s data privacy and information security policies and procedures.
d. University’s Right to Termination for Deficiencies.  University reserves the right, at its sole election, to immediately terminate this Agreement or a Statement of Work without limitation and without liability if University determines that Supplier fails or has failed to meet its obligations under this Section.
23. [bookmark: _Ref443324289]Records Maintenance, Inspection, Examination, and Audit.   University shall have access to and the right to examine and copy any directly pertinent books, documents, papers, and records of Supplier involving transactions related to this Agreement until the expiration of three (3) years after final payment hereunder.  Supplier further agrees to promptly furnish, when requested by University, such books, documents, and records of Supplier as are necessary to verify the accuracy of the amounts invoiced to University against any past or current goods and services provided by Supplier.  If any audit discloses an overpayment by University or a discrepancy in the amount invoiced by Supplier against the goods and services actually provided by Supplier, Supplier will promptly reimburse University within thirty (30) days of University’s notification to Supplier of any such overpayment, rectify such discrepancy, or both, and further pay University a fee equal to 25% of the amount of any overpayment.

24. Exhibits.  All Exhibits that are referenced herein and attached hereto are hereby incorporated by reference. The following Exhibits are attached hereto and incorporated herein:
a. Exhibit A - Supplier Rate Card
b. Exhibit B - Sample Statement of Work
c. Exhibit C - Contractor Certification for Criminal Background Checks
d. Exhibit D - Provisions Applicable to Contract to Hire
e. Exhibit E – Sample Request for Work

25. Assignment.  Supplier may not assign this Agreement to any other party without the prior written approval of University.  Upon notice to Supplier, University, in its sole discretion, may assign in whole or in part, its rights or responsibilities under this Agreement to any other party.    

26. Conflicts of Interest.    Supplier warrants that to the best of Supplier’s knowledge, there exists no actual or potential conflict of interest between Supplier and the University, and its Services under this Agreement, and in the event of change in either Supplier’s private interests or Services under this Agreement, Supplier will inform the University regarding possible conflict of interest which may arise as a result of the change.  Supplier also affirms that, to the best of Supplier’s knowledge, there exists no actual or potential conflict of interest between a University employee and Supplier.

27. Compliance with Laws.  Supplier must comply with all federal, state and local laws, rules and regulations applicable to the provision of Services under this Agreement.  

28. Governing Law.  This Agreement is governed, construed, and enforced in accordance with Michigan law, excluding choice-of-law principles, and all claims relating to or arising out of this Agreement are governed by Michigan law, excluding choice-of-law principles.  The Michigan Court of Claims or Federal District Court for the Western District of Michigan will hear any action arising out of this Agreement, and Supplier consents to jurisdiction in Michigan.  

29. Non-discrimination under Michigan Law.  Pursuant to Section 209 of the Michigan Elliot-Larsen Civil Rights Act and Section 209 of the Michigan Persons with Disabilities Civil Rights Act, in providing services, the Supplier and its contractor(s) agree not to discriminate against any employee or applicant for employment with respect to hire, tenure, terms, conditions, or privileges of employment, or any matter directly or indirectly related to employment, because of age, color, familial status, height, marital status, national origin, race, religion, sex, sexual orientation, gender identity or expression, weight, disability or genetic information that is unrelated to the individual’s ability to perform the duties of a particular job or position.

30. Exclusion And Debarment.  Supplier certifies that it is not presently debarred, suspended, proposed for debarment, declared ineligible, voluntarily excluded or otherwise ineligible for state or Federal program participation.  In the event that Supplier becomes debarred, suspended or ineligible from state or Federal program participation, Supplier shall notify MSU in writing within three (3) business days of such event.  To the extent that Supplier will provide services to any MSU medical entity, Supplier hereby represents and warrants that Supplier is not currently, and at no time has been sanctioned, debarred, suspended, or excluded by any state or federally funded healthcare program, including without limitation, Medicare and Medicaid.  Supplier agrees to immediately notify MSU of any threatened, proposed, or actual sanctions, debarment action, suspension, or exclusion by or from any state or federally funded health care program during the term of this Agreement.

31. Federal Contract Compliance

a. University is an equal opportunity employer and a federal contractor or subcontractor.  Consequently, the parties agree that, as applicable, they will abide by the requirements of 41 CFR 60-300.5(a) and 41 CFR 60-741.5(a) and that these laws are incorporated herein by reference. These regulations prohibit discrimination against qualified individuals based on their status as protected veterans or individuals with disabilities, and prohibit discrimination against all individuals based on their race, color, religion, sex, sexual orientation, gender identity or national origin. These regulations require that covered prime contractors and subcontractors take affirmative action to employ and advance in employment individuals without regard to protected veteran status or disability. The parties also agree that, as applicable, they will abide by the requirements of 29 CFR Part 471, Appendix A to Subpart A, relating to the notice of employee rights under federal labor laws.
b. In accordance with (i) Public Law 115-91 and FAR 52.204-23, Prohibition on Contracting for Hardware, Software, and Services Developed or Provided by Kaspersky Lab and Other Covered Entities, (ii) Public Law 115-232 and FAR 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video Surveillance Services or Equipment, and (iii) FAR 52.204-30, Federal Acquisition Supply Chain Security Act (FASCSA) Orders Prohibition, Supplier is prohibited from delivering covered telecommunications equipment as defined in FAR 52.204-25, covered articles as defined in FAR 52.204-23, or covered articles as defined under FAR 52.204-30 and identified pursuant to an FASCSA order.  
c. Supplier acknowledges and represents, in accordance with the Final Rule implementing Executive Order 14117 issued by the U.S. Department of Justice, that if Supplier has access to Covered Data of the University (as defined under the Final Rule): (i) it is not located in China, Hong Kong, Macau, Russia, Iran, North Korea, Venezuela, or Cuba; and (ii) it will not provide access to any Covered Data to any person located in such countries unless University approves such access in writing.  Non-compliance with this provision will be considered a material breach of this agreement.
d. Supplier declares that all products or services purchased under the Agreement are neither subject to the International Traffic in Arms Regulations (ITAR) nor any of the Export Administration Regulations (EAR) Export Control Classification Numbers (ECCN’s) in the 500 or 600 series as listed on the Commerce Control List (CCL).  If any products or services are subject to ITAR or EAR ECCN’s in the 500 or 600 series, Supplier shall notify University’s Office of Export Control & Trade Sanctions (export@msu.edu) prior to shipment of the products or performance of the services.  For the avoidance of doubt, unless Supplier has provided advance notice to University’s Office of Export Control and Trade Sanctions, Supplier declares and warrants that (i) the products or services are not listed on the ITAR United States Munitions List (USML); and (ii) the products or services are not listed on the EAR CCL in ECCN’s in the 500 or 600 series. Supplier declares that it fully understands that sourcing any products or services classified in any of the above categories could have material adverse implications and require extensive management for the University, and therefore Supplier agrees to defend, indemnify and hold harmless the University for any costs or liability related to Supplier’s violation of this Section.

32. Non-Exclusivity.  Nothing contained in this Agreement is intended nor will be construed as creating any requirements contract with Supplier.  This Agreement does not restrict University or its agencies from acquiring similar, equal, or like Services from other sources.    

33. Force Majeure.  Neither party will be in breach of this Agreement because of any failure arising from any disaster or acts of god that are beyond their control and without their fault or negligence.  Each party will use commercially reasonable efforts to resume performance.  Supplier will not be relieved of a breach or delay caused by its subcontractors.  If immediate performance is necessary to ensure public health and safety, University may immediately contract with a third party.   

34. Dispute Resolution.  The parties will endeavor to resolve any Agreement dispute in accordance with this provision.  The dispute will be referred to the parties' respective representatives.  Such referral must include a description of the issues and all supporting documentation. The parties must submit the dispute to a senior executive if unable to resolve the dispute within fifteen (15) Business Days.  The parties will continue performing while a dispute is being resolved, unless the dispute precludes performance.  A dispute involving payment does not preclude performance. 

Litigation to resolve the dispute will not be instituted until after the dispute has been elevated to the parties’ senior executive and either concludes that resolution is unlikely, or fails to respond within 15 Business Days.  The parties are not prohibited from instituting formal proceedings: (a) to avoid the expiration of statute of limitations period; (b) to preserve a superior position with respect to creditors; or (c) where a party makes a determination that a temporary restraining order or other injunctive relief is the only adequate remedy.  This Section does not limit University’s right to terminate the Agreement.
 
35. Notices.  Any notice to either party must be in writing and will be delivered either personally, by electronic mail with confirmed delivery, by a recognized overnight courier service, or by the United States mail (first-class, certified or registered with postage prepaid, return receipt requested), to the other party at its address as set forth in the applicable Statement of Work.

36. Use of the University Name, Logo and Marks.  The University acknowledges that Supplier may make public statements regarding the existence of the Agreement, its terms and conditions and an accurate description of the Services being supplied without the consent of the University.  However, other than as permitted by the previous sentence, Supplier will not use the name, logo, or any other marks (including, but not limited to, colors and music) owned by or associated with the University, or the name of any representative of the University without the prior written permission of the University in each instance. 
 
37. Severability.  If any part of this Agreement is held invalid or unenforceable, by any court of competent jurisdiction, that part will be deemed deleted from this Agreement and the severed part will be replaced by agreed upon language that achieves the same or similar objectives.  The remaining Agreement will continue in full force and effect.

38. [bookmark: _Ref443321775]Waiver.  Failure to enforce any provision of this Agreement will not constitute a waiver.

39. Survival.  The provisions of this Agreement that impose continuing obligations, including warranties and representations, termination, transition, insurance coverage, indemnification, and confidentiality, will survive the expiration or termination of this Agreement.

40. Counterparts.  This Agreement may be executed in counterparts, each of which will be deemed an original, but all of which together are deemed to be one and the same agreement and will become effective and binding upon the parties as of the Effective Date at such time as all the signatories hereto have signed a counterpart of this Agreement.  A signed copy of this Agreement delivered by facsimile, e-mail or other means of electronic transmission (to which a signed copy is attached) is deemed to have the same legal effect as delivery of an original signed copy of this Agreement.

41. Entire Agreement.  This Agreement, including Statements of Work, constitute the sole and entire agreement of the parties to this Agreement with respect to the subject matter contained herein, and supersedes all prior and contemporaneous understandings and agreements, both written and oral, with respect to such subject matter.  In the event of any conflict between the terms of this Agreement and those of any Statement of Work or other document, the following order of precedence governs: (a) first, this Agreement; and (b) second, an individual Statement of Work as of the Effective Date of that Statement of Work.  NO TERMS ON SUPPLIER’S INVOICES, WEBSITE, BROWSE-WRAP, SHRINK-WRAP, CLICK-WRAP OR OTHER NON-NEGOTIATED TERMS AND CONDITIONS PROVIDED WITH ANY OF THE SERVICES, OR DOCUMENTATION HEREUNDER WILL CONSTITUTE A PART OR AMENDMENT OF THIS CONTRACT OR IS BINDING ON UNIVERSITY FOR ANY PURPOSE.  ALL SUCH OTHER TERMS AND CONDITIONS HAVE NO FORCE AND EFFECT AND ARE DEEMED REJECTED BY UNIVERSITY, EVEN IF ACCESS TO OR USE OF SUCH SERVICE OR DOCUMENTATION REQUIRES AFFIRMATIVE ACCEPTANCE OF SUCH TERMS AND CONDITIONS. 



MICHIGAN STATE UNIVERSITY			SUPPLIER

Signature: 					Signature: 					 				

Print Name:  					Print Name: _______________________					
Title: 						Title: _____________________________		
	
Date:____________________________		Date:_____________________________		



EXHIBIT A
Supplier Rate Card

All rates in this Exhibit represent fully loaded rates.  
	Labor Classification
	Targeted Skill Sets
	Lowest hourly rate for the skill set
	Highest hourly rate for the skill set

	Architecture
	Infrastructure Architect; Network Architect; Solutions Architect; Applications Architect; Enterprise Architect; Security Architect; Database Architect; Storage Architect.
	 
	 

	Data Center
	NOC Monitor; Tape Systems Manager; Production Control Analyst; Data Center Analyst
	 
	 

	Database (DBA)
	Oracle; MS SQL; IBM DB2; Data Warehouse; Cognos; MySQL; MS Access; Sybase; DataStage; PowerBuilder; Hyperion; NAS; Azure Analysis Studio; MongoDB
	 
	 

	DevOps / Containers
	RedHat OpenShift Admin, DevOps Administrator
	
	

	Enterprise Storage
	Storage Analyst (on-tap/NetApp/Dell Compellent); Storage Administrator; NAS Administrator
	 
	 

	ERP
	SAP; PeopleSoft; Cloud Architect; Salesforce; Dynamics; Cognos; Data Warehouse; Data scientists; Kuali; Kuali Research; SFP (Student Financial Planner); CLICK (from Huron)
	 
	 

	Identity Management
	Active Directory Analyst; Okta Administration; Security Specialist; SailPoint Administration; Cirrus Administration; 
	 
	 

	IT Security
	IT Security Engineer
	
	

	Management
	Disaster Recovery Specialist; Project Management; Program Management; Business Analyst; Security Specialist; Workflow Analyst; Financial Analyst; Change Manager; Business Relationship Manager
	 
	 

	Mobile Development
	Swift, Kotlin, Ruby on Rails, App store management, Mobile accessibility, Mobile UX design, Native mobile app development for iOS and Android, APIs / GraphQL, Docker
	
	

	Networking
	Network Architect; Network Designer; Network Engineer; Network Analyst
	 
	 

	Programmers
	C, C#, ASP, ASP.NET, VB Script; code generators (TELON, Ruby on Rails, Ajax); Microsoft SQL Server; SQL; Basic DB design/maintenance (incl. DTS/SSIS); client-server batch scripts (Korn Shell or similar); non-EJB Java; Java/J2EE/J2ME/J2SE; XML; XSLT/XPath; JNDI; JDBC; Eclipse; ANT; Tomcat; ORM; SOAP; UML; J; JSF; GIS; Oracle; MS SQL; IBM DB2; Cognos; MySQL; MS Access; Sybase; DataStage; Hyperion; Perl; Visual Basic; Python; Google Vertex AI suite; Google AI Studio; OpenAI API; MuleSoft API; REST API; JavaScript, React JS; Spring Boot, Spring Framework, Spring Data, Spring Batch; NodeJS; SSRS (MS reporting services); MongoDB
	 
	 

	Support
	Data Entry Clerk; Help Desk (CA Technologies Software); Help Desk (ServiceNow); PC Technician; Technical Writers; Windows Network Administrator; PeopleSoft Campus Solutions
	 
	 

	System Administration
	Linux system administration, Windows System Administration, Windows Network Administration (AD)
	
	

	Testing
	System Penetration, Intrusion Detection, Quality Assurance
	 
	 

	Virtualization
	VMWare, Cloud Computing
	 
	 

	Web Design
	HTML; CSS; ASP/ASP.NET; Cascade; ColdFusion; Perl; SharePoint Architect; Share Point Developer/Designer/Administrator; Java Servlets; XML; JavaScript; PHP; Sitecore
	 
	 

	Other 
	Social Media Strategist; Application Administration; and other skill set (must be approved by an IT Director or higher)
	TBD
	TBD





EXHIBIT B
Sample Statement of Work

The following Statement of Work is entered into under that certain Master Services Agreement, by and between Michigan State University and ______________ (Supplier), dated _____________, 2026 (the “Agreement”).  All initial capitalized terms in this Statement of Work that are not defined within shall have the respective meanings given to them in the Agreement.

Project Objective/Business Purpose

[Insert Project Objectives/Business Purpose] 

[Insert Title] Key Responsibilities:

[Insert Key Responsibilities]

Billing Details and Anticipated Start Date:

Resource Name – [insert name]
Labor Classification – [insert labor classification from MSA] 
Rate – [insert hourly rate, ensuring within range of MSA rate card]
Estimated Contractor Start Date – [insert start date]
Estimated Contractor End Date – [insert end date]
Contractor Duration – Not to exceed [insert total number of hours] hrs.
Contractor Cost – Not to exceed [insert contractor cost]
MSU Hiring Manager – [insert name]



Payment Schedule:  Work must be invoiced monthly in arrears and based on actual hours worked.  No overtime rates may be applied.  Time sheets will be provided to MSU IT or its designated alternate and will also be submitted as supporting detail with all invoices.  Invoices must reference the assigned Purchase Order number.


MICHIGAN STATE UNIVERSITY			SUPPLIER

Signature:  					Signature:  					

Print Name:  	______________________	Print Name:  _______________________			

Title:  ____________________________		Title:  _____________________________	
	
Date:  ____________________________		Date:  _____________________________	



EXHIBIT C

Contractor Certification Criminal Background Checks
1. Policy. Contractor acknowledges that it has received a copy of Michigan State University’s Policy on Criminal Background Check Requirements (the “Policy”), and has read and fully understood its contents and requirements. The University reserves the right to change the terms of the Policy by notifying Contractor or by posting a new or amended Policy on the above website.
2. Background Check Certification. Contractor certifies that it has completed a criminal background check for all Contractor employees (including any subcontracted personnel) who will be providing services that are subject to the Policy. Such criminal background checks must be performed prior to the performance of services, and at a minimum, must include the verification checks listed in the Policy, which include the following: ICHAT, OTIS, and NSOPW. Contractor acknowledges and agrees that the University may review and screen (e.g. to submit to MSU-HR review and exception management or to perform our own additional checks), upon request, all criminal background check information prior to the performance of services.
3. Retention of Records and Right of Audit. Contractor must retain written copies of all criminal background check results required under the Policy until one (1) year after the latter of termination, expiration, or final payment under any contract or purchase order related to the provision of services covered under the Policy (“Audit Period”). During the Audit Period, the University or its designee may audit Contractor to verify compliance with the Policy, and Contractor must provide to the University or its designee upon request, any criminal background check results. After audit completion, all copies or reports furnished shall be destroyed or returned to Contractor if requested. In the event of Contractor non-compliance, appropriate action will be taken as determined by the University, including but not limited to, termination of all existing contracts and purchase orders between University and Contractor for cause.
4. Notice of Change in Certification. Contractor shall provide immediate written notice to Michigan State University if at any time Contractor learns that its certification was erroneous when submitted or has become erroneous by reason of changed circumstances. The above certification is a material representation of fact upon which reliance was placed when Michigan State University determined to enter into a transaction with Contractor. If it is later determined that Contractor knowingly rendered an erroneous certification, in addition to other remedies, Michigan State University may terminate the contact for cause.
5. Cost and Expenses. Contractor is solely responsible for all costs and expenses associated with conducting, administering and maintaining the criminal background check information required by the Policy and this Certification.

By signing below, I represent and affirm that I have proper authority to act on behalf of the Supplier and that these statements are true and correct to the best of my knowledge. Each party agrees that an electronic signature, whether digital or encrypted, is intended to authenticate this writing and has the same force and effect as a manual signature.

Company name: 		Authorized signature: 	

Address: 		Printed name:  	

Phone number: 		Title:  	

Email address: 		Date: 	


EXHIBIT D
Provisions Applicable to Contract to Hire
Right to Hire. The University reserves the right to hire Supplier Resources at any time during the agreement period.  The following fee schedule attaches to Supplier Resources hired by a campus unit contracting their services.  

Months							Fee
0-1						20% of the annual base salary 
1-2						17% of the annual base salary 
2-3						14% of the annual base salary 
3-4						11% of the annual base salary 
4-5						 8% of the annual base salary 
5-6						 5% of the annual base salary 
6+						 0% of the annual base salary 

After six (6) months of continuous work under any Statement of Work, within a campus unit, the unit may hire a Supplier Resource without any financial compensation to Supplier.  University is a public institution and unable to restrict and or view job applicants for campus unit hiring at a centralized level, and therefore, Supplier will not charge any fees to University for hiring of Supplier Resources by units on campus, unrelated to the unit where Services are being performed.











Exhibit E
Request for Work (Email)

Please provide the information below when reaching out to vendors to request a contractor.
Hiring Manager, Department and Contact Information:
Job description: (include project scope, specific roles/responsibilities, required candidate skills, client contact information, and deliverables)
Estimated duration of assignment:
Target start date and end date:
Labor classification: (based on Supplier Rate Card)
Position is eligible for later hire for the position – Yes/No
Position is eligible for extension - Yes/No

