Master Service Agreement
(Software as a Service and Externally Hosted Applications)

This Master Services Agreement (this “Agreement”) is agreed to between the Board of Trustees of Michigan State University, a Michigan constitutional body corporate (the “University” or “MSU”) and [INSERT COMPANY NAME] (“Supplier”), a [INSERT STATE & ENTITY STATUS, E.G., A MICHIGAN CORPORATION OR A TEXAS LIMITED LIABILITY COMPANY].  This Agreement is effective on [MONTH, DAY, YEAR] (“Effective Date”), and unless earlier terminated, will expire on [MONTH, DAY, YEAR] (the “Term”).  
This Agreement may be renewed for up to three (3) additional two (2) year periods.  Renewal must be by written notice from the University and will automatically extend the Term of this Agreement.
[bookmark: a1030081]Definitions.
“Accept” or ““Acceptance” has the meaning set forth in Section 4.2(b).
“Action” has the meaning set forth in Section 17.1. 
“Administrative Users” means an individual authorized by the University with log-in rights to access and use the administrative features of the Service Software in accordance with the terms of this Agreement and the Documentation, subject to the maximum number of Administrative Users specified in the Statement of Work.  
“Agreement” has the meaning set forth in the preamble.
“Agreement Administrator” is the individual appointed by each party to (a) administer the terms of this Agreement, and (B) approve and execute any Change Notices under this Agreement.  Each party’s Agreement Administrator will be identified in the Statement of Work.
“Availability Requirement” has the meaning set forth in Section 5.
“Business Day” means a day other than a Saturday, Sunday or University Holiday.
“Change Notice” has the meaning set forth in Section 2.2.
“Confidential Information” has the meaning set forth in Section 14.1.
“Documentation” means all generally available documentation relating to the Services, including all user manuals, operating manuals and other instructions, specifications, documents and materials, in any form or media, that describe any component, feature, requirement or other aspect of the Services, including any functionality, testing, operation or use thereof.
“DR Plan” has the meaning set forth in Section 16.1.
“Effective Date” has the meaning set forth in the preamble.
“End User” means all public facing individuals and other Persons who access or use the Service Software as a customer of the University.
“Fees” has the meaning set forth in Section 8.1.
“FERPA” has the meaning set forth in Section 10.
“Force Majeure Event” has the meaning set forth in Section 21.1.
“HIPAA Rules” has the meaning set forth in Section 12.
“Law” means any statute, law, ordinance, regulation, rule, code, order, constitution, treaty, common law, judgment, decree or other requirement or rule of any federal, state, local or foreign government or political subdivision thereof, or any arbitrator, court or tribunal of competent jurisdiction.
“Loss” means all losses, damages, liabilities, deficiencies, claims, actions, judgments, settlements, interest, awards, penalties, fines, costs or expenses of whatever kind, including reasonable attorneys’ fees and the costs of enforcing any right to indemnification hereunder and the cost of pursuing any insurance providers. “Losses” has a correlative meaning.
“PCI DSS” has the meaning set forth in Section 13.1.
“PII” has the meaning set forth in Section 9.3.
“Person” means an individual, corporation, partnership, joint venture, limited liability company, governmental authority, unincorporated organization, trust, association or other entity.
“Process” means to perform any operation or set of operations on any data, information, material, work, expression or other content, including to (a) collect, receive, input, upload, download, record, reproduce, store, organize, combine, log, catalog, cross-reference, manage, maintain, copy, adapt, alter, translate or make other improvements or derivative works, (b) process, retrieve, output,  consult, use, disseminate, transmit, submit, post, transfer, disclose or otherwise provide or make available, or (c) block, erase or destroy. “Processing” and “Processed” have correlative meanings.
"RPO" or "Recovery Point Objective" means the maximum amount of potential data loss in the event of a disaster.
"RTO" or "Recovery Time Objective" means the period of time to fully restore the Services in the case of a disaster.
“Reject” or “Rejection” has the meaning set forth in Section 4.2(b).
“Representatives” means a party’s employees, officers, directors, consultants, legal advisors and, with respect to Supplier, Supplier’s Subcontractors.
“RFP” means the University’s request for proposal designed to solicit responses for Services under this Agreement.
“Service Level Agreement” means the service level agreement attached as Schedule B to this Agreement, setting forth Supplier’s obligations with respect to the hosting, management and operation of the Service Software.
“Service Software” means any and all software applications and any third-party or other software, and all new versions, updates, revisions, improvements and modifications of the foregoing, that Supplier provides remote access to and use of as part of the Services.
“Services” has the meaning set forth in Section 2.1.
“Specifications” means the specifications for the Services set forth in the Statement of Work and, to the extent consistent with and not limiting of the foregoing, the Documentation.
“Statement of Work” means the statement of work, attached as Schedule A to this Agreement, which details the Service Software and the corresponding Services that Supplier is providing under this Agreement.  
“Subcontractor” means a third-party engaged by Supplier that performs any Services under this Agreement.
“Supplier” has the meaning set forth in the preamble.
“Supplier Personnel” means all employees and agents of Supplier, all Subcontractors and all employees and agents of any Subcontractor, involved in the performance of Services.
“Supplier Service Manager” has the meaning set forth in Section 2.6.
“Support Service Level Requirement” has the meaning set forth in Section 3.
“Term” has the meaning set forth in the preamble.
“Transition Period” has the meaning set forth in Section 7.3.
“Transition Responsibilities” has the meaning set forth in Section 7.3.
“University” has the meaning set forth in the preamble.
“University Data” has the meaning set forth in Section 9.1.
“University Service Manager” has the meaning set forth in Section 2.8.
“University Systems” means the information technology infrastructure, including the computers, software, databases, electronic systems (including database management systems) and networks, of the University or any of its designees.
“User Data” means any and all information reflecting the access or use of the Services by any End User, including any end user profile, visit, session, impression, click-through or click-stream data and any statistical or other analysis, information or data based on or derived from any of the foregoing.
Services.
[bookmark: _Ref31118443]Services.  Throughout the Term and at all times in connection with its actual or required performance under this Agreement, Supplier will, in accordance with all terms and conditions set forth in this Agreement and the Statement of Work, provide to the University the following services (“Services”):
[bookmark: _Ref31014117]the hosting, management and operation of the Service Software and other services for remote electronic access and use by the University, its Administrative Users, and End Users as described in the Statement of Work;
maintain the Availability Requirement set forth in the Service Level Agreement, attached as Schedule B to this Agreement;
provide the maintenance and support services set forth in the Service Level Agreement, attached as Schedule B to this Agreement;
implement and maintain the security requirements set forth in Section 15 to this Agreement; 
maintain a DR plan in accordance with Section 16 of this Agreement; and
such other services as may be specified in the Statement of Work.
[bookmark: a397609]Change Notices.  Any modifications or changes to the Services will be effective only if and when memorialized in a mutually agreed written change notice (each, a “Change Notice”) signed by both Parties, provided, however, that for any Services provided on a limited basis (for example, on a per-user or named-user basis), the University may, at any time, increase or decrease the number of its licenses hereunder subject to a corresponding forward-going adjustment of the Fees to reflect these changes in accordance with the pricing set forth in the Statement of Work.
Compliance with Laws.  Supplier must comply with all applicable Laws as they concern this Agreement, including by securing and maintaining all required and appropriate visas, work permits, business licenses and other documentation and clearances necessary for performance of the Services. 
Compliance with MSU Policies.  Supplier must comply, where applicable, with written MSU policies, which are available at: https://procurement.msu.edu/for-suppliers/policies-requirements. 
Subcontracting.  Supplier must notify the University in writing if it subcontracts any Services, in whole or in part, to a Subcontractor.  Suppliers use of Subcontractors is subject to the following:
[bookmark: a1049169]Supplier must ensure each Subcontractor complies with all relevant terms of this Agreement, including all provisions relating to University Data or other Confidential Information of the University, and will have in place written agreements with any such Subcontractor which ensures such compliance;
Supplier will remain responsible and liable for any and all: (i) performance required hereunder, including the proper supervision, coordination and performance of the Services; and (ii) acts and omissions of each Subcontractor (including, such Subcontractor’s employees and agents, who, to the extent they are involved in providing any Services, are deemed Supplier Personnel) to the same extent as if such acts or omissions were by Supplier; and
any noncompliance by any Subcontractor or its employees or agents with the provisions of this Agreement or the Statement of Work will constitute a breach by Supplier.
[bookmark: _Ref31118499][bookmark: Section_2_5_Contract_Terms]Supplier Service Manager.  Supplier will, subject to the prior written approval of the University, appoint a Supplier employee to serve as a primary contact with respect to the Services who will have the authority to act on behalf of Supplier in matters pertaining to the receipt and processing of support requests (the “Supplier Service Manager”).  The University may request a change in the Supplier Service Manager if the level of service is not adequate to meet the University’s needs.
Management and Payment of Supplier Personnel.  
Supplier is solely responsible for the payment of Supplier Personnel, including all fees, expenses and compensation to, by or on behalf of any Supplier Personnel and, if applicable, the withholding of income taxes and payment and withholding of social security and other payroll taxes, unemployment insurance, workers’ compensation insurance payments and disability benefits.
Supplier may be required to perform criminal background checks of its Personnel pursuant to the MSU Contractor Criminal Background Check Requirements Policy (“CBC Policy”), available at https://u.policies.msu.edu/doctract/documentportal/08DB621359BE067AFE8D367766B92156.  If Supplier is subject to the CBC Policy, Supplier must sign and deliver the Contractor Certification for Criminal Background Checks to University prior to the provision of any Services.  University reserves the right to audit compliance with the CBC Policy requirements and may require further documentation of compliance from Supplier.  Non-compliance with the Policy is considered a material breach of this Agreement, which may result in a termination for cause.  
[bookmark: _Ref31016629]University Project Manager.  The University will appoint and, in its reasonable discretion, replace, a University employee to serve as the primary contact with respect to implementation of the Services and ongoing service requests (the “University Service Manager”).
[bookmark: a766087]License Grant and Restrictions.
Supplier License Grant.  Supplier hereby grants to the University a nonexclusive, royalty-free, irrevocable (except as provided herein) right and license during the Term and such additional periods, if any, as Supplier is required to perform Services under this Agreement, to access and use the Services, including in operation with other software, hardware, systems, networks and services, for the University’s business purposes, including for Processing University Data.
License Restrictions.  The University will not: (a) rent, lease, lend, sell, sublicense, assign, distribute, publish, transfer or otherwise make the Services available to any third party, except as expressly permitted by this Agreement or in the Statement of Work; or (b) use or authorize the use of the Services or Documentation in any manner or for any purpose that is unlawful under applicable Law.
[bookmark: a666861]Service Preparation, Testing and Acceptance.
Service Preparation.  Promptly upon the parties’ execution of this Agreement and the Statement of Work, Supplier will take all steps necessary to make the Services procured thereunder ready and available for the University’s use in accordance with the Statement of Work and this Agreement, including any applicable milestone date or dates set forth in the Statement of Work.
Testing and Acceptance. 
[bookmark: a228927]When Supplier notifies the University in writing that the Services are ready for use in a production environment, the University will have thirty (30) days (or such other period as may be agreed upon by the Parties in writing) from receipt of the notice to test the Services to determine whether they comply in all material respects with the requirements of this Agreement and the Specifications.
[bookmark: a136840]Upon completion of the University’s testing, the University will notify Supplier of its acceptance (“Accept” or “Acceptance”) or, if it has identified any noncompliance with the Specifications, rejection (“Reject” or “Rejection”) of the Services.  If the University Rejects the Services, the University will provide a written list of items that must be corrected. On receipt of the University’s notice, Supplier will promptly commence, at no additional cost or charge to the University, all reasonable efforts to complete, as quickly as possible and in any event within twenty (20) days (or such other period as may be agreed upon by the Parties in writing) from receipt of the University’s notice, such necessary corrections, repairs and modifications to the Services to bring them into full compliance with the Specifications.
If any corrective measures are required under Section 4.2(b), upon completion of all such measures, Supplier will notify the University in writing and the process set forth in Section 4.2(a) and Section 4.2(b) will be repeated; provided that if the University determines that the Services, as revised, still do not comply in all material respects with the Specifications, the University may, in its sole discretion:
require the Supplier to repeat the correction process set forth in Section 4.2(b) at no additional cost or charge to the University; or 
[bookmark: a211609]terminate this Agreement for cause.
The parties will repeat the foregoing procedure until the University Accepts the Services or elects to terminate this Agreement as provided in Section 4.2(c)(ii) above. If the University so terminates this Agreement, Supplier must refund to the University all sums previously paid to Supplier within ten (10) Business Days of the University’s written notice of termination, and the University will be relieved of all obligations thereunder.
[bookmark: _Ref471462496][bookmark: Section_5_Contract_Terms]Service Availability.  Supplier will make the Services available, as measured over the course of each calendar month during the Term, in accordance with the provisions set forth in the Service Level Agreement, attached as Schedule B to this Agreement (the “Availability Requirement”).
Support and Maintenance Services. Supplier will provide maintenance and support services in accordance with the provisions set forth in the Service Level Agreement, attached as Schedule B to this Agreement (the “Support Service Level Requirement”).
[bookmark: a169618]Termination, Expiration and Transition.
[bookmark: _Ref383161045]Termination for Cause.  In addition to any right of termination set forth elsewhere in this Agreement:
[bookmark: a305698]The University may terminate this Agreement for cause, in whole or in part, if Supplier: (i) endangers the security of University Systems or University Data; (ii) becomes insolvent, petitions for bankruptcy court proceedings, or has an involuntary bankruptcy proceeding filed against it by any creditor; or (iii) breaches any of its material duties or obligations under this Agreement.  Any reference to specific breaches being material breaches within this Agreement will not be construed to mean that other breaches are not material.
If the University terminates this Agreement under this Section 7.1, the University will issue a termination notice specifying whether Supplier must: (a) cease performance immediately, or (b) continue to perform for a specified period.  If it is later determined that Supplier was not in breach of this Agreement, the termination will be deemed to have been a termination for convenience, effective as of the same date, and the rights and obligations of the parties will be limited to those provided in Section 7.2.
The University will only pay for amounts due to Supplier for Services accepted by the University on or before the date of termination, subject to the University’s right to set off any amounts owed by the Supplier for the University’s reasonable costs in terminating this Agreement.  Supplier must promptly reimburse to the University any Fees prepaid by the University prorated to the date of such termination. Further, Supplier must pay all reasonable costs incurred by the University in terminating this Agreement for cause, including administrative costs, attorneys’ fees, court costs, and transition costs.
[bookmark: a325289]Termination for Convenience.  The University may terminate this Agreement in whole or in part, upon thirty days advance written notice, without penalty and for any reason.  The termination notice will specify whether Supplier must: (a) cease performance immediately, or (b) continue to perform in accordance with Section 7.3.  If the University terminates this Agreement for convenience, the University will pay all reasonable costs for University approved Transition Responsibilities, and will forfeit any prepaid fees for the Services (provided such fees do not span more than one calendar year).
[bookmark: _Ref377455191][bookmark: _Ref383161554][bookmark: a333380]Transition Responsibilities.  Upon termination or expiration of this Agreement for any reason, Supplier must, for a period of time specified by the University (not to exceed 90 calendar days; the “Transition Period”), provide all reasonable transition assistance requested by the University, to allow for the expired or terminated portion of the Agreement to continue without interruption or adverse effect, and to facilitate the orderly transfer of the Services to the University or its designees.  Such transition assistance may include but is not limited to: (a) continuing to perform the Services at the established Fees; (b) taking all reasonable and necessary measures to transition performance of the work, including all applicable Services to the University or the University’s designee; (c) taking all necessary and appropriate steps, or such other action as the University may direct, to preserve, maintain, protect, or return to the University all University Data; and (d) preparing an accurate accounting from which the University and Supplier may reconcile all outstanding accounts (collectively, the “Transition Responsibilities”).  The Term of this Agreement is automatically extended through the end of the Transition Period.
[bookmark: _Ref177460121][bookmark: a763223]Effect of Termination.  Upon and after the termination or expiration of this Agreement for any or no reason: 
Supplier will be obligated to perform all Transition Responsibilities specified in Section 7.3;
Supplier will, without charge and without any conditions or contingencies whatsoever (including but not limited to the payment of any fees due to Supplier), provide to University an extract of University Data in the format specified by the University; and
[bookmark: a845902]Supplier will (i) return to the University all documents and tangible materials (and any copies) containing, reflecting, incorporating, or based on the University’s Confidential Information; (ii) permanently erase the University’s Confidential Information from its computer systems; and (iii) certify in writing to the University that it has complied with the requirements of this Section 7.4(c), in each case to the extent such materials are not required by Supplier for Transition Responsibilities, if any.
[bookmark: a322698]Survival. The rights, obligations and conditions set forth in this Section 7.5 and Section 1 (Definitions), Section 7.4 (Effect of Termination), Section 9 (University Data), Section 14 (Confidentiality), Section 15 (Security), Section 17.1 (Indemnification), Section 18 (Limitations of Liability), Section 19 (Representations and Warranties), Section 20 (Insurance) and Section 23 (General Provisions), and any right, obligation or condition that, by its express terms or nature and context is intended to survive the termination or expiration of this Agreement, survives any such termination or expiration hereof.
[bookmark: a795267]Fees and Expenses.
[bookmark: a871305]Fees.  Subject to the terms and conditions of this Agreement, the Statement of Work, and the Service Level Agreement, the University shall pay the fees set forth in the Statement of Work, subject to such increases and adjustments as may be permitted pursuant to Section 8.2 (“Fees”). 
[bookmark: a657678]Fees during Option Years.  Supplier’s Fees are fixed during the initial period of the Term. Supplier may increase Fees for any renewal period by providing written notice to the University at least sixty (60) calendar days prior to the commencement of such renewal period.  An increase of Fees for any renewal period may not exceed three percent (3%) of the Fees effective during the immediately preceding twelve (12) month period.  No increase in Fees is effective unless made in compliance with the provisions of this Section 8.2.
Responsibility for Costs.  Supplier is responsible for all costs and expenses incurred in or incidental to the performance of Services, including all costs of any materials supplied by Supplier, all fees, fines, licenses, bonds, or taxes required of or imposed against Supplier, and all other of Supplier’s costs of doing business.
Taxes.  The University is exempt from state sales tax for direct purchases and may be exempt from federal excise tax, if Services purchased under this Agreement are for the University’s exclusive use.  Upon request, the University will provide Supplier with a Tax Exemption Letter evidencing the same.  
Invoices.  Supplier will invoice the University for Fees in accordance with the requirements set forth in the Statement of Work, including any requirements that condition the rendering of invoices and the payment of Fees upon the successful completion of milestones.  Supplier must submit each invoice via such delivery means and to such address as are specified by the University at https://procurement.msu.edu/for-suppliers/policies-requirements/invoicing-payments. Each separate invoice must:
clearly identify the Agreement and Purchase Order to which it relates, in such manner as is required by the University;
list each Fee item separately;
include sufficient detail for each line item to enable the University to satisfy its accounting and charge-back requirements;
for Fees determined on a time and materials basis, report details regarding the number of hours performed during the billing period, the skill or labor category for such Supplier Personnel and the applicable hourly billing rates; and
include such other information as may be required by the University as set forth in the Statement of Work.
Payment Terms.  Invoices are due and payable by the University, in accordance with the University’s standard payment procedures, which is 30 days after receipt of invoice, provided the University determines that the invoice was properly rendered.  
University Audit of Supplier.  University shall have access to and the right to examine and copy any directly pertinent books, documents, papers, and records of Supplier involving transactions related to this Agreement until the expiration of three (3) years after final payment hereunder.  Supplier further agrees to promptly furnish, when requested by University, such books, documents, and records of Supplier as are necessary to verify the accuracy of the amounts invoiced to University against any past or current goods and services provided by Supplier.  If any audit discloses an overpayment by University or a discrepancy in the amount invoiced by Supplier against the goods and services actually provided by Supplier, Supplier will promptly reimburse University within thirty (30) days of University’s notification to Supplier of any such overpayment, rectify such discrepancy, or both, and further pay University a fee equal to 25% of the amount of any overpayment.
Payment Does Not Imply Acceptance.  The making of any payment or payments by the University, or the receipt thereof by Supplier, will in no way affect the responsibility of Supplier to perform the Services in accordance with this Agreement, and will not imply the University’s Acceptance of any Services or the waiver of any warranties or requirements of this Agreement, including any right to service credits under the Service Level Agreement.
[bookmark: a562870]Payment Disputes.  The University may withhold from payment any and all payments and amounts the University disputes in good faith, pending resolution of such dispute, provided that the University: 
timely renders all payments and amounts that are not in dispute;
notifies Supplier of the dispute prior to the due date for payment, specifying in such notice:
the amount in dispute; and
the reason for the dispute set out in sufficient detail to facilitate investigation by Supplier and resolution by the parties;
works with Supplier in good faith to resolve the dispute promptly; and
promptly pays any amount determined to be payable by resolution of the dispute.
Supplier shall not withhold or delay any Services or fail to perform any other services or obligations hereunder by reason of the University's good faith withholding of any payment or amount in accordance with this Section 8.9 or any dispute arising therefrom.
[bookmark: a115205]Service Level Credits.  Supplier acknowledges and agrees that any credits assessed under the Service Level Agreement: (a) is a reasonable estimate of and compensation for the anticipated or actual harm to the University that may arise from not meeting the Availability Requirement, which would be impossible or very difficult to accurately estimate; and (b) may, at the University’s option, be credited or set off against any Fees or other charges payable to Supplier under this Agreement or be payable to the University upon demand.  Credits may not exceed the total amount of Fees that would be payable for the relevant service period in which the credits are assessed.
[bookmark: a450371]Right of Set-off.  Without prejudice to any other right or remedy it may have, the University reserves the right to set off at any time any amount then due and owing to it by Supplier against any amount payable by the University to Supplier.
[bookmark: a291419]University Data.
[bookmark: _Ref377453125]Ownership.  The University’s data includes any and all data collected, used, processed, stored, or generated in connection with the Services that originates from the University, its Administrative Users, or End Users, including any User Data (collectively, “University Data”).  University Data is and will remain the sole and exclusive property of the University and all right, title, and interest in the same is reserved by the University.  This Section 9.1 survives termination or expiration of this Agreement.
[bookmark: _Ref377453925]Supplier Use of University Data.  At all times, University Data will be treated as Confidential Information. Supplier is provided a limited license to University Data for the sole and exclusive purpose of providing the Services, including a license to collect, process, store, generate, and display University Data only to the extent necessary in the provision of the Services.  Supplier must: (a) keep and maintain University Data in strict confidence, using such degree of care as is appropriate and consistent with its obligations as further described in this Agreement and applicable law to avoid unauthorized access, use, disclosure, or loss; (b) use and disclose University Data solely and exclusively for the purpose of providing the Services, such use and disclosure being in accordance with this Agreement, the Statement of Work, and applicable law; (c) not use, sell, rent, transfer, distribute, or otherwise disclose or make available University Data for Supplier’s own purposes or for the benefit of anyone other than the University without the University’s prior written consent; and (d) not use, process, input, or analyze University Data (or permit any third party to do so), whether or not de-identified, anonymized, aggregated, or pseudonymized, for the purpose of training, developing, pre-training, fine-tuning, improving, enhancing, or otherwise creating or modifying any artificial intelligence, machine learning models, foundation models, generative AI systems, large language models, multimodal models, algorithms, or similar technologies (whether now known or hereafter developed), including as prompts, context, retrieval sources, or to generate outputs/derivatives/synthetic data for such purposes, except with the University’s prior express written consent.  Any breach of this Section shall constitute a material breach of this Agreement, entitling the University to seek appropriate remedies, including but not limited to injunctive relief and damages.  This Section 9.2 survives termination or expiration of this Agreement.
[bookmark: _Ref382900275]Loss or Compromise of Data.  In the event of any act, error or omission, negligence, misconduct, or breach on the part of Supplier that compromises the security or confidentiality of University Data or the physical, technical, administrative, or organizational safeguards put in place by Supplier that relate to the protection of the security and confidentiality of University Data, Supplier must, as applicable: (a) notify the University as soon as practicable but no later than forty-eight (48) hours of becoming aware of such occurrence; (b) cooperate with the University in investigating the occurrence, including making available all relevant records, logs, files, data reporting, and other materials required to comply with applicable law or as otherwise required by the University; (c) in the case of personally identifiable information (“PII”), at the University’s sole election, (i) with approval and assistance from the University, notify the affected individuals who comprise the PII as soon as practicable but no later than is required to comply with applicable law; or (ii) reimburse the University for any costs in notifying the affected individuals; (d) in the case of PII, and if required by law, provide third-party credit and identity monitoring services to each of the affected individuals who comprise the PII for the period required to comply with applicable law; (e) perform or take any other actions required to comply with applicable law as a result of the occurrence; (f) pay for any costs associated with the occurrence, including but not limited to any costs incurred by the University in investigating and resolving the occurrence, including reasonable attorney’s fees associated with such investigation and resolution; (g) without limiting Supplier’s obligations of indemnification as further described in this Agreement, indemnify, defend, and hold harmless the University for any and all claims, including reasonable attorneys’ fees, costs, and incidental expenses, which may be suffered by, accrued against, charged to, or recoverable from the University in connection with the occurrence; (h) be responsible for recreating lost University Data in the manner and on the schedule set by the University without charge to the University; and (i) provide to the University a detailed plan within ten (10) calendar days of the occurrence describing the measures Supplier will undertake to prevent a future occurrence.  The University will have the option to review and approve any notification sent to affected individuals prior to its delivery.  Notification to any other party, including but not limited to public media outlets, must be reviewed and approved by the University in writing prior to its dissemination.  This Section 9.3 survives termination or expiration of this Agreement.
[bookmark: _Ref49500841][bookmark: _Ref31021870]FERPA Compliance.  University is a qualifying educational agency or institution under the U.S. Family Educational Rights and Privacy Act (“FERPA”).  To the extent Supplier or its personnel have access to data protected by FERPA, Supplier acknowledges that for the purposes of this Agreement it is designated as a “school official” with “legitimate educational interests” in such data and associated metadata, as defined under FERPA and its implementing regulations, and agrees to abide by the limitations and requirements imposed on school officials under those regulations.  Supplier agrees to use such data only for the purpose of fulfilling its duties under this Agreement, and will not monitor, share, or disclose any such data to any third party except as provided for in this Agreement, as required by law, or as authorized in writing by University.  Supplier specifically agrees not to use any data for purposes of targeted advertising.
[bookmark: _Ref177461428][bookmark: _Ref44572625]ADA Compliance.  The University is required to comply with the Americans with Disabilities Act of 1990 (ADA), and has adopted a formal policy regarding accessibility requirements for websites and software applications.  Supplier’s Service Software must comply, where relevant, with level AA of the World Wide Web Consortium (W3C) Web Content Accessibility Guidelines (WCAG) 2.2.
[bookmark: _Ref177459570]HIPAA Compliance.  The University and Supplier must comply with all obligations under the Health Insurance Portability and Accountability Act of 1996, and the Health Information Technology for Economic and Clinical Health Act, and any amendments or implementing regulations thereof, (collectively, the "HIPAA Rules").  University and Supplier will enter into a separate Business Associate Agreement, if reasonably necessary to keep the University and Supplier in compliance with the HIPAA Rules.
PCI Compliance.  
[bookmark: _Ref40775971]Supplier shall at all times, for as long as Supplier impacts the security of the University’s cardholder data environment, or stores, processes, handles or transmits cardholder data in any manner or in any format on behalf of the University, comply with all applicable requirements of the current version of the Payment Card Industry Data Security Standard (“PCI DSS”) for cardholder data that is prescribed by the Payment Card Industry Security Standards Council, as it may be amended from time to time.  The most current versions of the PCI DSS requirements documentation are available at the PCI Security Standards Council website, https://www.pcisecuritystandards.org/.
Supplier must be designated by Visa as a Level 1 Supplier and be listed in Visa’s Global Registry of service providers.  Service providers that self-assess their PCI compliance are not eligible to become a PCI Supplier for the University.  Supplier shall validate compliance with PCI DSS as required, and shall have provided appropriate documentation to the University before the Agreement is signed and upon request by the University thereafter, at least annually, for as long as services are provided.  Validation instructions and documentation are available at the PCI Security Standards Council website, https://www.pcisecuritystandards.org/.  Supplier must notify the University of any failure to comply with the PCI-DSS requirements.
Supplier acknowledges and agrees that cardholder data may only be used for assisting in completing a card transaction, for fraud control services, for loyalty programs, or as specifically agreed to by the card associations or as required by applicable law.  Supplier is solely responsible for the security of cardholder data in its possession, or in the possession of a third-party retained by Supplier.  In the event of unauthorized access to cardholder data which occurs during the access, storage, processing, or transmission of cardholder data by the Supplier, or by a third-party retained by Supplier, Supplier shall immediately notify the University, which shall not be more than forty-eight (48) hours after becoming aware of such unauthorized access.
In the event of unauthorized access to cardholder data which occurs during access, storage, processing, or transmission of cardholder data by the Supplier, or by a third-party retained by Supplier, Supplier will pay all fees, cost escalations, assessments, tariffs, penalties or fines that may be imposed under the Card Association Rules.  Supplier further agrees to pay all other expenses that may be incurred by the University related to such unauthorized access.
Without limiting Supplier’s obligations of indemnification as further described in this Agreement, Supplier must indemnify, defend, and hold harmless the University for any and all claims, including reasonable attorneys’ fees, costs, and incidental expenses, which may be suffered by, accrued against, charged to, or recoverable from the University in connection with unauthorized access to cardholder data which occurs during access, storage, processing, or transmission of cardholder data by the Supplier, or by a third-party retained by Supplier.
[bookmark: a797487]Confidentiality.
[bookmark: _Ref377453484]Meaning of Confidential Information.  The term “Confidential Information” means all information and documentation of a party that: (a) has been marked “confidential” or with words of similar meaning, at the time of disclosure by such party; (b) if disclosed orally or not marked “confidential” or with words of similar meaning, was subsequently summarized in writing by the disclosing party and marked “confidential” or with words of similar meaning; or, (c) should reasonably be recognized as confidential information of the disclosing party.  The term “Confidential Information” does not include any information or documentation that was or is: (a) in the possession of the University and subject to disclosure under the Michigan Freedom of Information Act (FOIA); (b) already in the possession of the receiving party without an obligation of confidentiality; (c) developed independently by the receiving party, as demonstrated by the receiving party, without violating the disclosing party’s proprietary rights; (d) obtained from a source other than the disclosing party without an obligation of confidentiality; or, (e) publicly available when received, or thereafter became publicly available (other than through any unauthorized disclosure by, through, or on behalf of, the receiving party).  Notwithstanding the above, in all cases and for all matters, University Data is deemed to be Confidential Information.
[bookmark: _Ref377626956][bookmark: Section_10_2_Contract_Terms]Obligation of Confidentiality.  The parties agree to hold all Confidential Information in strict confidence and not to copy, reproduce, sell, transfer, or otherwise dispose of, give or disclose such Confidential Information to third parties other than employees, agents, or subcontractors of a party who have a need to know in connection with this Agreement or to use such Confidential Information for any purposes whatsoever other than the performance of this Agreement.  The parties agree to advise and require their respective employees, agents, and subcontractors of their obligations to keep all Confidential Information confidential.  Disclosure to the Supplier’s Subcontractor is permissible where (a) the disclosure is necessary or otherwise naturally occurs in connection with work that is within the Subcontractor's responsibilities; and (b) Supplier obligates the Subcontractor in a written contract to maintain the University’s Confidential Information in confidence.  At the University’s request, any of the Supplier’s Representatives may be required to execute a separate agreement to be bound by the provisions of this Section 14.2.
Cooperation to Prevent Disclosure of Confidential Information.  Each party must use its best efforts to assist the other party in identifying and preventing any unauthorized use or disclosure of any Confidential Information.  Without limiting the foregoing, each party must advise the other party immediately in the event either party learns or has reason to believe that any person who has had access to Confidential Information has violated or intends to violate the terms of this Agreement.  Each party will cooperate with the other party in seeking injunctive or other equitable relief against any such person.
Remedies for Breach of Obligation of Confidentiality.  Each party acknowledges that breach of its obligation of confidentiality may give rise to irreparable injury to the other party, which damage may be inadequately compensable in the form of monetary damages.  Accordingly, a party may seek and obtain injunctive relief against the breach or threatened breach of the foregoing undertakings, in addition to any other legal remedies which may be available, to include, in the case of the University, at the sole election of the University, the immediate termination, without liability to the University, of this Agreement.
Surrender of Confidential Information upon Termination.  Upon termination or expiration of this Agreement, each party must, within five (5) Business Days from the date of termination, return to the other party any and all Confidential Information received from the other party, or created or received by a party on behalf of the other party, which are in such party’s possession, custody, or control.  If Supplier or the University determine that the return of any Confidential Information is not feasible, such party must destroy the Confidential Information and certify the same in writing within five (5) Business Days from the date of termination to the other party.
[bookmark: a193517][bookmark: _Ref31118572]Security.  Throughout the Term and at all times in connection with its actual or required performance of the Services, Supplier will provide technical and organizational safeguards against accidental, unlawful or unauthorized access to or use, destruction, loss, alteration, disclosure, transfer, commingling or processing of University Data that ensures a level of security appropriate to the risks presented by the nature of such data, consistent with industry best practices and standards.  Supplier will, at a minimum, do all of the following:
Network Security.  Supplier shall at all times maintain network security that includes, at a minimum: network firewall provisioning, intrusion detection, and regular third party penetration testing of the network and all relevant computer/data storage devices;
Hosting location.    Supplier will ensure that the Services are hosted, supported, administered, and accessed in a data center that resides in the continental United States;
Data Transmission.  Supplier shall ensure that any and all transmission or exchange of University Data shall take place by secure means, e.g., HTTPS or FTPS; and
Data Encryption.  Supplier shall store and backup Data as part of its designated backup and recovery processes in encrypted form, using no less than 128 bit key encryption.
[bookmark: a849122][bookmark: _Ref31016355]Disaster Recovery and Backup. 
[bookmark: a218924]Disaster Recovery.  Throughout the Term and at all times in connection with its actual or required performance of the Services, Supplier will maintain and operate a backup and disaster recovery plan to achieve a Recovery Point Objective (RPO) of 24 hours, and a Recovery Time Objective (RTO) of 48 hours (the “DR Plan”), and implement such DR Plan in the event of any unplanned interruption of the Services.  Supplier will actively test, review and update the DR Plan on at least an annual basis using industry best practices as guidance, and maintain any additional backup requirements set forth in the Statement of Work. If Supplier fails to reinstate all material Services within the periods of time set forth in the DR Plan, the University may, in addition to any other remedies available under this Agreement, in its sole discretion, immediately terminate this Agreement as a non-curable default under Section 7.1(a).
Backup of University Data.  Supplier will conduct, or cause to be conducted periodic back-ups of University Data at a frequency that will ensure the RPO requirements set forth above.  All backed up University Data shall be located in the continental United States.  
[bookmark: a172154]Indemnification.
[bookmark: a699584]General Indemnification.  Supplier must defend, indemnify and hold harmless the University, and the University’s Board of Trustees, departments, officers, employees, agents, and contractors from and against all Losses arising out of or resulting from any third party claim, suit, action or proceeding (each, an “Action”) that does or is alleged to arise out of or result from: (a) any breach by Supplier (or any of Supplier Personnel, or by anyone else for whose acts any of them may be liable) of any of the promises, agreements, representations, warranties, or insurance requirements contained in this Agreement; (b) any infringement, misappropriation, or other violation of any intellectual property right of any third party; and (c) any bodily injury, death, or damage to real or tangible personal property occurring wholly or in part due to action or inaction by Supplier or any of Supplier Personnel, or by anyone else for whose acts any of them may be liable).
[bookmark: a645674]Indemnification Procedure.  The University will notify Supplier in writing if indemnification is sought; however, failure to do so will not relieve Supplier, except to the extent that Supplier is materially prejudiced.  Supplier must, to the satisfaction of the University, demonstrate its financial ability to carry out these obligations.  The University is entitled to: (i) regular updates on proceeding status; (ii) participate in the defense of the proceeding; (iii) employ its own counsel; and to (iv) retain control of the defense, at its own expense, if the University deems necessary.  Supplier will not, without the University’s prior written consent (not to be unreasonably withheld), settle, compromise, or consent to the entry of any judgment in or otherwise seek to terminate any claim, action, or proceeding.  
[bookmark: a211785]Limitations of Liability.
Disclaimer of Damages.  NEITHER PARTY WILL BE LIABLE, REGARDLESS OF THE FORM OF ACTION, WHETHER IN CONTRACT, TORT, NEGLIGENCE, STRICT LIABILITY OR BY STATUTE OR OTHERWISE, FOR ANY CLAIM RELATED TO OR ARISING UNDER THIS AGREEMENT FOR CONSEQUENTIAL, INCIDENTAL, INDIRECT, OR SPECIAL DAMAGES, INCLUDING WITHOUT LIMITATION LOST PROFITS AND LOST BUSINESS OPPORTUNITIES.
Limitation of Liability.  OTHER THAN SUPPLIER’S OBLIGATIONS WITH RESPECT TO THE PROTECTION OF UNIVERISTY DATA, IN NO EVENT WILL EITHER PARTY’S AGGREGATE LIABILITY TO THE OTHER PARTY UNDER THIS AGREEMENT, REGARDLESS OF THE FORM OF ACTION, WHETHER IN CONTRACT, TORT, NEGLIGENCE, STRICT LIABILITY OR BY STATUTE OR OTHERWISE, FOR ANY CLAIM RELATED TO OR ARISING UNDER THIS AGREEMENT, EXCEED THE MAXIMUM AMOUNT OF FEES SPECIFIED IN THE STATEMENT OF WORK.
[bookmark: a480086]Supplier Representations and Warranties.
Authority and Bid Response.  Supplier represents and warrants to the University that:
it is duly organized, validly existing, and in good standing as a corporation or other entity as represented under this Agreement under the laws and regulations of its jurisdiction of incorporation, organization, or chartering;
it has the full right, power, and authority to enter into this Agreement, to grant the rights and licenses granted under this Agreement, and to perform its contractual obligations;
the execution of this Agreement by its Representative has been duly authorized by all necessary organizational action;
when executed and delivered by Supplier, this Agreement will constitute the legal, valid, and binding obligation of Supplier, enforceable against Supplier in accordance with its terms; and
all written information furnished to the University by or for Supplier in connection with this Agreement, including Supplier’s bid response to the RFP, is true, accurate, and complete, and contains no untrue statement of material fact or omits any material fact necessary to make the information not misleading; 
Software and Service Warranties. Supplier represents and warrants to the University that:
Supplier has, and throughout the Term and any additional periods during which Supplier does or is required to perform the Services will have, the unconditional and irrevocable right, power and authority, including all permits and licenses required, to provide the Services and grant and perform all rights and licenses granted or required to be granted by it under this Agreement; 
neither Supplier’s grant of the rights or licenses hereunder nor its performance of any Services or other obligations under this Agreement does or at any time will: (i) conflict with or violate any applicable Law, including any Law relating to data privacy, data security or personal information; (ii) require the consent, approval or authorization of any governmental or regulatory authority or other third party; or (iii) require the provision of any payment or other consideration by the University or any End User to any third party, and Supplier shall promptly notify the University in writing if it becomes aware of any change in any applicable Law that would preclude Supplier’s performance of its material obligations hereunder; 
as accessed and used by the University, its Administrative Users, or End Users in accordance with this Agreement and the Specifications, the Services, Documentation and all other Services and materials provided by Supplier under this Agreement will not infringe, misappropriate or otherwise violate any intellectual property right of any third party;
the Service Software and Services will in all material respects conform to and perform in accordance with the Specifications and all requirements of this Agreement, including the Availability Requirement set forth in the Service Level Agreement;
Supplier will perform all Services in a timely, professional and workmanlike manner with a level of care, skill, practice and judgment consistent with generally recognized industry standards and practices for similar services, using personnel with the requisite skill, experience and qualifications, and will devote adequate resources to meet Supplier’s obligations (including the Availability Requirement and Support Service Level Requirements) under this Agreement;
DISCLAIMER. EXCEPT FOR THE EXPRESS WARRANTIES IN THIS CONTRACT, SUPPLIER HEREBY DISCLAIMS ALL WARRANTIES, WHETHER EXPRESS, IMPLIED, STATUTORY OR OTHERWISE UNDER OR IN CONNECTION WITH THIS CONTRACT OR ANY SUBJECT MATTER HEREOF.
[bookmark: a311459]Insurance.  While performing services under this Agreement, Supplier shall purchase and maintain the following insurance:
Workers Compensation insurance, Coverage A, with limits statutorily required by any applicable Federal or state law and Employers Liability insurance, Coverage B, with minimum limit of $500,000 per accident;
Commercial General Liability insurance with a minimum limit of $1,000,000 each occurrence/$2,000,000 general aggregate. Coverage shall include bodily injury and property damage liability, personal and advertising injury liability, products/completed operations, and liability assumed under an insured contract;
Automobile Liability insurance covering liability arising out of any owned, hired, and non-owned vehicles with minimum limit of $1,000,000 each accident and Personal Injury Protection as required by statute;
Professional Liability insurance for claims arising from negligent acts, errors or omissions by anyone providing professional services including but not limited to doctors, lawyers, architects, engineers, designers, appraisers and consultants. Minimum limit is $1,000,000 per claim and $3,000,000 annual aggregate; and
For services that may impact the security of the University’s electronic data, or Suppliers that store, process, handle or transmit University data in electronic format, Cyber Liability Insurance coverage with limits no less than $1 million.

Insurance policies shall be issued by companies licensed or approved to do business within the State of Michigan.  Insurers shall possess a minimum A.M. Best rating of A.  The insurance policies, except Workers’ Compensation and Professional Liability shall be endorsed to name Michigan State University, its Board of Trustees, agents, officers, employees, and volunteers as “Additional Insureds.”  In the event any insurance policies required by this Agreement are written on a “claims made” basis, coverage shall extend for three years past completion and acceptance of Supplier’s Services and must be evidenced by annual certificates of insurance.  All policies of insurance must be on a primary basis, non-contributory with any other insurance and/or self-insurance carried by MSU.  Prior to commencing services Supplier shall furnish the University with certificates of insurance.  Supplier shall provide a minimum 30 days written notice to MSU via certified mail of cancellation or non-renewal of policies required under this Agreement and a renewal certificate at least 15 days prior to expiration.  
Force Majeure.
[bookmark: _Ref486586783]Force Majeure Events.  Subject to Section 21.2, neither party will be liable or responsible to the other party, or be deemed to have defaulted under or breached this Agreement, for any failure or delay in fulfilling or performing any term hereof, when and to the extent such failure or delay is caused by: acts of God, flood, fire or explosion, war, terrorism, invasion, riot or other civil unrest, embargoes or blockades in effect on or after the date of this Agreement, national or regional emergency, or any passage of law or governmental order, rule, regulation or direction, or any action taken by a governmental or public authority, including imposing an embargo, export or import restriction, quota or other restriction or prohibition (each of the foregoing, a “Force Majeure Event”), in each case provided that: (a) such event is outside the reasonable control of the affected party; (b) the affected party gives prompt written notice to the other party, stating the period of time the occurrence is expected to continue; (c) the affected party uses diligent efforts to end the failure or delay and minimize the effects of such Force Majeure Event.
[bookmark: Section_17_2_Contract_Terms]University Performance; Termination.  In the event of a Force Majeure Event affecting Supplier’s performance under this Agreement, the University may suspend its performance hereunder until such time as Supplier resumes performance.  The University may terminate this Agreement by written notice to Supplier if a Force Majeure Event affecting Supplier’s performance hereunder continues substantially uninterrupted for a period of five (5) Business Days or more.  Unless the University terminates this Agreement pursuant to the preceding sentence, any date specifically designated for Supplier’s performance under this Agreement will automatically be extended for a period up to the duration of the Force Majeure Event.
Exclusions; Non-suspended Obligations.  Notwithstanding the foregoing or any other provisions of this Agreement:
in no event will any of the following be considered a Force Majeure Event:
shutdowns, disruptions or malfunctions of the Supplier Systems or any of Supplier’s telecommunication or internet services other than as a result of general and widespread internet or telecommunications failures that are not limited to the Supplier Systems; or
the delay or failure of any Supplier Personnel to perform any obligation of Supplier hereunder unless such delay or failure to perform is itself by reason of a Force Majeure Event; and
no Force Majeure Event modifies or excuses Supplier’s obligations under Section 9 (University Data), Section 14 (Confidentiality), Section 15 (Security), Section 16 (Disaster Recovery) or Section 17 (Indemnification).
[bookmark: a885474]Software Escrow.  The parties may enter into a separate intellectual property escrow agreement.  Such escrow agreement will govern all aspects of source code escrow and release.
[bookmark: a766208]General Provisions.
Further Assurances.  Each party will, upon the reasonable request of the other party, execute such documents and perform such acts as may be necessary to give full effect to the terms of this Agreement.
Relationship of the Parties.  The relationship between the parties is that of independent contractors.  Nothing contained in this Agreement is to be construed as creating any agency, partnership, joint venture or other form of joint enterprise, employment or fiduciary relationship between the parties, and neither party has authority to contract for or bind the other party in any manner whatsoever.
Use of the University Name, Logo and Marks.  The University acknowledges that Supplier may make public statements regarding the existence of this Agreement, its terms and conditions and an accurate description of the products or services being supplied without the consent of the University.  However, other than as permitted by the previous sentence, Supplier will not use the name, logo, or any other marks (including, but not limited to, colors and music) owned by or associated with the University, or the name of any representative of the University without the prior written permission of the University in each instance. Supplier may not imply, directly or indirectly, that MSU endorses any products or services supplied to MSU.
[bookmark: a931183]Notices.  All notices, requests, consents, claims, demands, waivers and other communications hereunder, other than routine communications having no legal effect, must be in writing and addressed to the parties as follows (or as otherwise specified by a party in a notice given in accordance with this Section):

	If to Supplier:

	[SUPPLIER ADDRESS]

	E-mail: [E-MAIL ADDRESS]

	Attention: [NAME OF INDIVIDUAL TO RECEIVE NOTICES]

	Title: [TITLE OF INDIVIDUAL TO RECEIVE NOTICES]

	If to the University: 

	MSU Procurement
Hannah Administration
426 Auditorium Road, Suite 360
East Lansing, MI 48824

	E-mail: vendor@msu.edu

	Attention: MSU Procurement Contract Manager


Notices sent in accordance with this Section 23.4 will be deemed effectively given: (a) when received, if delivered by hand (with written confirmation of receipt); (b) when received, if sent by a nationally recognized overnight courier (receipt requested); (c) on the date sent by e-mail (with confirmation of transmission), if sent during normal business hours of the recipient, and on the next business day, if sent after normal business hours of the recipient; or (d) on the fifth (5th) day after the date mailed, by certified or registered mail, return receipt requested, postage prepaid. 
Headings.  The headings in this Agreement are for reference only and do not affect the interpretation of this Agreement.
[bookmark: _Ref383093928][bookmark: a588561]Assignment.  Supplier may not assign this Agreement, nor any money due or to become due without the prior written consent of the University.  Any assignment made without such consent shall be deemed void.
No Third-party Beneficiaries.  This Agreement is for the sole benefit of the parties and nothing herein, express or implied, is intended to or will confer on any other person or entity any legal or equitable right, benefit or remedy of any nature whatsoever under or by reason of this Agreement.
Amendment and Modification; Waiver.  This Agreement may only be amended, modified or supplemented by an agreement in writing signed by each party’s authorized Representative.  No waiver by any party of any of the provisions hereof is effective unless explicitly set forth in writing and signed by the party so waiving.  Except as otherwise set forth in this Agreement, no failure to exercise, or delay in exercising, any right, remedy, power or privilege arising from this Agreement will operate or be construed as a waiver thereof; nor will any single or partial exercise of any right, remedy, power or privilege hereunder preclude any other or further exercise thereof or the exercise of any other right, remedy, power or privilege.
Severability.  If any term or provision of this Agreement is invalid, illegal or unenforceable in any jurisdiction, such invalidity, illegality or unenforceability will not affect any other term or provision of this Agreement or invalidate or render unenforceable such term or provision in any other jurisdiction.  Upon such determination that any term or other provision is invalid, illegal or unenforceable, the parties hereto will negotiate in good faith to modify this Agreement so as to effect the original intent of the parties as closely as possible in a mutually acceptable manner in order that the transactions contemplated hereby be consummated as originally contemplated to the greatest extent possible.
Governing Law.  This Agreement is governed, construed, and enforced in accordance with Michigan law, excluding choice-of-law principles, and all claims relating to or arising out of this Agreement are governed by Michigan law, excluding choice-of-law principles.  
[bookmark: a248027]Equitable Relief.  Each party to this Agreement acknowledges and agrees that (a) a breach or threatened breach by such party of any of its obligations under this Agreement would give rise to irreparable harm to the other party for which monetary damages would not be an adequate remedy and (b) in the event of a breach or a threatened breach by such party of any such obligations, the other party hereto is, in addition to any and all other rights and remedies that may be available to such party at law, at equity or otherwise in respect of such breach, entitled to equitable relief, including a temporary restraining order, an injunction, specific performance and any other relief that may be available from a court of competent jurisdiction, without any requirement to post a bond or other security, and without any requirement to prove actual damages or that monetary damages will not afford an adequate remedy. Each party to this Agreement agrees that such party will not oppose or otherwise challenge the appropriateness of equitable relief or the entry by a court of competent jurisdiction of an order granting equitable relief, in either case, consistent with the terms of this Section 23.11.
Nondiscrimination Under Michigan Law.  Pursuant to Section 209 of the Michigan Elliot-Larsen Civil Rights Act and Section 209 of the Michigan Persons with Disabilities Civil Rights Act, in providing services, the Supplier and its contractor(s) agree not to discriminate against any employee or applicant for employment with respect to hire, tenure, terms, conditions, or privileges of employment, or any matter directly or indirectly related to employment, because of age, color, familial status, height, marital status, national origin, race, religion, sex, sexual orientation, gender identity or expression, weight, disability or genetic information that is unrelated to the individual’s ability to perform the duties of a particular job or position.
Exclusion And Debarment.  Supplier certifies that it is not presently debarred, suspended, proposed for debarment, declared ineligible, voluntarily excluded or otherwise ineligible for state or Federal program participation.  In the event that Supplier becomes debarred, suspended or ineligible from state or Federal program participation, Supplier shall notify MSU in writing within three (3) business days of such event.  To the extent that Supplier will provide services to any MSU medical entity, Supplier hereby represents and warrants that Supplier is not currently, and at no time has been sanctioned, debarred, suspended, or excluded by any state or federally funded healthcare program, including without limitation, Medicare and Medicaid.  Supplier agrees to immediately notify MSU of any threatened, proposed, or actual sanctions, debarment action, suspension, or exclusion by or from any state or federally funded health care program during the term of this Agreement.
Federal Contract Compliance.  
University is an equal opportunity employer and a federal contractor or subcontractor.  Consequently, the parties agree that, as applicable, they will abide by the requirements of 41 CFR 60-300.5(a) and 41 CFR 60-741.5(a) and that these laws are incorporated herein by reference. These regulations prohibit discrimination against qualified individuals based on their status as protected veterans or individuals with disabilities, and prohibit discrimination against all individuals based on their race, color, religion, sex, sexual orientation, gender identity or national origin. These regulations require that covered prime contractors and subcontractors take affirmative action to employ and advance in employment individuals without regard to protected veteran status or disability. The parties also agree that, as applicable, they will abide by the requirements of 29 CFR Part 471, Appendix A to Subpart A, relating to the notice of employee rights under federal labor laws.
In accordance with (i) Public Law 115-91 and FAR 52.204-23, Prohibition on Contracting for Hardware, Software, and Services Developed or Provided by Kaspersky Lab and Other Covered Entities, (ii) Public Law 115-232 and FAR 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video Surveillance Services or Equipment, and (iii) FAR 52.204-30, Federal Acquisition Supply Chain Security Act (FASCSA) Orders Prohibition, Supplier is prohibited from delivering covered telecommunications equipment as defined in FAR 52.204-25, covered articles as defined in FAR 52.204-23, or covered articles as defined under FAR 52.204-30 and identified pursuant to an FASCSA order.  Supplier hereby represents and warrants that it will abide by the prohibitions contained in this Section. 
Supplier acknowledges and represents, in accordance with the Final Rule implementing Executive Order 14117 issued by the U.S. Department of Justice, that if Supplier has access to Covered Data of the University (as defined under the Final Rule): (i) it is not located in China, Hong Kong, Macau, Russia, Iran, North Korea, Venezuela, or Cuba; and (ii) it will not provide access to any Covered Data to any person located in such countries unless University approves such access in writing.  Non-compliance with this provision will be considered a material breach of this agreement.
Export Control. Supplier declares that all products or services purchased under the Agreement are neither subject to the International Traffic in Arms Regulations (ITAR) nor any of the Export Administration Regulations (EAR) Export Control Classification Numbers (ECCN’s) in the 500 or 600 series as listed on the Commerce Control List (CCL).  If any products or services are subject to ITAR or EAR ECCN’s in the 500 or 600 series, Supplier shall notify University’s Office of Export Control & Trade Sanctions (export@msu.edu) prior to shipment of the products or performance of the services.  For the avoidance of doubt, unless Supplier has provided advance notice to University’s Office of Export Control and Trade Sanctions, Supplier declares and warrants that (i) the products or services are not listed on the ITAR United States Munitions List (USML); and (ii) the products or services are not listed on the EAR CCL in ECCN’s in the 500 or 600 series. Supplier declares that it fully understands that sourcing any products or services classified in any of the above categories could have material adverse implications and require extensive management for the University, and therefore Supplier agrees to defend, indemnify and hold harmless the University for any costs or liability related to Supplier’s violation of this Section.
Conflict of Interest.  Supplier warrants that to the best of Supplier’s knowledge, there exists no actual or potential conflict between Supplier and the University, and its Services under this Agreement, and in the event of change in either Supplier’s private interests or Services under this Agreement, Supplier will inform the University regarding possible conflict of interest which may arise as a result of the change.  Supplier also affirms that, to the best of Supplier’s knowledge, there exists no actual or potential conflict between a University employee and Supplier.
Schedules   All Schedules and Exhibits that are referenced herein and attached hereto are hereby incorporated by reference. The following Schedules are attached hereto and incorporated herein:

	Schedule A
	Statement of Work

	         Exhibit 1 to Schedule A
	Pricing

	Schedule B
	Service Level Agreement 


Counterparts.  This Agreement may be executed in counterparts, each of which will be deemed an original, but all of which together are deemed to be one and the same agreement and will become effective and binding upon the parties as of the Effective Date at such time as all the signatories hereto have signed a counterpart of this Agreement.  A signed copy of this Agreement delivered by facsimile, e-mail or other means of electronic transmission (to which a signed copy is attached) is deemed to have the same legal effect as delivery of an original signed copy of this Agreement.
[bookmark: a1052220]Entire Agreement. This Agreement, including the Statement of Work and other Schedules and Exhibits attached hereto, constitute the sole and entire agreement of the parties to this Agreement with respect to the subject matter contained herein, and supersedes all prior and contemporaneous understandings and agreements, both written and oral, with respect to such subject matter.  In the event of any conflict between the terms of this Agreement and those of any Schedule, Exhibit or other document, the following order of precedence governs: (a) first, this Agreement, excluding its Exhibits and Schedules; and (b) second, the Exhibits and Schedules to this Agreement as of the Effective Date.  NO TERMS ON SUPPLIER’S INVOICES, WEBSITE, BROWSE-WRAP, SHRINK-WRAP, CLICK-WRAP, CLICK-THROUGH OR OTHER NON-NEGOTIATED TERMS AND CONDITIONS PROVIDED WITH ANY OF THE SERVICES, OR DOCUMENTATION HEREUNDER WILL CONSTITUTE A PART OR AMENDMENT OF THIS CONTRACT OR IS BINDING ON THE UNIVERSITY OR ANY ADMINISTRATIVE USER FOR ANY PURPOSE.  ALL SUCH OTHER TERMS AND CONDITIONS HAVE NO FORCE AND EFFECT AND ARE DEEMED REJECTED BY THE UNIVERSITY AND THE ADMINISTRATIVE USER, EVEN IF ACCESS TO OR USE OF SUCH SERVICE OR DOCUMENTATION REQUIRES AFFIRMATIVE ACCEPTANCE OF SUCH TERMS AND CONDITIONS. 

[Signature Page Follows]
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MSU

BY: 	

Name: 	

Title: 	

Date: 	

Supplier

By: 	

Name: 	

Title: 	

Date: 					

SCHEDULE A
Statement of Work
(To be completed by the parties after award)


SCHEDULE B
Service Level Agreement

1. [bookmark: Definition_Schedule_B_SLA]Definitions.  For purposes of this Schedule, the following terms have the meanings set forth below.  All initial capitalized terms in this Schedule that are not defined in this Section 1 shall have the respective meanings given to them in the Agreement.
“Actual Uptime” means the total minutes in the Service Period that the Services are Available.
“Availability” has the meaning set forth in Section 2(a).
“Availability Requirement” has the meaning set forth in Section 2(a).
“Available” has the meaning set forth in Section 2(a).
“Corrective Action Plan” has the meaning set forth in Section 3.5.
“Critical Service Error” has the meaning set forth in Section 3.4(a).
“Exceptions” has the meaning set forth in Section 2.2.
“High Service Error” has the meaning set forth in Section 3.4(a).
“Low Service Error” has the meaning set forth in Section 3.4(a).
“Medium Service Error” has the meaning set forth in Section 3.4(a).
“Resolve” has the meaning set forth in Section 3.4(b).
“Scheduled Downtime” has the meaning set forth in Section 2.3.
“Scheduled Uptime” means the total minutes in the Service Period.
“Service Availability Credits” has the meaning set forth in Section 2.6(a).
“Service Error” means any failure of any Services to be Available or otherwise perform in accordance with this Schedule. 
“Service Level Failure” means a failure to perform the Services fully in compliance with the Support Service Level Requirements. 
“Service Period” has the meaning set forth in Section 2(a).
“Software Support Services” has the meaning set forth in Section 3.
“Support Request” has the meaning set forth in Section 3.4(a).
“Support Service Level Requirements” has the meaning set forth in Section 3.4.
1. [bookmark: a1025981]Service Availability and Service Availability Credits.
0. [bookmark: a73572]Availability Requirement. Supplier will make the Services Available, as measured over the course of each calendar month during the Term and any additional periods during which Supplier does or is required to perform any Services (each such calendar month, a “Service Period”), at least 99.95% of the time, excluding only the time the Services are not Available solely as a result of one or more Exceptions (the “Availability Requirement”).  “Available” means the Services are available and operable for access and use by the University, its Administrative Users and End Users over the Internet in material conformity with the Agreement.  “Availability” has a correlative meaning.  The Services are not considered Available in the event of a material performance degradation or inoperability of the Services, in whole or in part.  The Availability Requirement will be calculated for the Service Period as follows: (Actual Uptime) ÷ (Scheduled Uptime – Total Minutes in Service Period Services are not Available Due to an Exception) x 100 = Availability.
1. [bookmark: a241882]Exceptions. No period of Services degradation or inoperability will be included in calculating Availability to the extent that such downtime or degradation is due to any of the following (“Exceptions”):
1. failures of the University’s, its Administrate Users’ or an End User’s internet connectivity; 
1. Scheduled Downtime as set forth in Section 2.3.
1. [bookmark: a312606]Scheduled Downtime. Supplier must notify the University at least seventy-two (72) hours in advance of all scheduled outages of the Services in whole or in part (“Scheduled Downtime”).  All such scheduled outages will: (a) last no longer than five (5) hours; and (b) be scheduled on a Saturday between the hours of 12:00 a.m. and 5:00 a.m., Eastern Time; provided that Supplier may request the University to approve extensions of Scheduled Downtime above five (5) hours, and such approval by the University may not be unreasonably withheld or delayed.
1. Software Response Time.  Software response time, defined as the interval from the time the End User sends a transaction to the time a visual confirmation of transaction completion is received, must be less than two (2) seconds for 98% of all transactions.  Unacceptable response times shall be considered to make the Software unavailable and will count against the Availability Requirement.
1. Service Availability Reports.  Within thirty (30) days after the end of each Service Period, Supplier will provide to the University a report describing the Availability and other performance of the Services during that calendar month as compared to the Availability Requirement.  The report must be in electronic or such other form as the University may approve in writing and shall include, at a minimum: (a) the actual performance of the Services relative to the Availability Requirement; and (b) if Service performance has failed in any respect to meet or exceed the Availability Requirement during the reporting period, a description in sufficient detail to inform the University of the cause of such failure and the corrective actions the Supplier has taken and will take to ensure that the Availability Requirement are fully met.
1. [bookmark: _Ref382571169][bookmark: a1020164]Remedies for Service Availability Failures. 
5. [bookmark: a543550]If the actual Availability of the Services is less than the Availability Requirement for any Service Period, such failure will constitute a Service Error for which Supplier will issue to the University the following credits on the fees payable for Services provided during the Service Period (“Service Availability Credits”):

	Availability
	Credit of Fees

	≥99.95%
	None

	[bookmark: OLE_LINK8]<99.95% but ≥99.0%
	15%

	<99.0% but ≥95.0%
	50%

	<95.0%
	100%


5. Any Service Availability Credits due under this Section 2.6 will be applied in accordance with payment terms of the Agreement. 
5. Supplier's repeated failure to meet the Availability Requirements will constitute a material breach under the Agreement.  Without limiting the University's right to receive Service Availability Credits, the University may terminate the Agreement for cause in accordance with terms of the Agreement.
1. [bookmark: a932123]Support and Maintenance Services. Supplier will provide maintenance and support services for the Services (collectively, “Software Support Services”) in accordance with the provisions of this Section 3.  The Software Support Services are included in the Services, and Supplier may not assess any additional fees, costs or charges for such Software Support Services.
2. Support Service Responsibilities.  Supplier will: 
0. correct all Service Errors in accordance with the Support Service Level Requirements, including by providing defect repair, programming corrections and remedial programming; 
0. [bookmark: main]provide unlimited telephone support 8 a.m. to 7 p.m. Eastern, Monday through Friday;
0. provide unlimited online support 8 a.m. to 7 p.m. Eastern, Monday through Friday;
0. provide online access to technical support bulletins and other user support information and forums, to the full extent Supplier makes such resources available to its other customers; and
0. respond to and Resolve Support Requests as specified in this Section 3.
2. Service Monitoring and Management.  Supplier will continuously monitor and manage the Services to optimize Availability that meets or exceeds the Availability Requirement. Such monitoring and management includes:
1. proactively monitoring on a twenty-four (24) hour by seven (7) day basis all Services functions, servers, firewall and other components of Services security;
1. if such monitoring identifies, or Supplier otherwise becomes aware of, any circumstance that is reasonably likely to threaten the Availability of the Services, taking all necessary and reasonable remedial measures to promptly eliminate such threat and ensure full Availability; and
1. if Supplier receives knowledge that the Services or any Services function or component is not Available (including by written notice from the University pursuant to the procedures set forth herein):
2. confirming (or disconfirming) the outage by a direct check of the associated facility or facilities; 
2. if Supplier’s facility check in accordance with clause (i) above confirms a Services outage in whole or in part: (A) notifying the University in writing pursuant to the procedures set forth herein that an outage has occurred, providing such details as may be available, including a Supplier trouble ticket number, if appropriate, and time of outage; and (B) working all problems causing and caused by the outage until they are Resolved as Critical Service Errors in accordance with the Support Request Classification set forth in Section 3.4, or, if determined to be an internet provider problem, open a trouble ticket with the internet provider; and
2. notifying the University that Supplier has fully corrected the outage and any related problems, along with any pertinent findings or action taken to close the trouble ticket.
2. Service Maintenance.  Supplier will continuously maintain the Services to optimize Availability that meets or exceeds the Availability Requirement.  Such maintenance services include providing to the University:
2. all updates, bug fixes, enhancements, new releases, new versions and other improvements to the Services, including the Software, that Supplier provides at no additional charge to its other similarly situated customers; and
2. all such services and repairs as are required to maintain the Services or are ancillary, necessary or otherwise related to the University’s, its Administrative Users, or an End Users’ access to or use of the Services, so that the Services operate properly in accordance with the Agreement and this Schedule.
2. [bookmark: a490057]Support Service Level Requirements.  Supplier will correct all Service Errors and respond to and Resolve all Support Requests in accordance with the required times and other terms and conditions set forth in this Section 3.4 (“Support Service Level Requirements”), and the Agreement.  
3. [bookmark: a65395]Support Requests.  The University will classify its requests for Service Error corrections in accordance with the descriptions set forth in the chart below (each a “Support Request”).  The University Service Manager will notify Supplier of Support Requests by email, telephone or such other means as the parties may hereafter agree to in writing.  

	Support Request Classification
	Description:
Any Service Error Comprising or Causing any of the Following Events or Effects 

	Critical Service Error
	· Issue affecting entire system or single critical production function;
· System down or operating in materially degraded state;
· Data integrity at risk; or
· Declared a Critical Support Request by the University and confirmed by Supplier; 

	High Service Error
	· Primary component failure that materially impairs its performance; or
· Data entry or access is materially impaired on a limited basis.
· User interface portions of the Services are not compliant with Section 11 of the Agreement.

	Medium Service Error
	· Services is operating with minor issues that can be addressed with an acceptable (as determined by the University) temporary work around.

	Low Service Error
	· Request for assistance, information, or services that are routine in nature.


3. [bookmark: a862449]Response and Resolution Time Service Levels.  Response and Resolution times will be measured from the time Supplier receives a Support Request until the respective times Supplier has (i) responded to, in the case of response time and (ii) Resolved such Support Request, in the case of Resolution time.  “Resolve” (including “Resolved”, “Resolution” and correlative capitalized terms) means that, as to any Service Error, Supplier has provided the University the corresponding Service Error correction and the University has confirmed such correction and its acceptance thereof. Supplier will respond to and Resolve all Service Errors within the following times based on the severity of the Service Error: 

	Support Request Classification
	Service Level Metric
(Required Response Time)
	Service Level Metric
(Required Resolution Time)

	Critical Service Error
	One (1) hour
	Three (3) hours

	High Service Error
	One (1) hour
	Four (4) hours

	Medium Service Error
	Three (3) hours
	Two (2) Business Days

	Low Service Error
	Three (3) hours
	Five (5) Business Days


3. Escalation.  With respect to any Critical Service Error Support Request, until such Support Request is Resolved, Supplier will escalate that Support Request within sixty (60) minutes of the receipt of such Support Request by the appropriate Supplier support personnel, including, as applicable, the Supplier Service Manager and Supplier’s management or engineering personnel, as appropriate.
2. [bookmark: a1030759]Corrective Action Plan.  If two or more Critical Service Errors occur in any thirty (30) day period during (a) the Term or (b) any additional periods during which Supplier does or is required to perform any Services, Supplier will promptly investigate the root causes of these Service Errors and provide to the University within five (5) Business Days of its receipt of notice of the second such Support Request an analysis of such root causes and a proposed written corrective action plan for the University’s review, comment and approval, which, subject to and upon the University’s written approval, shall be a part of, and by this reference is incorporated in, the Agreement as the parties’ corrective action plan (the “Corrective Action Plan”).  The Corrective Action Plan must include, at a minimum: (a) Supplier’s commitment to the University to devote the appropriate time, skilled personnel, systems support and equipment and other resources necessary to Resolve and prevent any further occurrences of the Service Errors giving rise to such Support Requests; (b) a strategy for developing any programming, software updates, fixes, patches, etc. necessary to remedy, and prevent any further occurrences of, such Service Errors; and (c) time frames for implementing the Corrective Action Plan.  There will be no additional charge for Supplier’s preparation or implementation of the Corrective Action Plan in the time frames and manner set forth therein.
2. Remedies for Service Level Failures.  Supplier's repeated failure to meet the Support Service Level Requirements for any Critical Service Errors or High Service Errors, or any combination of such Errors, within the applicable Resolution time will constitute a material breach under the Agreement.  Without limiting the University's right to receive Service Availability Credits, the University may terminate the Agreement for cause in accordance with terms of the Agreement.
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