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Smart Home System

https://www.ndss-symposium.org/ndss-paper/iotguard-dynamic-enforcement-of-security-and-safety-policy-in-commodity-iot/
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Traditional Threats

Software bugs, user error, poor configuration, or faulty design

https://www.ndss-symposium.org/ndss-paper/iotguard-dynamic-enforcement-of-security-and-safety-policy-in-commodity-iot/
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Device Interactions in IoT

https://www.ndss-symposium.org/ndss-paper/iotguard-dynamic-enforcement-of-security-and-safety-policy-in-commodity-iot/
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New Type: Interaction Threats

• An app triggers an event that is subscribed by another app

• Multiple apps change the same attribute of some device

• Apps that subscribe to the same event change the attribute in conflicting ways

Haotian Chi, Chenglong Fu, Qiang Zeng, and Xiaojiang Du. 2022. Delay Wreaks Havoc on Your Smart Home: Delay-based: Automation Interference Attacks. In 2022 IEEE Symposium on Security and Privacy (SP)
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FexIoT: Federated Interaction Threat Detection

FexIoT: Federated and Explainable Graph Learning for IoT Interaction Analysis
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Could Computing Support

Virtual machines:

• One as federated learning server
• Ten as federated learning Clients

Advantages:

• Stable Communication
• System Homogeneity
• Computing Resource
• Usage Time Freedom
• Flexible Device Simulation
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Permission Problem

• Use our own resource group: cf21group_netid

• Disk size should be at least the size of disk in the VM image
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Outcome

1. Design the dynamic clustering-based federated graph learning 
algorithm for interaction threat analysis

2. Plan to submit a paper to CIKM Conference
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