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Smart Home System
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Traditional Threats
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SMART HOME

e Have a smart lock? Yeah, it can
HACRERS REMOTELY RILL A robablu be hacked
JEEP ON THE HIGHWAY—WITH D J
MEINIT
Their code is an automaker’s nightmare:
software that lets hackers send commands
through the Jeep’s entertainment system to
its dashboard functions, steering, brakes,

and transmission, all from a laptop that may noticed a lot of Bluetooth locks popping up and
be across the country. decided to do some sniffing of those "security"

Mirai botnet adds three new attacks
to target loT devices

This new version of the botnet uses exploits
instead of brute force attacks to gain control of
‘unpatched devices.

.
While wandering in his neighborhood, he By Danny Palmer | May 18, 2018 -- 13:29 GMT (14:29 BST) |

Topic: Security

gadgets (read: capturing packets being sent
between devices). "I discovered plain-text
passwords being sent that anybody could read.

Software bugs, user error, poor configuration, or faulty design

https://www.ndss-symposium.org/ndss-paper/iotguard-dynamic-enforcement-of-security-and-safety-policy-in-commodity-iot/



Device Interactions in 1oT
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welcome-home loT app unlocked
E: light turned-on interacts
A: activate home-mode
y interacts turned on
home-mode-automation loT app simulate-occupancy app
E: home-mode . :
A: turn on heater and cooker, : tap an app icon
unlock patio-door A: turn on lights
turn off lights turned on
goodnight loT app
E: light turned-off /K
A: set alarm at 7 am and turn on interacts
coffee machine at 7:15 am turned on
y interacts
trigger-action rule
E: coffee machine turned-on , post Tweet
A: post a Tweet

https://www.ndss-symposium.org/ndss-paper/iotguard-dynamic-enforcement-of-security-and-safety-policy-in-commodity-iot/



New Type: Interaction Threats

motion detected |uscr  home [ — ]
Platform A in bedroom |_>

"user is at home"

’a Delay this link _)ﬁ
user is away

Platform B motion detected ) ring alarm and send live
I-| user away ]—>

in bedroom video to security company

 An app triggers an event that is subscribed by another app
 Multiple apps change the same attribute of some device

 Apps that subscribe to the same event change the attribute in conflicting ways

Haotian Chi, Chenglong Fu, Qiang Zeng, and Xiaojiang Du. 2022. Delay Wreaks Havoc on Your Smart Home: Delay-based: Automation Interference Attacks. In 2022 IEEE Symposium on Security and Privacy (SP)



loT Interaction Analysis

Data Fusion Vulner. Detection Vulner. Explanation | |
_________________ 1t T T |
B 8 | L
——————————— FE o
App Info Interaction Graph Graph
Event Logs Graph Data Embedding

Dynamic Clustering-
based Federated GNN

a Approximated i.i.d I
Federated Cluster 2

e Approximated i.i.d N
Federated Cluster 1

- — \' '/

FexloT: Federated and Explainable Graph Learning for loT Interaction Analysis



Could Computing Support

Virtual machines:

* One as federated learning server
* Ten as federated learning Clients

Advantages:

e Stable Communication

e System Homogeneity
 Computing Resource

* Usage Time Freedom

* Flexible Device Simulation
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Resource group (move) : cf21group wanggu22

Status ¢ Running

Location : Morth Central Us

Subscription (move) : Cloud Fellowship

Subscription 1D  047eT42e-ch26-4125-20d6-9d4 20674326
Tags (edit) ! fl-server : fl-server



Permission Problem

Linux (ubuntu 20.04)

7 Nt very P
» Continuous delivery canonica

thorization to
41e6-a9d6

Can't create a storage account. Please t

* Subscription

{ FlanA Eallrmichin

Create storage

:~$ az group create --name CloudFellowship --location eastus

:~$ az vmss create -n Myvmss -g cf2ilgroup_wanggu22 --instance-count 5 --image UbuntuLTS --data-disk-sizes-gb 2 --os-disk-size-gb 10

S Maz vmss create -n Myvmss -g cf2lgroup wanggu22 --instance-count SEESRGETISEVIITELTIEREEEET LSRR SR B0 L RPAEET ERT R R S8 BA-RY | IR S ST - R RS B SV
SSH key files '/home/guangjing/.ssh/id_rsa' and '/home/guangjing/.ssh/id_rsa.pub' have been generated under ~/.ssh to allow SSH access to the VM. If using machines without permanent storage, back up your
keys to a safe location.

:~$ az vmss create -n MyVmss -g cf2igroup_wanggu22 --instance-count 2 --image UbuntulTS --data-disk-sizes-gb 2 --os-disk-size-gb 30 --generate-ssh-keys

e Use our own resource group: cf21group netid

* Disk size should be at least the size of disk in the VM image



Qutcome

1. Design the dynamic clustering-based federated graph learning
algorithm for interaction threat analysis

2. Plan to submit a paper to CIKM Conference

CIRA22, Octaber 17:23, 822 Adlants, USA
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