
Contact your Key Account Manager. 
Or email us at municoop-services@nypa.gov

Protecting New York’s Energy 
Grid Against Cyber Attacks
Join the NYPA Cyber Collective Defense 
Consortium (CCDC) today for no or low-cost 
access to incident response planning services, 
readiness training, cyber hygiene assessments 
and information about security threats.

NYPA knows that as municipal-owned utilities 
and rural cooperative customers, you can find 
yourselves in a tough spot when it comes to 
protecting against serious cyber challenges. 
Between budget constraints, small staff sizes 
and employees who wear many hats, it can be 
difficult to protect your computer systems and 
energy grids from:

•	 Ransomware
•	 Phishing 
•	 Denial-of-service attacks
•	 Vulnerability gaps 

With a strength in numbers mindset, the NYPA 
consortium provides you with a three-pronged 
approach with NYPA as an advisor and  
a resource.

According to the North American 
Electric Reliability Corporation (NERC), 
the electricity industry has faced 
a security threat landscape that is 
“unprecedented and relentless.”

Side fact

	✓ Review and refinement of your 
incident response plan

	✓ Testing of the plan through  
cyber-threat exercises and drills

	✓ Guidance and best‑practice support
	✓ Continuous network‑monitoring

As part of the consortium, you will have 
access to these services:

Website: nypa.gov/municoop

The most serious threats have  
come from:
•	 Geopolitical events
•	 New vulnerabilities
•	 Changes in technologies
•	 Cybercriminals and hackers
•	 Evolution of artificial intelligence (AI)

Cyber Collective 
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The New York Power Authority (NYPA) is a leader in power programs and clean energy solutions. NYPA can help 
you facilitate delivery and enhance security—plus provide end-to-end solutions and advisory services for all your 
energy, resiliency, and sustainability needs.

mailto:nyem%40nypa.gov?subject=
https://nypa.gov/municoop


Here’s a closer look of how you benefit by joining CCDC 

Incident Response 
Readiness
NYPA acts as an advisor—
reviewing or helping to create 
your incident response plan, 
policies and procedures. 
NYPA can recommend best 
practices, and can also run 
your team through cyber-
threat drills and scenarios.

Cyber Hygiene 
Assessments
NYPA offers access to 
cybersecurity and infrastructure 
scanning and testing services 
from organizations including the 
Cybersecurity and Infrastructure 
Security Agency (CISA). NYPA 
offers these automated services 
at no or low-cost, and can help 
review the vulnerability reports 
and alerts.

 

Collective  
Defense
NYPA shares best practices, 
and can make you aware 
of threat trends. This 
strengthens your network 
visibility and provides 
intelligence to support 
informed decision-making.

NYPA’s municipal electric utilities and rural electric cooperative customers are invited to join the Cyber 
Collective Defense Consortium. Stay informed, and gain access to actionable data that will help you 
identify vulnerabilities, respond to cyber attacks, and protect your assets.

Who’s eligible?
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