Engineering Security.

Together.
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TLP: AMBER
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Cyber-Security Produkte richtig

bewerten
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Deutsche Cyber-Sicherheitsorganisation GmbH
Joint Venture of Allianz SE, BASF SE, Bayer AG, and Volkswagen AG

DCSO Security Technology

Surveys of the IT-security market
Tested over 90 IT-security products against customer use cases
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Aufmerksamkeitsokonomie
IT-Vertrieb im Wandel

®

SYMANTEC. § Windows 66 | Wi 05 | Wndows 3./005 | Windows N7
E:

iraws i
Virdow?se

VERSION 50

The 1 anti-virus
software in
the world

W VERSION 5.0
INCLUDES:

TLP: GREEN

Instinct

WIR WEHREN AB. WAS AND

NICHT FINDEN KUNNE

V.

DIE DEEP-LEARNING-
CYBERSICHERHEITSSOFT
FUR ZERO-TIME- PRAVENTI .

Wer zuerst Bedrohungen abwehrt, ist sie zuerst los.

.

Es gibt einen Zweck, ein Ziel, eine Ursache: das Bestr
im gesamten Unternehmen frei von Cyberbedrohung

2021

https://hampdencomputer.com/2014/09/antivirus-expired-playing-with-fire/
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https://www.deepinstinct.com/de/



7 Schritte zum richtigen Produkt
Ein strukturierter Auswahlprozess erzeugt belastbare Entscheidungen

1 Use Responsibilities Market PoC
Cases & Stakeholder Research Preparation

Test Result 7 o —
Execution Documentation
’()\ TLP: GREEN 12.10.2021
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Der erste Schritt
Die richtigen Fragen finden

1 Use
Cases

©)

TLP: GREEN
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Use Cases
Was soll erreicht werden?

Funktionale Nicht-funktionale

“Warum wird das Produkt angeschafft?” “Was muss zum Betrieb erfiillt sein?”
Sichtbarkeit Dokumentation
Schutzwirkung Backup / Restore
Reaktionsfahigkeit Compliance / Betriebsrat
Abdeckung der Umgebung Bedienbarkeit
Alarmierung Performance

-> Unterschiedlich liber Produktgruppen -> Ahnlich iiber Produktgruppen

TLP: GREEN 12.10.2021
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Granularisierung
Use Cases testbar machen

5 User Stories 30 Use Cases 300 Test Cases

Vorstellungen Anforderungen Kriterien

TLP: GREEN 12.10.2021
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[0 T78008 Doesthe product detect suspicious things while building the Kubecrusher-Cantainer? Failed w

[0 T78003  Which basic security capabilities are provided in this lifecycle step? Failed w

Contalner Deployment (Image Registry) () —=

Evaluation of product's integration with common container registries covering security checks for containers in the registry or when they are added to the registry.

O 1o Title Assigned To Status

[0 T77888 Doesthe product offer a detection point on registry level?

O T77883  Doesthe product offer enforcement paints on registry level?

O T79  Doesthe product suppart security checks for uploads of new containers in the container registry?

O T77830 Doesthe product ehechks for outdated/unused Layers/images?

O T78000  Which basie security capabilities are provided in this lifecycle step?

Contalner Runtime (Runtime Environment) o =

Evaluation of product's integration coverage of security checks at runtime of containers,

O o Title Assigned To Status

O 777894  Does the product offer adetection point for the container runtime environment?

[0 777386 Doesthe product offer an enforcement paint for the container runtime envirenment? Failed w
O T77336  Does the product recognize the exploitation of security vulnerabilities during runtime (Dynamic Vulnerability checks)?
O 777948  Does the product detect use of kubernetes commands from within a container?
0 T77948 Doesthe product detect-outgoing connections? Failed
O T778%7  Does the product evaluate |external) environment permissians on the container?
O T77991  Does the product checks for vulnerable lunwanted) definitions in the deployment?
O 7177982 Deesthe product offer white/blacklisting approch for registry access? Failed »
O T77983 Doesthe product checks for "long running containers™?
O 777918  Doesthe product check for binding incoming container traffic 1o a specific hostinterfaca? Failed w
[0 T78004 ‘Which basic security capabilities are provided in this lifecycle step? Failed w

Contalner Decomissioning ) ———

Evaluation of oraduct's supports for decommissioning of unsecure containers.



Testmanagement
Das richtige Tool

Testmanagement Tools
Aus der Softwareentwicklung
Ubersicht tiber komplexe Projekte
Testplane, KPls, Reports
Dokumentation der Durchfiihrung
DCSO nutzt TestRail

©)
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Excel / Sheets online

Einfach verfiigbar
Mehrnutzerfahig

Manuelle Arbeit notwendig

12.10.2021



Takeaways

Nichtfunktionale Kriterien betrachten

aufbrechen

Angemessenes Tooling verwenden

®

Anforderungen in granulare, testbare Kriterien

https://business-services.heise.de/security/security-loesungen/beitrag/in-sieben-schritten-zu-mehr-it-sicherheit-4080?source=wpnl|
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Engineering Security.

Together.
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DCSO Deutsche Cyber-Sicherheitsorganisation GmbH

EUREF-Campus 22

10829 Berlin

stefan.wieczorek@dcso.de
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