BESSERER SCHUTZ VOR
ADVANCED MALWARE:

SO SCHLIEREN SIE LUCKEN

IN IHRER CLOUD-EMAIL-
SICHERHEIT

René Nitzinger, VMRay Add X-Ray Vision to Your Email Defenses
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VMRay at a Glance

Malware Analysis Innovation is in our DNA

¢+ VMRay founded by Dr. Carsten Willems and Dr. Ralf Hund in 2013
¢+ Pioneers in automated malware analysis and detection

¢+ One of the world’s first sandboxes to market (2006, CWSandbox)
HQ in Bochum, DE and Boston, US

100+ employees
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+ Strong customer base
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¢+ Broad range of attack vectors

¢+ Even broader range of
protection tools and technologies
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E-Malil still a Main Entry Path VM?AY

+ E-Mall is most enticing to attackers BEC : i Teei
+ Many different threats related to e-mail ; ‘L ‘Do | S
- cooh : STooTe
¢+ Some are easy to detect oo /A t
e x Account Takeover &
¢+ Some are very difficult : . ly
_ SPAM Zero-day Malware | .
¢+ Some are especially dangerous ¢ Spoofing addby
_ _ _ Phishing Ransomware
¢+ No. of email related threats is growing |
94% 80% $17,700 $3.92M
of malware is of security incidents is lost every minute is the average cost of data
delivered via e-mail were phishing attempts due to phishing attacks breaches for enterprises

Source: Verizon DBIR 2019
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Supplement — not Replace! VMQAY

¢+ All modern email systems have
some protection built in

¢+ Leading cloud providers invest
billions $ for enhancing their
email security

Gartner

¢+ But ...

+ Still far too many attacks make it through

¢+ Traditional SEG approach is no longer
appropriate for many companies

¢+ Best-practice is to supplement!
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State-of-the-Art Supplements V MQAY

+ Email Security Supplements focus on specific, hard-to-detect problems, e.g.:

+ BEC: AI/ML for Natural Language Processing, Social Network Analysis
¢+ Phishing: TI for fast sharing of known 10Cs

¢+ But, also these can be tricked

+ And too often fail with unknown threats

“Panda” “Nematode” “Gibbon”
57.7% confidence 8% confidence 99.3% confidence

Image credit: Goodfellow et al., 2014b, Published in Int. J. Autom. Comput. 2020
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Too many Threats Stay under the Radar

¢+ Bypass known protection mechanisms
¢+ Trick AlI/ML based detection methods

¢+ Use small variations of recognized attacks
for obfuscation

+ Come with packers, droppers,
anti-disassembly mechanisms, encryption

¢+ Or are just unknown to common tools
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VMRAY

E m al I Th re at Defe n d er Add X-Ray Vision to Your Email Defenses



VMRay Email Threat Defender VMRAY

¢+ Elevates your email protection: stop targeted phishing,
ransomware and zero-day email threats that others can'’t see

¢+ Augments the email security of Microsoft Office 365 via API

¢+ Enhances the security of any email systems

Microsoft 365 User
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VMRay Email Threat Defender — Engines VMQAY

MALICIOUS
® ®
Reputation Analysis Static Analysis Dynamic Analysis Quarantine
Eliminates known benign Identifies potentially Full visibility into malware

files in milliseconds malicious elements behavior
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Highlights
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Groundbreaking
Dynamic Analysis

¢+ Full visibility into malware behavior
¢+ Best-in-class detection rates
¢+ Lowest false positives

¢+ Fast and deep sample extraction,
triaging and detonation

+ Automatic IOC classification

¢+ Detailed analysis reports
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Advanced
Phishing Detection

Time-of-Delivery link analysis
Smart Link Detonation
Retrospective scans

Deep web analysis with adaptive
browser simulation

Computer vision

Continuous updates

« Augments your email security posture
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Ease
of Use

Deployed in minutes

Supplement to
Microsoft Office 365

Addon to other email systems
Automatic remediation

Connects with Azure Sentinel,
Splunk and other SIEM/SOAR

« Protects against attacks that other email security solutions miss
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hank you!

SEE OUR LIVE DEMO
AND MEET OUR EXPERTS
AT THE VMRAY BOOTH

HALL 7 —= 502

René Nitzinger

Member of
Microsoft Intelligent
Security Association

Senior Product Manager, VMRay
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