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Cybersecurity &
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Technology
must scale people.

Old / Legacy

Signatures
People powered
Lacks scale and coverage

Rarely finds advanced attacks

SentinelOne

S

Cloud Based Monitoring

People powered; technology assisted
Data intensive “haystack” telemetry

Reactive responses. Complex
recovery.

/—-> Tech Assisting People
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Al on Device + Cloud

» Technology that scales people
» Machine-built context + response

« Automations shrink mean time to
respond & recovery.
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I I o MITRE ATT&CK®
== ENGENUITY. | Evaluations

2020 EVALUATION The Results: SentinelOne

automatically correlated the
2 days of emulated APT entire test into 7 campaign-
testing in 174 phased steps level alerts

SentinelOne excels across major customer KPlIs
and delivers business value:
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Zero Config
Changes.
Zero Delays.

python3.6

Most Analytic Lis...
Detections
2 Years Running

SentinelOne leads the pack
in automatic correlation &
contextualization of alerts.

100% Visibility.
Zero Misses.
SentinelOne is the only
vendor to achieve full
visibility with no missed
detections.

SentinelOne detections
occur as expected out of
the box, in real time
without delay.
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Highest Analytic
Coverage

Delivering 100% visibility and quality
context & insights without the noise

INSTILLS CONFIDENCE
ZERO missed detections

WORKS OUT-OF-THE-BOX

ZERO configuration changes

MOVES AT MACHINE SPEED
ZERO delayed detections

SentinelOne

 MITRE
=== ENGENUITY.

ATT&CK®

Evaluations

SentinelOne
Checkpoint

Palo Alto
Cybereason

Trend Micro
Microsoft

FireEye

Symantec
BlackBerry Cylance
McAfee

VMware Carbon Black
CrowdStrike

Sophos

Misses / Delays / Config Changes Analytic Detections

Zero Misses | Zero Delayed Detections | Zero Config Changes
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What is XDR

e tended etection& esponse

Extended is also sometimes as referred
as ‘Cross-Layer’

XDR is an emerging industry term
XDR is not vendor specific

XDR aims to provide a holistic view of threats across the entire enterprise landscape
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Types of XDR Vendors

(As defined by Gartner & Forrester)

Native XDR

XDR offered with tight
alignment to other tools
that already existin a
vendor’s own portfolio.
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Hybrid XDR

XDR that relies on
integrations with third-
party vendors to collect
other forms of telemetry
and execute response
actions.

Open XDR

Abstraction layer that sits
above all other detection
controls. These connect to
other technologies to
centralize visibility &
analytics
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Security Analytics

Perform security
analytics on top of
large data sets and
often integrate NAV
and SOAR capabilities
from the vendor’s own
product suite.




XDR Builds on EDR

(54 Endpoint

Device-Centric...
Visibility
Threat
Detection/Prevention
Triage & Investigation
Remediation
Threat Hunting
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{7 Endpoint lQ' ldentity

Email @ Cloud

Network :ﬂ: Firewall

@ Web Gateway

Cross-Platform / Multi-Vector...
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Includes capabilities of EDR, plus more
Visibility (Across Entire Security Estate)
Threat Detection (From Multiple Data
Sources)

Contextual Enrichment (Threat Intel, Vuln)
Remediation (Prescription &/or
Automation)




XDR is NOT...

—  SIEM

Ingest massive quantities of data and
mine it to find signals from noise
(correlation rules)

SOAR

Take appropriate multi-step response actions
(playbook) when certain conditions are met
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SIEM is...

+ Expensive

 Manual

+ Overwhelming

« Suffers from too many False Positives

SOAR is...

Expensive

Requires complex coding
Requires too much care & feeding
Not built for Big Data




Why Enterprises Need XDR
...and which benefits XDR provides

&

More Attacks.

More Surfaces.

Reduced
Detection And
Response Times
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Better Leverage

a Multi-Vendor
Security Stack

Reduced Gaps In
Visibility

000
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Faster, More
Complete
Threat
Response

Increased Secop
Efficiency

allallen,

Automation
Aids the
Security Team

Reduced TCO
With Vendor
Consolidation




Proactive.
Cybersecurity.
Now.
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