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DID YOU KNOW THAT…

85 % 

of all successfull
cyberattacks start
with a 
phishing email

97 % 

Firewall, Antivirus  & Co are not enough anymore!  

of all attacks
are targeting
the human
and… 



Wem seine Firma 
war in den letzten 2 
Jahren Opfer eines 
‚Non-Cyber‘ 
Verbrechens? 

We just simply let
the criminals in!
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Why does it happen? 

1. Technical flaws or misconfiguration
2. Lack of Knowledge
3. Human behaviour



Reason 1
Technical flaws or misconfiguration

5LUCY Malware Simulation



Reason 2
Lack of IT-Sec knowledge among employees

Todays requirements in the areas of:
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Generic Security Awareness ContentGeneric Security Awareness Content

1. Phishing & Malware
2. Password Security
3. Shoulder Surfing
4. Media based Attacks
5. Vishing
6. Clean Desk Policy

7. Physical Security
8. Visits and personal interactions
9. Social Engineering generic
10. Public Wifi
11. Mobile Devices
12. Secure Travelling

13. Security Incidents
14. Cloud and Internet 

Security
15. Ransomware
16. BYOD
17. Email Security



Reason 3
Behaviour

http://www.jklossner.com/humannature
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CONCLUSION 
Why we are being hacked
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Tech Defects

& Misconfig

Lack of
IT-Sec

Knowledge

Human
Behaviour



So what actions can we take
to counter that?
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Train your employees!



And how do you do that? 
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Build an Awareness 
Program using the
right tool



The 4 Building Blocks of an effective 
Cybersecurity Awareness Program
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4. Reporting

Email Threat Management
„Engage, Alert & Analyse“ 

Awareness Campaigns
„Test & Train“

Infrastructure Audits
„Malware-Sim / Mailfilter Test“
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What to look for when
selecting a tool?

 It's not just features and a fancy GUI that count! 
 Price

Customizable Training Content

Data Protection / GDPR Compliance

On-Prem or Private Cloud Solution

 Full Control over the Solution



https://lucysecurity.com/securityawareness/
Scan the QR-Code!



Smarter Employees and a safer company 
do to an awareness program! 
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Claim your personal 20% discount 
at booth 7-301a !

ITSA Exhibition Partner


