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What is needed to make the cloud a
SafeSpace”?
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o

Customer Problem

US Cloud Service Providers are not legal anymore
without additional encryption — no matter if
the data centers are inside or outside of the EU!

https://www.golem.de/news/urteil-zu-schrems-ii-
us-datentransfer-kann-mit-verschluesselung-
abgesichert-werden-2109-159602.html

In case of data transfer into or via a none EU country
additional measures for data privacy and data security
have to be implemented.
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The base is the so called CLOUD Act:

https://en.wikipedia.org/wiki/CLOUD Act

The Clarifying Lawful Overseas Use of Data Act or CLOUD Act (H.R. 4943) is a United States
federal law enacted in 2018 by the passing of the Consolidated Appropriations Act, 2018, PL
115-141, Division V. The CLOUD Act primarily amends the Stored Communications Act (SCA)
of 1986 to allow federal law enforcement to compel U.S.-based technology companies via
warrant or subpoena to provide requested data stored on servers regardless of whether the data
are stored in the U.S. or on foreign sail.
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Customer Problem o

ESPIONAGE

GDPR, SCHREMS I, PROTECTION OF BUSINESS SECRETS, SOX, NIS DIRECTIVE, US ARTICLE 11 & 13, ...

REPUTATION PENALTIES
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Company'‘s are constantly in danager. Various risks are leading to multiple liabilities. From
personal to the company, and reputation to penalties.
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Security Features of File Sharing Solutions o

E2E encryption and
user anonymity

MYPRIVACY

E2E encryption ©)tresorit ¥] FTAPI'
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encryption
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In the past Server Encryption was good enough followed by E2E encryption. In the
meanwhile many companies are acting as a platform or provide platform services.
Neither those companies, nor their affiliate service providers should know about
what their users share or communicate with each other, even more if we talk about
sensitive content. MyPrivacy is the only company on the market right now to enable
such operations with E2E encryption and full user anonymity.
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SafeSpace - one thechnology — multiple applications and use cases 0

QrrPRIVACY

SafeSpace
CORE

™

Protect your data
from unauthorized

access

With SafeSpace CORE, MyPrivacy
offers components that can be
integrated into third-party solutions.

GM ¥ PRIVACY

SafeSpace
SHARE

Share your data
with full control

SafeSpace SHARE is a complete
solution that secures data exchange
with external and internal partners.

OMYPRIVACY

SafeSpace

. WHISTLEBLOWER
A

Protection of persons

who disclose
malpractice

SafeSpace
currently being worked on to address
the requirements of the "EU Whistle-
blower Protection Directive” that will

WHISTLEBLOWER is

soon come into force.

"SafeSpace" is universally applicable to protect data
from unauthorized access and prevent unauthorized analysis of user activity.

State-of-the-art cryptography enables anonymity of users, obfuscation of
relationships as well as decentralization of authorization management.
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How you vs. other users you grant access to files and
folders see data in the browser:

SafeSpace

- My | Hame File Size  Last Upaiated Created

How service / storage providers, hackers
etc. see your data:
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With SafeSpace SHARE, MyPrivacy offers a complete solution to operate a dropbox
similar solution by the company itself in any public cloud environment. Once the
cloud storage is selected It is ready to use within minutes. Even using external
service providers they can’t spy on the data anymore or track user behavior. The
system architecture also protects against internal misuse by e.g. IT admins as they

do not have access to the data either.
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One Platform — Multiple USE CASES 0

» FILE Exchange

» Data Lakes

» Predictive Maintenance

* Vehicle Black Box

» KYC Process

« CCTV Systems, Body Cams

« Quality or Production Data

« Contracts, Invoices, Credit Rating
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Wherever sensitive data being shared with external or internal parties needs special protection
SafeSpace is THE solution on the market.
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What we are looking for o

 Platform Providers from any industry
« Software Vendors as Integration Partners

» System Integrators as Channel Partners
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MY PRIVACY - SafeSpace 0

DATA EXCHANGE WITH PREMIUM PROTECTION

b
MYPRIVACY =
) Christoph Drescher, MBA Dr. Zoltan Fazekas
MyPrivacy GmbH Managing Director Managing Director
Argentinierstralle 53/16
43 677 6122257 4 77
1040 Wien, AUSTRIA Al Tadoe %591

cd@myprivacy.cc
WWwW.Mmyprivacy.cc

zf@myprivacy.cc

WWW.myprivacy.cc
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Get in contact with us to discuss your use case!
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Public Supporters

O

FFG

Visit us at:

supported by Forschung wirkt
MyPrivacy is funded by Seed austria
financing of BMDW respectively wirtschafts
BMK, processed by aws service

7A | booth 408

= Federal Ministry = Federal Ministry
Republic of Austria Republic of Austria
Digital and Climate Action, Environment,
Economic Affairs Energy, Mobility,

Innovation and Technology
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