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Hacked? LUCY
Awareness Training
powered by ThriveDX
provides remedy...

DIE Security Awareness Lésung
zur Immunisierung der
Mitarbeiter!

Phishing Simulator, LMS, PhishButton,
Analysis, 350 Courses, 150 Videos

ThriveDx



Agenda

1. Top 5 Phishing Attacks
2. Phishing Attack Trends
3. Was dagegen tun?

4. Tolle Phishing Simulationen, effektive Trainings, Erfolgsfaktoren

Thrivepx




Wussten Sie dass... Most Security Incidents in 2022 are based
on Human Error

95% der Cyber Incidents

beginnen beim Mitarbeiter
(IBM Cybersecurity Report)

Human Error @ Other

Firewall, Antivirus & Co reichen nicht mehr

Thrivepx




Top 5 Phishing Attacks

ldentity Theft Resource Center (USA) - First Quarter 2022
Data Breach Analysis —
Phishing / Smishing / BEC bleiben die starksten N
Angriffsvektoren e o 82 e A

Data Compromises Off to Fast Start; Victim Rates Continue to

Attack Vector 12022 YTD L
Cyberattacks 367
Phishing/smishing/BEC 110

Ransomware 67
22

Malware
Non-secured Cloud Environment 3

Credential Stuffing
Unpatched software flaw
Zero Day Attack

Other
NA - not specified

ThriveDx




Top 5 Phishing Attacks

#1 - LinkedIn Phishing

52% of all phishing attacks globally in Q1
2022

Business On LinkedIn

Linked [}

User: d 0.ru

business with you.

Azan Maan

Sales Manager.

GLOBAL TRADE CO., LLC

My Profile

)
@ I am a bussinessman and am interested in doing

Virus-free. www.avast.com

Thrivepx



Top 5 Phishing Attacks

- - - ':7 Verify your device {request id: 7b44f824) - Mozilla Thunderbird
- OC C aII l I:; II Ig File Edit View Go Message Tools Help

C;JGE! Messages Vv # Write QCha! @Addres:- Book =

Blockchain.com <notify-wallet@blockchain.com> £ © Reply | O Reply All v |~ Forward More Vv

Verify your device (request id: 7b44f824) 3/2/2022, 617 PM

Blockchain.com, Luno, and Cardano g :
are the top-most phished crypto

prOj eCtS Verify your device (request id:
7b44f824)

XQ '
~

We noticed a login attempt recently. Kindly confirm and unauthorize the
device details below if this wasn’t you. For more inquiry, contact support,

Date
Wed, March 2, 2022

Login IP
185.222.57.229

Approximate location

Netherlands

Device type

Win8.1

Unauthorize device

Thanks,
The Blockchain Team

Thrive



Top 5 Phishing Attacks

#3 - Microsoft Defender Support Scam

Juni 2022: 299% Subkriptionszahlung wurde abgebucht > VISHING

Ahnliche Szenarien mit Brands wie Norton, McAffee und spater auch mit Apple und Amazon

Ayt Team -Bavng Bamadcom- €
MS-Detender Generated Your T Id YMSDT5169435-28

MS-Defender/Auto-Paid

t/Auto-Paid membership & going to auto-recharge and your record will be pre-spproved with the

In case you have any further query or want to cancel, communicate with us

Regards,

The MS-Defender/Auto-Paid team TthED 4




Top 5 Phishing Attacks

#4 - Facebook community standards violation

FB Account ausgesetzt wegen einem Verstoss der “Community Standards.”

De Account UK [INENEG

Sujet Action needed on your Facebook account.

Hi

Your Facebook account has been suspended. This is
because your account, or activity on it, doesn't follow
our Community Standards.

If you think we suspended your account by mistake,
you have 30 days to disagree with our decision. If you
miss this deadline your account will be permanently
disabled.

De Facebook [

Sujet Your Facebook access has been temporarily disabled for identity check

Your access has been temporarily disabled for identity check, it can be
activated once you verify the details linked with your account.

This step is a part of our online-security monitoring which helps in keeping data
up-to-date by updating user’s information into its latest form.

We require you to verify your ID using any of the documents issued by your
government through which you can claim your account later.

Thrivepx



Top 5 Phishing Attacks

#5 = Amazon Prime Day Phishing

Am haufigsten imitiert - 2022 wurden weltweit etwa 900 Phishing-Sites entdeckt

L

Thank you

iD FAZDO3-88557 105 piaced on Apri 01 2021

Thrive




#Bonus - Top Subject Lines

Viele Phishes mit leeren Betreffzeilen

Untersuchungen haben ergeben, dass 67 % der Cyberkriminellen beim
Versenden bosartiger E-Mails die Betreffzeile leer lassen!

Andere Betreffzeilen beinhalten:
«  Fax Delivery Report (9%)
Business Proposal Request (6%)
Request (4%)
Meeting (4%)
* You have (1*) New Voice Message (3.5%)
Re: Request (2%)
Urgent request (2%)
Order Confirmation (2%)

Thrivepx




#Bonus - Top 11 der gespooften Brands

1. Microsoft
2. Apple

3. Google

4. BMO Harris Bank (BMO)
5. Chase

6. Amazon

/. Dropbox
8. DHL

9. CNN

10. Hotmail
11. Facebook

Thrivepx




Top 5 Phishing Attacks

#Bonus - Top 10 File Extensions 2022

File Extensions on Phishing Email Attachments

pdf html htm docx xIsx shtm shtml doc xls Thrive




Quellen:

* LinkedIn Phishing hitps://www. kaspersky.de/blog/linkedin-phishing/2/7 713/

*  Blockchain Phishing hitps://www.pcrisk.de/ratgeber-zum-entiernen/112/3-blockchain-com-emall-scam

*  Microsoft Defender Support Scam hiips://www.vadesecure.com/en/blog/phishers-tavorites-top-25-h1-
2022

« Facebook community standards violation hitps://www.vadesecure.com/en/blog/phishers-favorites-top-25-
h1-2022

* Amazon Prime Day Phishing hitps://www.trendmicro.com/zh  hk/research/21/f/amazon-prime-day-big-
sales--big-scams.html

* Lot of phishes with empty Subject Line hilps://www.globalsecuritymag.com/Top-5-phishing-statistics-of-
2022,20220801,128455.html

» https://www.globalsecuritymag.com/Top-5-phishing-statistics-0f-2022,20220801,128455.html

» https://www.vadesecure.com/en/blog/phishers-favorites-top-25-h1-2022

* Phishing Intelligence Trends Review Q1 2022 Cofense

«  Top Domains: IBM Security X-Force Threat Intelligence Index 2022

Thrivepx



https://www.kaspersky.de/blog/linkedin-phishing/27713/
https://www.pcrisk.de/ratgeber-zum-entfernen/11273-blockchain-com-email-scam
https://www.vadesecure.com/en/blog/phishers-favorites-top-25-h1-2022
https://www.vadesecure.com/en/blog/phishers-favorites-top-25-h1-2022
https://www.trendmicro.com/zh_hk/research/21/f/amazon-prime-day-big-sales--big-scams.html
https://www.globalsecuritymag.com/Top-5-phishing-statistics-of-2022,20220801,128455.html
https://www.globalsecuritymag.com/Top-5-phishing-statistics-of-2022,20220801,128455.html
https://www.vadesecure.com/en/blog/phishers-favorites-top-25-h1-2022

Agenda

1. Top 5 Phishing Attacks
2. Phishing Attack Trends
3. Was dagegen tun?

4. Tolle Phishing Simulations, effektive Trainings, Success Factors

Thrivepx




Welche Trends gibt es aktuell?

Thrivepx




Aktuelle Angriffs-Trends

Aufgrund der Synthese von mehreren internen und externen Quellen:

- VISHING and Vish+Phish on the rise * Ukraine-themed phishing emails
- Voice Cloning (Deep Fake) will gaining *  Crypto and NFTs becoming more and more a
' favorite

popularity orit |

- Smishing and CFO/CEO Fraud very » Phishing and Ransomware remain the top root
popular causes of data breaches in the first quarter of

- Fake Parcel delivery services, sextortion, 2022 (ITRC) _ _
and tech support scams still trending in «  HTML attachments still most common files
2022 deployed by attackers.

- Brand impersonation continues to lure ’ EM_OTET, a go-to cybercrime service for |
victims through phishing pages. malicious actors is back on stage and trending

Microsoft, Apple, Google and LinkedIn
will remain the topmost impersonated

brands Thrivepx




Quellen:

» https://securityintelligence.com/articles/biggest-phishing-trends-2022/

» https://www.securitymagazine.com/articles/97498-4-phishing-trends-observed-in-q1-2022

»  Smishing and cfo/ceo fraud very popular: hitps://www.all-about-security.de/threats-und-co/security-
trends-2022/

» Phishing reaches all time high 2022 - hitps://www.helpnetsecurity.com/2022/06/15/2022-total-phishing-
attacks/

» https://www.tripwire.com/state-of-security/security-data-protection/phishing-threat-trends-intelligence-
report/

» https://www.securitymagazine.com/articles/97498-4-phishing-trends-observed-in-q1-2022

* Voice Cloning FBI warning April 2022 hitps://www.voutube.com/waich?v=sg EWWVFPTrE

» https://blog.avast.com/trending-phishing-scams-2022

« https://www.all-about-security.de/threats-und-co/security-trends-2022/

* IBM Security X-Force Threat Intelligence Index 2022 Full Report

Thrivepx



https://securityintelligence.com/articles/biggest-phishing-trends-2022/
https://www.securitymagazine.com/articles/97498-4-phishing-trends-observed-in-q1-2022
https://www.all-about-security.de/threats-und-co/security-trends-2022/
https://www.helpnetsecurity.com/2022/06/15/2022-total-phishing-attacks/
https://www.tripwire.com/state-of-security/security-data-protection/phishing-threat-trends-intelligence-report/
https://www.securitymagazine.com/articles/97498-4-phishing-trends-observed-in-q1-2022
https://www.youtube.com/watch?v=sq_EWWVPTrE
https://blog.avast.com/trending-phishing-scams-2022
https://www.all-about-security.de/threats-und-co/security-trends-2022/

Agenda

1. Top 5 Phishing Attacks
2. Phishing Attack Trends
3. Was dagegen tun?

4. Tolle Phishing Simulationen, effektive Trainings, Erfolgsfaktoren

Thrivepx




Most Incidents start with Human Error
IBM Cyber Security Intelligence Index

Da Capo:

Die meisten Security
Incidents beginnen
beim ‘Faktor
Mensch’

@® Human Error @ Other

Thrive



Was tun wir dagegen?

nd |
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Now what?

Und wie?

T

L 3 . " ;
y E

Aufbau eines Awareness-Programms mit

dem richtigen Werkzeug



Now what?

st es moglich, ein angemessenes IT-Sicherheitsniveau
ohne Mitarbeiter aufrechtzuerhalten?

Can you maintain a decent security level your
organization investing only in technology?

@ VYes




Die 3 Saulen eines effektiven
Cybersecurity Awareness Programms

Enabler: Lucy Awareness Training powered by

ThriveDX - Cloud oder On-Premise

Thrivepx



Implementation eines Awareness Programms

Awareness Campaigns Infrastructure Audits
. rest & Train” ~Malware-Sim / Mailfilter Test”

Reporting




Agenda

1. Top 5 Phishing Attacks

2. Phishing Attack Trends

3. Was dagegen tun?

4. Tolle Phishing Simulationen, effektive Trainings

und Erfolgsfaktoren

Thrivepx




Great Phishing Simulations

Thrivepx Lucy

2022 Global
Cybersecurity

Awareness

Training Study

IMRMIBN 44 \What is a good phishing simulation? One where as many as possible 'fall

collaboration in' or a simulation with the highest possible reporting rates. 99
Study participant

August 2022

- Thrive



Great Phishing Simulations

What are the success factors for
a ‘good’ Phishing Simulation?

Standartisation =
2.9%
Pressure / Rewards
2.9%

Individualibity
11.5%

Context, catchy, local
30.9%

Looking like real life m...

12.9%

Recognizability
15.1%

Personalization / custo...
23.0%

Thrivepx
TDX Cyber Security Awareness Training Study 2022



Great Phishing Simulations

What was your most ‘successful’ Phishing Simulation?

What have been your most 'successful' (effective) phishing simulation ?
Fourteen attack scenarios with many multiple mentions at Tier 1. Close to 50 'efficient' scenarios in total

Employee|Customer shop / discount / offer with context

, . 7.4%

Tier 3: 23 Scenarios Salary Comparision, salary overview, Bonus Message or File
24.50/0 6.40/0
- (New) Office 365

6.4%

Covid related: Work From Home policies, Covid questionnaire, etc.
5.3%

Passwort Change

4.3%

Sweepstake / raffle

4.3%

Tier 2: 15 Scenarios

16.0% Reset password
A small Game provided by the IT-Departement or other 3.2%
3.2% Account recovery
Onedrive Sharing . 3.2%
3.0% TDX Global Cyber Security Awareness Study 2022

It was often mentioned that basically 'all' phishing simulations seem to work if a

plausible company context with the right language can be established in the

attack scenario. The most successful scenarios are those that appeal to the

emotional level: Curiosity, sense of duty, urgency, helpfulness, greed, profit, Thrivenx

empathy and personal appeal.




Success Factors for training

What are the key success factors for a good training

other
11.1% -
Empathy, personal con...
1.9%

Interactivity

1.9%

Actuality, short concise...
1.9%

constantly training / co...
2.4%

Frequency

2.9%

relevance to private life...
3.4%

Quality, professionality
4.3%

Relatability, fit to topic
7.7%

Duration
21.2%

Entertainability, fun
19.2%

Variance, variety
9.1%

ThriveDX Cybersecurity Awareness Training Study 2022

> Personalization
) t <3 13.00/0

Thrivepx



Challenges: Awareness Program

Challenges when implementing Awareness

Mastery of mobile tech...
1.7%

Target measurement a...
2.9%

Cyber fatigue / keep e...
2.9%

Reach

2.9%

Long term project and...

3.5%

Managing Change

6.4%

Setting up Program and

8.1%

User acceptance / und...
25.0%

Management support
9.3%

Workload and Resourc...
22.1%

Running the program
14.0%

ThriveDX Cybersecurity Awareness Training Study 2022 Thrivepx



Nanke  Getthestudy

Treffen Sie uns und erhalten Sie die vollstandige Studie zugesandt:

Stand 7-301

thomas.reeb@thrivedx.com

andreas.hoberg@thrivedx.com CYBER
SECURITY a
palo.stacho@securityawareness.guru SAWARDS a;
°E

GLOBEE AWARDS GOLD WINNER

CYBER SECURITY ! 2021
GLOBAL EXCELLENCE ! .
AWARDS 2021 J
2021

2021

Pioneer Lufthansa QWY CLARIANT J
/| DC GROUP BUHLER




