VERBESSERN DER IT-INFRASTRUKTUR SICHERHEIT
DURCH KONTROLLE DES DNS-VERKEHRS

Die meisten Cyber-Angriffe nutzen DNS - Machen Sie Ihre IT-Infrastruktur
sicherer, indem Sie den DNS-Verkehr kontrollieren
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Infoblox
Overview

Cloud-first
Network
Experience

CORE MARKETS

DDI
DNS | DHCP | IPAM

Deliver business-critical
network services

PRODUCT PORTFOLIO

Q

Network Service & Protocol
Delivery (DDI)

. Application Load Balancing
(DTC)

- Reporting * Network

Visibility and Configuration
Management

- Network Intelligence

s
o)
Security

Protect the business in
new threat landscape

Vv

Strengthen and Optimize
Security Posture

. Security visibility and discovery

. Detect and block modern
malware, data exfiltration

. Threat Intelligence Optimization

- Ecosystem Enrichment, Security
Automation and Orchestration

. Infrastructure Protection (ADP)

s
1e)
Edge

Deploy secure edge
services at scale

AN

Cloud-native network and
security services

- SaaS based delivery of
DDI and adjacent
network/security services

. Agility and scale

. On-premise or
As-a-service

- Cloud managed simplicity




The Threat Landscape Evolution

Network Perimeter
(IDS/IPS/FW)
2005

Global Reputation,
NGFW and Sandboxing
2010

Intelligence &
Analytics
Today

DNS Exploitation

Increased Attack Surface
Mobility & Cloud

Host-Based
RESPONSE (Anti-virus)
2000
Worms
THREATS

Spyware/Rootkits

APTs/Cyberware

N8

&<

salesforce |ﬁ|

<

.’
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Forrester Research Paper key Findings (July 2020)

Improve Threat FORRESTER
Resolution Cycles
By Leveraging DNS

CONTROL POINT

DNS IS CRITICAL TO CATCH THREATS
o of security and risk (S&R) leaders said
66 /o DNS catches threats their other security

tools either can't or don't catch. 6 9 O/
(o)

of S&R leaders use

DNS as a control
point to defend
against attacks

THREAT INVESTIGATIONS TAKE TOO LONG

74% of security operations teams
spend more than 4 hours investigating
a single threat incident.

https://info.infoblox.com/resources-whitepapers-accelerate-threat-resolution-with-dns



https://info.infoblox.com/resources-whitepapers-accelerate-threat-resolution-with-dns

Common Attack Steps Review

User directed to malicious
site

Website delivers
initial exploit

Exploit contacts Command
and Control (CnC) server

Malicious payload
downloaded

Malicious Site
"I 000

e O OA

DNS

<4

CnC Request e . IR

......... Initial dropper |[EEEE.
------- Malicious Payload SR

INTERNET

U

ofe)®

° [ J
O

—0e

CnC Server

DNS is used for all outbound traffic requests
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Leveraging DDI Intelligence for Foundational Security

h | Your DNS server will see malicious activity

Ulniresl: it before a Firewall does. . _
Curated threat intelligence DNS Malicious Site
for DNS ™ |oo00

::: DNS |— et
L2

| EEEN L
.
T 700 )
Website Request : N . 3
et © CnC Request

Connection to malicious e
website blocked at DNS 1 DR U ”
- A< ......... Initial dropper EEEEEE
ofo)®
& St I p——
| 5 < ) Malicious Payload

<4

[0

U

o OY
. 0

J

INTERNET

If already infected, system
@ blocked from connecting to CnC Server

CnC at DNS

Secure DNS breaks the attack chain from the start
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Dynamically Generated Domains

— ) 000
Attacker uses an algorithm ~.
to register lots of domains DNS f] C

I
2 A
Tries to find C&C . A
domain Pey

>

e

> B

Malware infected device
@ reaches out to these

domains | et -
-@ INTERNET
- _ Core Security
Compromised Device Stack

@ Malware gets a match

0.0
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Dynamically Generated Domains Best Practices

q i 000

Attacker uses an algorithm ° ~.

to register lots of domains DNS f] C

-z,

-

Tries to find C&C oG

: : domain [

Malware infected device I

@ reaches out to these ( L

domains Lo A

>

[

> B

) 5 - o.o.o.o.o.o o I NTE R N ET
& : '@ - o.o.o.o.o.o o
L | P
- _ Core Security
Compromised Device Stack

Infoblox notices pattern
@ with mashin learning and

blocks further tries.

0.0
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Data Exfiltration over DNS

B[=

Malware on device seeks
sensitive data DNS

L W
@ Data extracted over DNS
e e .

Malware uses DNS channel .
to send data A

&9

@cab

INTERNET

.

- _ Core Security
Compromised Device Stack

Traditional security does not
@ inspect
DNS traffic

Sensitive data tunnelled over DNS protocols to avoid detection

11 | © Infoblox Inc. All rights reserved. *e*



Protecting Against Data Exfiltration over DNS

DNS with threat intelligence
and analytics

Machine learning analytics

inspects DNS traffic, detects
data exfil

Data prevented from exiting
enterprise by blocking DNS
request

to destination

®

(XD
%%

.

Q)
I
>

Data extracted over DNS o @

e

Compromised Device

A

eo0o0o00 o INTERNET

Core Security
Stack

Attempted data exfiltration over DNS protocols detected and blocked

%
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Threat Intelligence (Purpose Built for DNS) + Analytics +
Infoblox Cyber Intelligence Unit = Advanced Threat Detection

- Behavioral Models - Machine learning based analytics
-~ DNS Data Exfiltration
- DGA, Fast Flux, Allowlist
- Fileless Malware, Zero-day

- High accuracy I0Cs

- Extensive I0C collection network

Analysis

- Reverse engineering, hunting
- High accuracy scoring algorithms M Odel
- Protection against modern malware - ransomware,
malware C&C, phishing, exploit kits, APTs
- DNS Attack Signatures

- Secure the name service from protocol attack

- Protect against protocol misconfiguration

%%



Typical Incident Response O

i Investigation )
@ Manual Investigation
Next-gen @ /\
: : N y MAC Address
Endpoint Security I User details

Vulnerability [ Analysts | NetW.orkI Il_ocafuon
Management ol Physica ocation
o ~ ﬂ - Network devices
Network Access . Device type
Control (NAC)

P Add Aert OS information
) . ress At Current IP
l I Historical IP’s and locations

SIEM / SOAR

ITSM

{

Y
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DDI Data Accelerates Incident Response x

e A
DDI Data

Malicious activity inside the security

Next-gen > perimeter
Endpoint Security Includes BYOD and IoT device
w p ) Profile device & user activity
Vulnerability Analysts
Management Lote MUy,
. : : : : : E .::.
Network Access I Device Audit Trail and Fingerprinting
Control (NAC) — y Security Alerts Device info, MAC, lease history

l |

Application and Business Context

* “Metadata” via Extended Attributes:
Owner, app, security level, location,
ticket number

B Enriched SIEM / SOAR

@ Automated ITSM

* Context for accurate risk assessment
and event prioritization

15 | © Infoblox Inc. All rights reserved. *e*



BloxOne® Threat Defense Advanced

»
S =Y

Pd

Unifie.d Cloud Services Ecosystem 1/O
Reporting Portal Data Connector
APls

ol i’ T !

e !
Threat Insight Reputational DNS Firewall
Behavioral Threat Intel Dossier Threat TIDE
Research Intel Sharing

Cloud/On-Prem/Hybrid

Globally available recursive DNS and web filtering

e L=

OnPrem Cloud Endpoint

Infoblox Grid Public, private

Client

Remote Office
DNS Forwarding Proxy

SIEM

Vuln Q
Scanner

Firewall [ [ X
v 1§
Etc......

* Contextual
Intelligence

* Infrastructure
Load
 Alerts
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