SUPPLY CHAIN SECURITY

Sicherheitsliicken in eigener und fremder Software identifizieren
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SICHERHEIT IN DER DIGITALEN LIEFERKETTE
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Uber 350000 betroffene Projekte
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ABHANGIGKEITEN UBERWACHEN

B SBOM: Software Bill of Materials

Was wird wo verwendet in welcher Version?

M Schwachstellenmanagement

Welche Versionen sind verwundbar?

M Risikomanagement

Auswirkungen der Schwachstelle

M Patchmanagement

Mame

&Py hitpclient-4.3.6jar

&P hitpclient-4.5.2jar

ﬁ httpclient-4.5.2-sources.jar
&Py hitpclient-4.5.6 jar

g httpclient-4.5.6-sources.jar
&Py httpclient-4.5.9,ar

&P httpclient-45.12jar

ey hitpclient-4.5.13 ar

ﬁ httpclient-4.5.13-sources.jar
ﬁhttpclient-:i.ﬁ.jar
ﬁhttpclientﬁ.jar

gy hitpclients-5.0.3jar

Py nttpclients-5.1.2ar

g'j httpclient3-53.1.2-sources.jar
&Py httpclients-5.1.3jar

@ httpclient3-3.1.3-sources.jar
&Py hitpclients-5.1 jar
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WIE LANGE GAB ES CVE-2021-44832 ?

2.17.0 2 vulnerabilities 965 Dec 18, 2021 e 2.9.1 9 vulnerabilities 592 Sep 18, 2017
9K
- 2.9.0 9 vulnerabiliti Central 304 Aug 26, 2017
2.16.x | 2.16.0 3 vulnerabilities o088 Dec 12, 2021 vuinerabiities 1o
2.8.2 9 vulnerabilities Central 1,197 Apr 02, 2017
2.15.x  2.15.0 5 vulnerabilities 1,179 Dec 10, 2021 Central
2.8x  2.8.1 10 vulnerabilities 387 Feb 27, 2017
2.14.1 8 vulnerabilities 1,092 Mar 12, 2021
2.14.% 2.8 10 vulnerabilities 114 Jan 22, 2017
2.14.0 8 vulnerabilities Central 1,079 Nowv 10, 2020
- 2.7x 2.7 10 vulnerabilities 1,021 oct 02, 2016
2.13.3 8 vulnerabilities 1,342 May 14, 2020 2.6.2 10 vulnerabilities 836 ul 08, 2016
2.13.2 8 vulnerabilities 874 Apr 21, 2020 26x 261 10 vulnerabilities 248 Jun 06, 2016
2.13.x
2.13.1 9 vulnerabilities 343 Feb 29, 2020 2.6 10 vulnerabilities 167 May 25, 2016
2.13.0 o vulnerahilities 403 Dec 12, 2019 2.5x 2.5 10 vulnerabilities 520 Dec 07, 2015
212.4 6 vulnerabilities 117 Dec 29, 2021 . 2.4.1 10 vulnerabilities 128 Oct 09, 2015
2.4 10 vulnerabilities o= lig] 35 Sep 20, 2015
2.12.3 8 vulnerabilities 74 Dec 22, 2021 = P
2.3.2 7 vulnerabilities Central 10 Dec 29, 2021
2.12.x  2.12.2 9 vulnerabilities 33 Dec 14, 2021
2.3.x 231 9 vulnerabilities 11 Dec 22, 2021
2.12.1 9 vulnerabilities 1,485 Aug 09, 2019
2.3 10 vulnerabilities 273 May 10, 2015
2.12.0 9 vulnerabilities Central 264 Jun 29, 2019
- ' 2.2x 2.2 10 vulnerabilities 179 Feb 22, 2015
2.11.2 9 vulnerabilities pa7 Feb 02, 2019 21x 21 10 vulnerabilities 266 Oct 20, 2014
2.11.x [ 2.11.1 9 vulnerabilities 1,424 Jul 23, 2018 2.0.2 10 vulnerabilities 54 Aug 17, 2014
2.11.0 9 vulnerabilities 1,025 Mar 11, 2018 2.0.1 10 vulnerabilities 34 Jul 30, 2014
2.10.x  2.10.0 a vulnerabilities 704 Nov 10, 2017 2.0 10 vulnerabilities 43 1ul 12, 2014
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WER PRUFT DIE BIBLIOTHEKEN?

M Open Source = Sicher?
Code prifbar heiflt nicht Code wird gepriuft!
Viele Projekte haben nur wenige Beitragende

Sicherheitskonzepte stark unterschiedlich

M Probleme in groRen Projekten
Log4jshell
Spring4shell
Debian OpenSSH
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ERWARTUNGEN ENTWICKLER VS. ANWENDER (1)
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ERWARTUNGEN ENTWICKLER VS. ANWENDER (2)
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ERKENNEN VON SICHERHEITSLUCKEN
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Pentest Code Review
Manuelle Verfahren Automatisierte Verfahren
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QUELLCODE SCANNEN

‘
o
Q ¢ Schwachstellen nur
9 = in Anwendungscode!
Quelldateien
Code Scanner
b
Q.\ ~9
@a , CVE-Liste
M
Q 2
Build-Konfiguration
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BINARCODE SCANNEN

F.

Programmdateien Schwachstellen
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FUNKTIONSPRINZIP VUSC

Einlesen des Bindrcodes APK, IPA, EAR, WAR, JAR, ...

Klassen, Methoden, Statements
Erstellung von

Codemodellen Instruktionen, Bytecode Offsets

Erstellung von Activities, Services, Intents

Systemmodellen Servlets, Beans

Quellen, Senken
Datenfliisse

(Dateien, Netzwerkverbindungen, Log, usw.)

Uberpriifung von
Sicherheitseigenschaften

SQL Injection, Data Leakage, TLS-Fehler, usw.
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SYSTEMARCHITEKTUR VUSC

Analysen Android Analysen Java Analysen iOS

Plattform Plattform Knowledge Base
Datenflusse
Android Java Enterprise Netzwerk
Plattform Plattform . Knowledge Base
Laufzeitwerte
i0S Java Desktop Kryptographie

Basisdienste (Job Scheduling, Datenbank, Benutzerverwaltung)
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VUSC FINDET SCHWACHSTELLEN

m Irsecurefaniyd - YUSC Yalnens' X -+

&€ > C (O & nttpsy/vusc-pocsitfraunhoferde/report/1 ulnessbilities

12 s
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InsecureBankv2

néecureBankvZaok
Veruarne 1.0

1=

Vulnerabilities Communications App Info

Inter-Component Communication

Local Storage - Shared Preferences

Network

Vulnerabilities

A 18 13

Show Findings in: Libraries App Code

Filter by severity: Wl
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SCHWACHSTELLEN IN BIBLIOTHEKEN

recureBankyd - WISC Vuloers: X o

C O 8 nhttpsy/vusc-pocsitfraunhofer, de/report/ 1 vulnersbilibes® Network_InsecurebttipConnaction o~ 0 W » = D ‘ @

DR =
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B Insecure HTTP Connection H

Description
The application connects to a remote server using the HTTP protocol instead of the HTTPS protocol. This opens the pessibility for a Man-
in-the-middle attack. An attacker can easily intercept traffic between the app and the server and can even spoof the address of the server

to masquerade as the server to the app

Mitigation
Use the HTTPS protocol by starting URLs with "https://". Additionally the server needs to be configured to support HTTPS requests.

Location: & ¢y Jump to Code ~

in class com.google.android,gms.analytics.internal.zzah

in method java.net.HttpURLConnection zzc(java.net.URL)
in statement $URLConnection3 = virtualinvoke $param1.<java.net.URL: java.net.URLConnection openConnection()>()

Additional data:

Urk: http://www.google-analytics.com/collect c
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SBOM: ENTHALTENE BIBLIOTHEKEN

B webgost-server - VUSC Vulners X +

&« = C (0 @& ntpsy/vusc-pocsitfraunhoferde/repont/3/app-info/used-libranes

DRk

\

- webgoat-server

Vulnerabilities Communications App Info

Librari Maven - Artifact
i @nes “°
| 385x
me.gmyjitescriptyi 04,1 jitescript
tescript
Permissions cam.githubjnrjnr-  2.2.0 jnr-ffi

@ ffi

me.gmx.jitescnpt

com,github.jnr
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Vulnerabilities
4 0 5
| EEm—1
ch
H
v
v

LR N
=% ATHENE
o o &  MelonabesForschungser-um
= » w  frangewane:e Cyberecharheit

»public«
15

\

~ Fraunhofer

SIT



ERKENNUNG VON UBER 380 SCHWACHSTELLEN
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Vielen Dank flir lhre Aufmerksamkeit!
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Dr.-Ing. Steven Arzt % Fraunhofer
Abteilungsleiter SIT

Secure Software Engineering

Fraunhofer-Institut fir Sichere Informationstechnologie

RheinstraBe 75 | 64295 Darmstadt | Germany
Telefon +49 6151 869-336 | Fax +49 6151 869-224

steven.arzt@sit.fraunhofer.de | www.sit.fraunhofer.de
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