CY B E R®

Initial Attempts

ol Persistent Foothold
'\ 50 480 £

< 44 | 273

What'’s the difference and
why it matters to you

IT SA Nuremberg 2022
Stand 6-203



<SASTELLAR

CY B E R®

XDR: Native vs. Open
Why Stellar Cyber



XDR Market Awareness

Familiarity with XDR technology.

1% 1%

m Very familiar
W Somewhat familiar
Not very familiar

Not at all familiar

In ESG’s 2020 research, ofly 24% of security professionals were very familiar with XDR
.Q/ STELLAR Source: ESG Beyond EDR 2021
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XDR Market Growth

50%
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Of businesses are interested
in a fully managed XDR

43%

O Will be replacing individual
O controls with integrated XDR
solutions.

Would focus on implementing XDR
solutions in support of threat detection
and response capabilities for cloud-
based workloads and SaaS applications.



Why Your Organization Needs Open XDR / XDR
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Security Vendors Jumping In

= Native XDR plays
= Customer acquisition focused

FALCON XDR:
{IENT B
= Driving vendor adoption

SentinelOnNe: patform v wWhy SentinelOng? -

Sinqularity
XDR ndustry-First XDR

op attacks with the power of Al and full visibility.

See the Journey to XDR

Get the datasheet

e EL R ©2022 Stellar Cyber, Inc. | 7



XDR - Extended Detection & Response

Gartner’s No. 1 Security
& Risk Trend for 2020

“XDR solutions are emerging that automatically collect
and correlate data from multiple security products.”

“The primary goals of an XDR solution are to increase

detection accuracy and improve security operations
efficiency and productivity.”

Emterprise Strategy Group

FORRESTER
OMDIIA

Brought to you by Informa Tech

Gartner

Research

Correlation of
security data & alerts
into incidents

Automatic
detection of
security events
from NTA,
UBA & EBA

OPBDRDR

Integrate with
any EDR

NASIECEONS.

Normalized &
enrich data across
cloud, endpoints,
network, users &
applications

Cloud-native
micro-services
architecture




What is XDR?

= Platform that normalizes, correlates telemetry from security products
* Endpoint, network, cloud, email, workspace, SSE
* Centralized data lake for telemetry storage, processing

= Unifies security analytics, incident correlation

* Detection plus Correlation ML, combining weak signals from multiple components
into stronger signals of malicious intent

= Automates data triage, playbooks, hunting
* Centralized command of automated response functions of security products
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What it should do

= Improve efficiency and effectiveness in Security Operations
* |dentify threats, detection and response workflow

= Support automation of detection and response of security products
* Endpoints, firewalls, cloud, containers, identity, Email, SASE

= Advanced analytics and machine learning
« Attack surface visibility and machine-speed correlation

= Integrate with IT operations and service delivery tools
* [TSM, PMM, PSA

STELLAR

CYBER"®
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Native XDR

= Evolved endpoint centric approach - Forrester
= Integrations and cross control response on vendors backplane

= Benefits:
= Simplify buying,
= Native integrations,
= Vendor consolidation

= Risks:
= Vendor lock-in
= Competitor integrations

= |deal for smaller, lower operational maturity

Was hﬁg@ﬁ-%ﬁ , LIVE | 11



Open XDR

= Open Platform - Composable Security

= Integrations with security vendors

= Combines key SOC function in platform

= Cross control response and ML on Open platform
= Benefits:

= Any security vendor

= Composable security architecture
= Flexibility
= Risks:

= Acquisition

Washﬁﬁﬁ%ﬁ \ LIVE | 12



Why Open XDR

= Onboard any technology
= Tool Consolidation
= Unifies cross-control response

= Reduce Manual Work & SOC Burnout
= Composable security architecture

Was hﬁgﬁh—%ﬁ LIVE | 13
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Stellar Cyber— NextGen Security Operations
Platform- See Us (@ Stand 6-203

= Over 4,000 customers globally
= Market leading technology partnerships
= 400+ security vendor integrations
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Open approach ensured
investments leveraged

Gartner

Stellar Cyber short
listed as top 20 security
analytics platform

FORRESTER

Editor's Choice XDR
2022

ZOTTR
I AFIGEL SiiaD:
WINNER

CPRER DERNSE NN

CRN's Tech Innovator
Award 2021

FINALIST
2021

Stellar Cyber Stellar Cyber improves
is a standout for SOC efficacy, efficiency
XDR projects and productivity

.
i E E
Brought to you by Informa Tech

Enterprine Strateqy Group

Stellar Cyber offers
pervasive protection
with its XDR platform
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OPEN XDR

www.stellarcyber.ai
See us @ Stand 6-203
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