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In ESG’s 2020 research,  only 24% of security professionals were very familiar with XDR

XDR Market Awareness

Source: ESG Beyond EDR 2021

https://files.slack.com/files-pri/T1BSVPXQF-F03PLHVUY9X/screen_shot_2022-07-12_at_10.24.08_am.png
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43% 

48% 50% 

Would focus on implementing XDR 
solutions in support of threat detection 

and response capabilities for cloud-
based workloads and SaaS applications.

Will be replacing individual 
controls with integrated XDR 

solutions.

Of businesses are interested 
in a fully managed XDR

Impact of XDR on the Modern SOC, ESG Research, Nov 2020

XDR Market Growth



Why Your Organization Needs Open XDR / XDR



XDR: Native vs. Open



Security Vendors Jumping In
▪ Native XDR plays

▪ Customer acquisition focused

▪ Driving vendor adoption
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XDR – Extended Detection & Response
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XDR

Centralized 
incident response 

capability 

Normalized & 
enrich data across 
cloud, endpoints, 
network, users & 

applications

Cloud-native 
micro-services 

architecture

Automatic 
detection of 

security events 
from NTA, 

UBA & EBA

Correlation of 
security data & alerts 

into incidents

Integrate with 
any EDR

Gartner’s No. 1 Security 
& Risk Trend for 2020

“XDR solutions are emerging that automatically collect 
and correlate data from multiple security products.”

“The primary goals of an XDR solution are to increase 
detection accuracy and improve security operations 
efficiency and productivity.”

OPEN XDR
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What is XDR? 
▪ Platform that normalizes, correlates telemetry from security products

• Endpoint, network, cloud, email, workspace, SSE

• Centralized data lake for telemetry storage, processing

▪ Unifies security analytics, incident correlation 
• Detection plus Correlation ML, combining weak signals from multiple components 

into stronger signals of malicious intent

▪ Automates data triage, playbooks, hunting
• Centralized command of automated response functions of security products 
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What it should do 
▪ Improve efficiency and effectiveness in Security Operations

• Identify threats, detection and response workflow

▪ Support automation of detection and response of security products
• Endpoints, firewalls, cloud, containers, identity, Email, SASE

▪ Advanced analytics and machine learning
• Attack surface visibility and machine-speed correlation 

▪ Integrate with IT operations and service delivery tools
• ITSM, PMM, PSA



Native XDR
▪ Evolved endpoint centric approach - Forrester
▪ Integrations and cross control response on vendors backplane
▪ Benefits:

▪ Simplify buying, 
▪ Native integrations, 
▪ Vendor consolidation

▪ Risks: 
▪ Vendor lock-in
▪ Competitor integrations

▪ Ideal for smaller, lower operational maturity
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Open XDR
▪ Open Platform – Composable Security 

▪ Integrations with security vendors

▪ Combines key SOC function in platform

▪ Cross control response and ML on Open platform

▪ Benefits:

▪ Any security vendor 

▪ Composable security architecture

▪ Flexibility

▪ Risks: 
▪ Acquisition

LIVE    | 12Washington D.C.



Why Open XDR 

LIVE    | 13Washington D.C.

▪ Onboard any technology

▪ Tool Consolidation

▪ Unifies cross-control response

▪ Reduce Manual Work & SOC Burnout

▪ Composable security architecture



Why Stellar Cyber



Stellar Cyber– NextGen Security Operations 
Platform– See Us @ Stand 6-203
▪ Over 4,000 customers globally

▪ Market leading technology partnerships

▪ 400+ security vendor integrations 
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Stellar Cyber offers 
pervasive protection 
with its XDR platform

Open approach ensured 
investments leveraged

Stellar Cyber 
is a standout for 
XDR projects

Stellar Cyber improves 
SOC efficacy, efficiency 
and productivity

Stellar Cyber short 
listed as top 20 security 
analytics platform

Best Cybersecurity 
Solution 2022

Astor's Gold Award 
Winner 2021

CRN’s Tech Innovator
Award 2021

Editor's Choice XDR
2022

Futuriom 40 - Market 
Leader 2022

TMCNet Cyber Security
Award 2021

https://www.google.com/search?q=sentinel+one+logo&rlz=1C5CHFA_enUS892US892&sxsrf=ALiCzsb9Zf5MG7WPrIHKcXDzu9QeyKampg:1659106759230&tbm=isch&source=iu&ictx=1&vet=1&fir=yqN5a9u3dyQeWM%2CTp1uVzBYjMadVM%2C_%3BiWrmrTk_IbR2TM%2CVmMpJChNu0ztRM%2C_%3B6jZr5YoUcg94yM%2CsyGo2CNqxzz-rM%2C_%3BAAuW-nq0F736-M%2C40ZlZBTBiKAbQM%2C_%3B6ykGs1sgTIv7MM%2CedJZzHoxezEgHM%2C_%3BqIlXeBzXsZFTtM%2CAhvC5XmY4vxamM%2C_%3BxOjcg61YaYnduM%2C9nQVyb60_pSinM%2C_%3BVSY9n-TwQtjPkM%2Ctjoj4q7XEqoopM%2C_%3B-yksnyFVVgih6M%2CsyGo2CNqxzz-rM%2C_%3BjliCiWAOme_0MM%2C_DvyVrXrBRC_lM%2C_%3BAoFG7zpMsqPNgM%2CDYVVSPYfc1XchM%2C_%3B_SNpnIhapiu7zM%2CaTeaaKZyu-HvzM%2C_%3BcO5-_6A8bDrDFM%2C8FPdN6olk1YVFM%2C_%3BDGUoiZe9Tyz9fM%2CDueFhNrm2FiI3M%2C_&usg=AI4_-kRXwM1XXR9EOWg2dqShjrHEYOGc6A&sa=X&ved=2ahUKEwjlyZyorp75AhX3K0QIHTQ3C6gQ9QF6BAgXEAE#imgrc=VSY9n-TwQtjPkM
https://www.google.com/search?q=oracle+logo&rlz=1C5CHFA_enUS892US892&sxsrf=ALiCzsZeP3iBDHwBNlJ82nXiS8_8wzoqZQ:1659106808937&tbm=isch&source=iu&ictx=1&vet=1&fir=rYJTMVK9wHhtdM%2CbBX_t0qlgg5aCM%2C_%3B8_Gc9w-2G9N6YM%2CuvalRNeDN9v-6M%2C_%3BR5_5MF4YCRzoqM%2CNrEgzrt3y-xn5M%2C_%3BuZX9E6g3VA-5vM%2CTd5_NsZvPE7JyM%2C_%3BuzLJ9lky-1DRpM%2C8KyRwGiZ3iLW1M%2C_%3BT-i2E_NEpeeuWM%2CcqH2doL7vry5kM%2C_%3BymrQ77YSX8TyUM%2Cti6LCRnToViErM%2C_%3BNnjWXEoDeWXSQM%2Ckvv5O_BgtkAs4M%2C_%3Bz-UbGOwuCVowiM%2CpcULJYCKm4i04M%2C_%3B3BQMBaBagDvxcM%2CS_fLe-Hv0Zex9M%2C_%3BDKCm9PbVPSBgoM%2CbBX_t0qlgg5aCM%2C_%3BsobG-Wpxm4WEiM%2Ctl9W38Pt3G7-AM%2C_%3BB6CWt1QekqlWoM%2C7t8W46mKGXZJwM%2C_&usg=AI4_-kRg3ik41eKadNSxGdi9WaqwGwLbcA&sa=X&ved=2ahUKEwjFwfa_rp75AhXGD0QIHQ1DDA8Q9QF6BAgEEAE#imgrc=rYJTMVK9wHhtdM


www.stellarcyber.ai
See us @ Stand 6-203
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