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Incident Response Lifecycle
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What’s different in the cloud

The cloud does add an additional layer, the control plane

• Offers a paradigm shift in how environments exist/operate

• Contains additional logs and artifacts to understand and analyze

• Offers much more scalable methods for response 

• Continuous iteration between lifecycle phases
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AWS Cloud – Accounts
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AWS Cloud – Multiple accounts & organizations
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What remains the same

That said, many other incident response tasks remain the same 

• The general process for performing incident response 

• Subject-matter expertise is still critical for being effective 

• Native (OS) logs still need to be monitored, acquired, and analyzed 

• Endpoints still need to be acquired and analyzed
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How cloud-native services are related to the cycle 
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Detection
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Detection using AWS services
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How GuardDuty works
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GuardDuty finding
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GuardDuty findings details
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Analysis
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If we need to do further Analysis
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Investigate using Detective
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Investigate using Detective

16



© 2022, Amazon Web Services, Inc. or its affiliates.

Investigate using Detective
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Summary and conclusion

✓ Cloud-native services enable continuous and iterative progress through 
the threat detection and incident response lifecycle

✓ The entire enterprise landscape can be monitored, (logs) acquired, 

and analyzed

✓ Recovery and remediation is automated

✓ Cloud-native services supporting analysis and SIEM

✓ Quick feedback into the preparation phase



© 2022, Amazon Web Services, Inc. or its affiliates.

Thank you!
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