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“There's just more targets out 
there for bank robbers to hit.”

- Frank Bochte, FBI



3

Network

20% of enterprise 
mobile devices 
experienced a 
network attack

Phishing

75% of phishing 
sites are now 
optimized for 

mobile 

App

42% of 
organizations 

reported 
unauthorized apps 

and resources 
accessing 

enterprise data

Device

466% increase in 
exploited, zero-

day vulnerabilities 
against mobile 

endpoints

Mobile Device Security Risks
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“The growth of mobile platforms 
has resulted in an increase in the 
number of products that actors 
want capabilities for.”

- Maddie Stone & Clement Lecigne, Google Threat Analysis Group, 2021
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DACH Mobile Threats: 2022YTD
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Phases of the Mobile Attack Chain

Delivery

The attacker delivers the 

weaponized malware via a 

phishing email or some other 

medium.

Weaponization

Attackers develop malware by 

leveraging security 

vulnerabilities. 

Reconnaissance

The attacker collects data about 

the target and the tactics for the 

attack. This includes harvesting 

email addresses and gathering 

other information. 

Exploitation

The malicious code is delivered 

into the organization’s system. 

The perimeter is breached here. 

Actions on Objectives

The attacker finally extracts the 

data from the system. 

Command & Control

The attacker gains control over 

the organization’s systems and 

network. 

Installation

A backdoor or remote access 

trojan is installed by the 

malware that provides access to 

the intruder. 
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Malware Installed Through Network

United States

iPhone 10

iOS 12.3.2

Unsecure WiFi Network

Malicious website +15 sec

TLS Downgrade +1 min

+1 minMalicious website 

opened

+5 minSuspicious IPA
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Android Device Compromise
TCP Scan

ARP MitM +3 min

SSL Strip +1 min

+2 minSideloaded App

+2 minAPK Suspected

Turkey

Android 9

Xiaomi 

Redmi Note Pro 8
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Mean Time To Mobile Exploit

Delivery

Weaponization

Reconnaissance

Exploitation

Actions on Objectives

Command & Control

Installation

Breakout Time: 2hrs, 29min
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