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Who Am I

http://hackerone.com
mailto:cdickens@hackerone.com


▪ Part I: Challenge

▪ Part II: HackerOne Solution
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Agenda



Part I: 
Challenge
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HackerOne 2022 Attack Resistance Research

* Source: HackerOne 2022 Attack Resistance Report, ESG6

We surveyed 800+ IT executives to investigate the attack resistance gap
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Key Components of Attack Resistance  

* Source: HackerOne 2022 Attack Resistance Report, ESG

▪ Together, respondents 
believe that 63% of 
their entire attack 
surface is ready to 
resist attack

▪ This leaves an attack 
resistance gap of 37%
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The Modern Attack Surface

Software
you have
deployed

Third party
software
you use

…that you
are aware of …that you 

security test …that you 
security test 
continuously

You hope your vendor does
continuous security testing
of their software.
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* Source: HackerOne 2022 Attack Resistance Report, ESG8



Part II:  
HackerOne Solution
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How Attack Resistance Management Works
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How Attack Resistance Management Works
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The Security Team

The Attack Surface

Security and Talent Management
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How Attack Resistance Management Works
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How Attack Resistance Management Works
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Tomnomnom - The King of Recon
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How Attack Resistance Management Works
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How Attack Resistance Management Works

2121

DEV SEC OPS

Testing and
Triage

Skill and Intel
Development

▪Vulnerability 
Intelligence

▪Scanner Rules

▪Threat 
Modeling

▪Red Team 
Enrichment
▪Developer 
Education

▪Security 
Assessment

▪Pentest

▪Bug Bounty

▪VDP

▪Retest

▪Code Review

IT



Attack Resistance Management Portfolio
ResponseBounty

Continuous Proactive 
Security Testing 

Continuous Vulnerability 
Disclosure

Integrations

Assessments
On-Demand, Time-bound 

Testing

Advisory Services Code Review Triage Services



Ethical Hackers Have Your Back
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220K+
Valid Reports



How Attack Resistance Management Works
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Use Hackers to help you 
find the Pandas in your 
company



26

Visit HackerOne’s stand #7-
514, Hall 7 to discuss your 
security program

Thank You!

Chris Dickens
Solutions Engineer


