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HackerOne 2022 Attack Resistance Research

We surveyed 800+ IT executives to investigate the attack resistance gap
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The 2022 Attack
Resistance Report

A HackerOne Security Survey

Region

50% I United States
17% United Kingdom

16% | France

17% Germany

* Source: HackerOne 2022 Attack Resistance Report, ESG I"laCke rone



Key Components of Attack Resistance

74%

= Together, respondents 45
63%

believe that 63% of
their entire attack
surface is ready to
resist attack

57%

45%

= This leaves an attack
resistance gap of 37%

Total Attack Surface Security Security Security
Manugomontl Testing Testing and Dev
Monitoring Program Tools Team Skills

* Source: HackerOne 2022 Attack Resistance Report, ESG I"laCke rone



The Modern Attack Surface

: ATTACK
Software > zizISTANCE
you have
deployed .that you
are aware of -that you
security test ...tha-t you
security test
continuously
Third party You hope your vendor does SOFTWARE

software continuous security testing > SUPPLY CHAIN
you use of their software. : RISK

& * Source: HackerOne 2022 Attack Resistance Report, ESG I1aCke rone
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How Attack Resistance Management Works

[

Security Talent Reconnaissance Testing and Skilland Intel
Management and Risk Ranking Triage Development

*Recruit Discover =Security *Red Team
Assessment Enrichment

- . =Pentest =Developer
Vet - . Education

=Bug Bounty

=Train

( : »\Vulnerability
Assign R =\/DP Intelligence

=Search and

=Rank =Scanner Rules
sRetest

-Pay ' =Threat
=Code Review Modeling

\

CONTINUOUS TESTING AND IMPROVEMENT
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How Attack Resistance Management Works

DEV SEC OPS IT
______ k. ¥
-------- e

Security Talent
Management

=sRecruit
=Train
/et

=Search and
Assign

=Rank

=Pay
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Security and Talent Management

The Security Team

The Attack Surface
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About Manoel Abreu

manoeit
Manoel Abreu
(manoelt) Master in Software Engineering. OSWE, GCPN.
I have won three HackerOne Capture The Flag:
& 2018 H1-5411 - https://hackerone.com/reports/415682
Srazmi

2019 H1-702 - https:/fhackerone.com/reports/514664
2020 H1-415 - https://hackerone.com/reports/776634

Joined Juty 3014

v Om

Stats  AITime Hacktivity ()
- [M1-4152020] CTF Writeup
7.00 96th 100 2y manoelt to hl-ctf ® Rasoivad - Critcal
Signal Percantiia
- $50 million CTF Writeup
28.50 97th 100 By manoelt to 50m-ctf ® Resolved - Critical
impact Percontile
bX; Remote Code Execution (RCE) In a DoD wabsite
By mancalt to U5, Dept Of Dafense ® Resolved
- 83
2492 - el
Reputation Rank
Certifications

GIAC Cloud Penetration Tester (GCPN)

Issuad May 2022  Expuees May 2026

AWS Certified Cloud Practitioner (AWS Certified Cloud Practitioner)

Issued August 2021 Expires August 2024 - Cortification ID: BSEMSTSBEIRQ1IG1

Offensive Security Web Expert (OSWE)

fssued July 2021  Certification ID: OS-AWAE-40307

EC-Council Certified Ethical Hacker (CEH)

Issusd October 202 Explres September 2024 - Certification ID-ECC1703269348

https://www.hackerone.com/resources/hackerone/hacker-spotlight-Interview-with-

All

bounty awarded 2 yoars 3go

HACKERS AROUND THE GLOBE
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How Attack Resistance Management Works

[

Security Talent Reconnaissance Testing and Skilland Intel
Management and Risk Ranking Triage Development

*Recruit Discover =Security *Red Team
Assessment Enrichment

- . =Pentest =Developer
Vet - . Education

=Bug Bounty

=Train

( : »\Vulnerability
Assign R =\/DP Intelligence

=Search and

=Rank =Scanner Rules
sRetest

-Pay ' =Threat
=Code Review Modeling

\

CONTINUOUS TESTING AND IMPROVEMENT
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How Attack Resistance Management Works

Reconnaissance
and Risk Ranking

Discover
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Attack surface coverage

Filter results by Select an organistation / company

Asset Coverage Overview

21642 301

Assets at risk New assets

| View list l View list |

Tested attack surface

Asset coverage by month

3000

7034

Untested assets

| View list ;

2000

1000

Mar 1 Jni

Known assets Tested assets (scope)

Q

Sept 1

Export PDF | CSV

Select a region / country Last 30 days v By Tags v
Last6 months

352 -

Tested assets

| Viewlist |

Testad assets Known assets Last 6 months «
Submit Month Coverage % Risk
August ‘20 8% Healthy
July'20 2% Risk
June ‘20 % Risk
May ‘20 4% Risk
Apr 20 2% Risk
Mar '20 2% Critical
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Tomnomnom - The King of Recon

TOMNOMNOW

[Pre-Submission][H1-4420-2019] APl access to Phabricator on code.uberinternal.com

N
100 @ from leaked certificate in git repo

By tomnomnom to Uber ® Resolved - Critica

Live Recon and Automation on Shopify’s Bug Bounty Program with

/5 17K G DISLIKE

[ Overview ¢ Aepositories W7 1 Projects @ Packages
hacks Put
MK
L L 1 L 4
assetfinder "«
Fir fomans and subdamains relsted 10 A given domar
Tom Hudson Fo. & W 36n A T Lounse .
tomnomnom
Follow Sponsor
unfurl P
Open-source tool maker, trainer, talker, Pull out bilts uf URLS proviied on sid
[l . - N 1
fixer, eater, not really a sheep. Hefhim., Py 2 64 &
A 8.3k ! vers - 137 fokowin
T sutuK gf Pu
5 Yorkshire, UK %
» A 1 greg [} ¥ )
'H?p,’” OMNOMNOMm.Com
L I o k 3

.

Cr Stars

2, SHARE

200

. DOWNLOAD

D Sponscring 3

Type «

Langusge -

9¢€ CLIP =4 SAVE

Sort -

[1ackerone



eeeeeeeeee



How Attack Resistance Management Works

[

Security Talent Reconnaissance Testing and Skilland Intel
Management and Risk Ranking Triage Development

*Recruit Discover =Security *Red Team
Assessment Enrichment

- . =Pentest =Developer
Vet - . Education

=Bug Bounty

=Train

( : »\Vulnerability
Assign R =\/DP Intelligence

=Search and

=Rank =Scanner Rules
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-Pay ' =Threat
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\

CONTINUOUS TESTING AND IMPROVEMENT
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How Attack Resistance Management Works

SEC
S

~- ~ - .
S = —— Il - —————
____=-> = - -

-

Testing and
Triage

=Security
Assessment

=Pentest
=Bug Bounty
=*VDP
=Retest

sCode Review

Skilland Intel
Development

sRed Team
Enrichment

=Developer
Education

*Vulnerability
Intelligence

=Scanner Rules

*Threat
Modeling
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Attack Resistance Management Portfolio

Bounty Assessments Response
Continuous Proactive On-Demand, Time-bound Continuous Vulnerability
Security Testing Testing Disclosure
' (‘_/ N - )
@ = e - I (== = ,_
Sosne e R = ‘ -
. . f S ..:._- ‘o PO
=0 - e s G i
== e ok
Advisory Services Code Review Triage Services
Integrations
O B < O & 6 13 & . 6
iyt o
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Ethical Hackers Have Your Back

{31 [o1sasios Able to approve admin approval and change effe

ctive status without adding payment details . = bisesh
Participants
ok
blsest ted 4 repart to Reddit State ® Ae
Summary:

) . Reportedto Reddit Managed
In hitps://ads.reddit.com/ you can create campaign under which you can create ads , once you
create new campaign , it is on pending stage and will not be delivered unless you add payment

details and is reviewed by admin and approved according to what it says here Disclosed lune 2¢, 4022 6:05em +0100

https://advertising.reddithelp.com/en/categories/ad-raeview/about-reddits-ad-review-process . Severity [ High (7 - 8.9]

But changing the value of admin_approval to APPROVED and effective_status to ACTIVE ,the adsis

approved and thus we receive the confirmation email from reddit ads that our ads Is approved . Weakness Custness Logic Lrrors I
Bounty $5,000

Impact:

Time spent Nore
Can bypass the review process and change the ads status to approve and active without payment R

Valid Reports

process

54 m H1514 [beerify.shopifycloud.com] Graph i
QL discloses internal beer consumption : @ =it

Participants

SUMMARY BY SHOPIEY ~ -
. w 00 "
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How Attack Resistance Management Works

[

Security Talent Reconnaissance Testing and Skilland Intel
Management and Risk Ranking Triage Development

*Recruit Discover =Security *Red Team
Assessment Enrichment

- . =Pentest =Developer
Vet - . Education

=Bug Bounty

=Train

( : »\Vulnerability
Assign R =\/DP Intelligence

=Search and
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\

CONTINUOUS TESTING AND IMPROVEMENT
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Use Hackers to help you
find the Pandas in your
company
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