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TODAY’S SECURITY CHALLENGES
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:Shifting Left”
INn the Attack Cycle



DNS CAN BE A SECURITY TOOL

y “Secure DNS would re
"' 92% of malware

r. command and ¢
deploying malware on a

Source: https://www.defenseone.com/technology/2020/06/nsa-piloting-secure-domain-name-system-service-defense-contractors/166250/




LEVERAGING THREAT INTEL WITH DNS
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ACTIVITY WITH DNS-BASED SECURITY
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ACTIVITY WITH DNS-BASED SECURITY
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“SHIFTING LEFT” IN THE SECURITY STACK
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“SHIFTING LEFT” IN THE SECURITY STACK

9290

92 O  Reduce malicious requests at the DNS Query

Security Services
Next Gen Advanced Threat Secure Web CASB / Web
Firewall Detection Gateway Security Service

Shifting “protection” left in the activity flow

Block
destination
domain based
on threat intel




Benefits “Shifting Left” with DNS Security o

&

e Increase their capacity, extend their life and improve ROI

e Lower SIEM costs while increasing SecOps efficiency

e Every device uses DNS to resolve destinations before communicating
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