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Story Time

First Ransomware
Evolution

What changed?
What can we learn?

How can we address it?
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What was the First Ransomware Incident?

e 2006
e 1989
e 1996
e 2013

-

ATTENTIONS
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REMEMBER: DONT THY T0 TELL SOME ONE

ADOUT THIS MESSAGE ¥ YOU WANT T0 GEY
YOUR FILES BACKS JUST DO ALL WE TOLD
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Bitcoin (most cheap option)




The First Ransomware - 1989

Dear Customer:

It is time to pay for your software lease from PC Cybory Corporation.
Complete the INUDICE and attach payment for the lease option of your choice.
If you don’t use the printed INUDICE, then be sure to refer to the important
reference numbers below in all correspondence. In return you will receive:

- a renewal software package with easy-to-follow, complete instructions:
- an automatic, =elf-installing diskette that anyome can apply in minutes.

Important reference numbers: AS5599796-2695577-

The price of 365 user applications is US5189. The price of a lease for the
lifetime of your hard disk is US3378. You must enclose a bankers draft,
cashier’s check or international money order payable to PC CYBORG CORPORATION
for the full amount of $189 or $378 with your order. Include your name,
company, address, city, state, country, zip or postal code. Mail your order
to PC Cyborg Corporation, P.0. Box 87-17-44, Panama 7, Panama.

Press ENTER to continue




The First Ransomware - The AIDS Trojan

Delivery Encryption Business
Model

Symmetric Encryption

CEX:
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creen lockers (2010)
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ryptoviral Extortion/Asymmetric Encryption
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Cryptovirology:
Extortion-Based Security Threats and Countermeasures®

Adam Young
Dept. of Computer Science,
Columbia University

Abstract
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RSA Encrypted- GPCode (2006)

) £ HOW TO DICRYPT FILES - Notepad
e ATTENTIONNIN Fle EX Fomat Vew e
11 1 fﬁ“miﬁn'” datab i
A our persona ez (phorto, documents, toxts, databases, cortificaves,
% ALL YOUR PERSONAL FILES WERE ENCRYPTED kwn-Files, videa) have been ancrypted by & very strong cypher RSA-1024, The
ewe WITH A STRONG ALGORYTHM RSA-1024 zf)l";g‘in:l "He-.'. ?;e deleted. vYou can check this by yoursalf - just leak for
&s in a olders.
. AND YOU CAN'T GET AN ACCESS TO THEM There 1s ng gossib\lgy T0 decrypr :’hege f1les w;ghgut 3 ’s‘pecu’lhd:e!crypt =
program! nobody can p you - even don't try to find another mathod or te
. — WITHOUT MAKING OF WHAT WE NEED! any 0;9{. also 3fter n days all encrypted f1les will be completely deleted and
you will h%vc o c{luncahgo gu‘{} bad’.‘ : A for (ba ¢
' RYPT Wi can halp to solve this task for 1208 via wire transfer nk transfer
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g ON YOUR DESKTOP FOR DETAILS for ingoring your message and nothing will be done,
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o full sertal key shown below 1n this "how to..' file on daskrop):
. JUST DO IT AS FAST AS YOU CAN! datafindersfasteall. fm
2 C‘u314566].:‘-'];601163;0“0':1046“0014H;AE.’SCO-(WFC]}%NODO'-O”MO?“COH5:4!850
5 100%02F4858D2 3C24 K01 TOTBSABCAD T7E14CH 14 TOAG2ARED
REMEMBER: DON'T TRY TO TELL SOMEONE 821E864DAE SBFF) 7 3ABGAS00L 0030322 5 5C2EEDEILAIEFACCCEAES201 B4E413 TFEE0BE 77 7CD83D
ABOUT THIS MESSAGE IF YOU WANT TO GET £F431ABTFFIFSB0CIBICFFFS 70BFS14163251 S1EDSF6R228

YOUR FILES BACK! JUST DO ALL WE TOLD. 3




Exfiltrating Ransomware (Late 2010’s)

gz:;‘l’;"ewx:;ﬁi?:f#::zf"ﬂ'"at“’" and Data Exfiltration During a Ransomware
Part 3 In a series on Malware Attack
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Gift Cards/Prepaid Debit

METROPOLITAN

: N 'l POLICE

ATTENTION! ILLEGAL ACTIVITY WAS REVEALED!

0"33”93125

#psysafe o

R e el

) Antrvirns)

Gkamai



Electronic Currencies
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itcoin (2013)

y wi bt repypest|
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Payment for

Choose & comvenent payment method and ok «Neats)

| Bitcoin (most cheap option)
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Gettmg tagd with BEcoin




Delivery
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file delivery
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Archive (72ip, rar, Locky R
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downloader {.vbs)



The “Sneakernet”- 1980’s, 1990’s

(Technically includes modern USB)

IBM PC VIRUS PATTERNS

DATS

destrny IR
Dan Suk oore
Disk ¥iller ISR

Fu Mancho
lcelanalie L)
leslandic )
loslandie (N
itallian~Gan
Itallen

7316

5

€ 1eHp

S\

Offsat

Jwrunsles 2

Lenigh LY
Mistais JIKA CDLA ACFE OXT0 QAND
MIX1 paon

MIX1-2 BROO

Mev Lealard (1) 0400

Sev Jealand (21 gs0n0 B

1701
1704
1704
1704

1168 byras
1200 bytea

1064 bytes
INS4 bBytema

2086 byres COM, 2

658 Lytes
642 byres

uiu
uro
UAS, 1013 bytes
iwr
uru
ozr
R
nes
041

oM,

1800

The folhowing are Bexadecimal patterns of known varses offectisg M PCs and computities. This cam B¢ wed o detect the prosence of the
vieas by the “search™ soutine of did utility peograms sech a The Noeka Ubilities o your [svwurie dok scansing progran (See TH Noy 29

Neen viruves

OBRD bLytes EXE

tytws KXE

The Virus Adventure

Gordon'’s recounting of her first experience with a computer
virus recalls a familiar story - her machine became infected. *1 got
this old X7’ and it was really slow and it kept locking up. 1
thought that something was wrong, and as | had been reading
the Virus echo on Fidoner for a little bit, I realised that I might
have a virus. I downloaded a copy of McAfee Scan. and sure
enough, I had PingPong.B. I followed the instructions, typed
CLEAN, and it was gone. | thought that was great... and the
next day it was back agamn.’

At the time, she had problems convincing those around her that
the problem was real; in 1991, viruses were still very much a
novelty. ‘Nobody believed that | had a virus: they would say
that [ was just making it up, and that nobody got viruses. | was
really upset, because this virus just kept coming back, so 1
wrote to a vendor. “I think I have this temible new virus, and it
won't go away. | would send you a sample, but 1 don’t know
how...™"

Gordon then scanned every file on every disk she owned,
including those for her Tandy CoCo, unzipping every ZIP file -
even though PingPong is a boot sector virus. ‘I wasted about
six weeks before someone on the Virus echo told me “Here. This
is what you really need to do™. That was the start of my virus
adventure, | guess.”

ﬁ
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“Spam” Email and Exploit kits - late 90’s until
today

Your flash player may be out of date

Melissa — The Little Virus
That Could...

lan Whailey
Sophos Plc

Adobe Flash Player
? s » &

CY Vie
Y e
wag

[After this analysis VB gauges IVPC's reaction to Melissa.

3 loc e the Acode Flash Prayer imstader Sarah Gordon s feature also mentions its author. Ed.)

What's new?

e nstaltanon. For a00monal heip, cick
Gaming Saturday 27 March was going to be a quiet day - or at least,
Take your gaming 0 the next jevel witt
Players incredible Stage 30 graphics that was what | thought when | got up at around 8.30am,
esponsive. and INCredibly detased : 4 5
pross weve"e’uen-mum:; After a quick breakfast, | dialled my ISP to retrieve my

emuil and read some news, Shortly afterwards, | was in the

controdiers sO come Qet your game ond
car on the way to the office.

The ke won't be saved wtsmaticaly
* Save
* Saveas
Newsgroups, mailing lists, on-line news services - all were
talking about one thing; a macro virus called Melissa that
was (apparently) causing havoc in North America, Compa-
nies were reported as being effectively forced to stop all
internal and external email in an effort to halt its spread.
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Trojans, Botnets, Multistage Attacks, and Malware

as a Service (2010)
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/ Law Enforcement
Response To Date:

Tolw FBI cases. 390

Alleenpeed loss: $220 milkon

Actunl loss. $70 milkon

Urstod States: 92 charged and 39 aereatod
United Kingdom: 20 srrested and eight search warranls
Ukraine: Fros detsinad and sight séarch warranis
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The Evolution of Ransomware

Delivery

Encryption

Symmetric Encryption

Business Model
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Disrupting the Attackers

Pre- Recon &
Infection During Infection Lateral Detonation
Movement

Spam email Buer Loader/ Steal credentials Escalate Move laterally Recon Active Delete backups Disable Deploy Ryuk
with malicious Bazarand Cobalt privilegestobe  around network Directory protection in
document Strike installed admin user security products
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