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Story Time

● First Ransomware

● Evolution 

● What changed?

● What can we learn?

● How can we address it?
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● 2006

● 1989

● 1996

● 2013

What was the First Ransomware Incident?
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The First Ransomware - 1989
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The First Ransomware - The AIDS Trojan

Delivery Encryption Business 
Model
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Encryption
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Screen lockers (2010)
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Cryptoviral Extortion/Asymmetric Encryption 
(1996)
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RSA Encrypted- GPCode (2006)
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Exfiltrating Ransomware (Late 2010’s)
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Business Model
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Gift Cards/Prepaid Debit 
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Electronic Currencies 
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Bitcoin (2013)
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Delivery
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The “Sneakernet”- 1980’s, 1990’s 
(Technically includes modern USB)
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“Spam” Email and Exploit kits - late 90’s until 
today
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Trojans, Botnets, Multistage Attacks, and Malware 
as a Service (2010)
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The Evolution of Ransomware

Delivery Encryption Business Model
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Disrupting the Attackers

Pre-
Infection

During Infection
Recon & 
Lateral 

Movement
Detonation


