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Strategic Assets have become Digital

Web Apps IoT Code Websites Operational 
Technology Personal Data
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Risk have also become Digital

Web Apps IoT Code Websites Operational 
Technology Personal Data

Fraud schemes Phishing Economic 
Espionage

VIP Targeting Password Attack Ransomware
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Origin
Foreign Supplier — 3rd Party

Context

New, patented technology

Data types
Industrial drawings

Risks
Economic espionage, Ransomware

Assets are digital, Risk are digital.
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Outside exposure keeps rising.

Source: CybelAngel Industry Report 2021 / 2022
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What an attacker needs.
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What an attacker needs.

1. Find a door

Entry point
• a VPN
• an vulnerable RDP
• a misconfigured port
• an unsecured 

shadow asset
• a SaaS software
• a Cloud console
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What an attacker needs.

1. Find a door 2. Open the door

Entry point
• a VPN
• an vulnerable RDP
• a misconfigured port
• an unsecured 

shadow asset
• a SaaS software
• a Cloud console

Access
• A lost key: 

credentials, cookies, 
etc.

• A stolen key: 
phishing campaign, 
etc.

• A broken lock : CVE



Confidential © CybelAngel 2021

What an attacker needs.

1. Find a door 2. Open the door 3. Deploy the attack

Entry point
• a VPN
• an vulnerable RDP
• a misconfigured port
• an unsecured 

shadow asset
• a SaaS software
• a Cloud console

Access
• A lost key: 

credentials, cookies, 
etc.

• A stolen key: 
phishing campaign, 
etc.

• A broken lock : CVE

• A Malware: Conti, 
Ragnar Locker, 
Alumni Locker, etc.

• The ability to 
propagate from 
one endpoint to the 
other 
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What an attacker needs.

1. Find a door 2. Open the door 3. Deploy the attack 4. Disrupt the system

Entry point
• a VPN
• an vulnerable RDP
• a misconfigured port
• an unsecured 

shadow asset
• a SaaS software
• a Cloud console

Access
• A lost key: 

credentials, cookies, 
etc.

• A stolen key: 
phishing campaign, 
etc.

• A broken lock : CVE

• A Malware: Conti, 
Ragnar Locker, 
Alumni Locker, etc.

• The ability to 
propagate from 
one endpoint to the 
other 

• Shutdown systems
• Encrypt data
• Sell the data on the 

Dark Web



Zooming in on Preventive Strategies

Weak 
Entry Door

No Key Required

Ex: Unprotected FTP server

Break The Door

Ex: RDP/VPN exposed to CVEs

Steal a Key

Ex: Phishing campaign

Buy a Key

Ex: Creds for sale on the Dark Web

Re-use Lost Keys

Ex: Unsecure database leaking creds

Business Damage

https://platform.cybelangel.com/#/data-breach/42b12c40-9b35-4290-b390-ef9b4fa40f97
https://platform.cybelangel.com/#/data-breach/42b12c40-9b35-4290-b390-ef9b4fa40f97
https://platform.cybelangel.com/#/asset-discovery/f199e9ed-7f89-4b46-aaa8-4edf32841b58
https://platform.cybelangel.com/#/domain-protection/18a4c177-00f2-47c7-bddc-4ff04b626343
https://platform.cybelangel.com/#/dark-web/1ad86cdc-977c-4c7d-99fd-66c6c79af53d
https://platform.cybelangel.com/#/dark-web/1ad86cdc-977c-4c7d-99fd-66c6c79af53d
https://platform.cybelangel.com/#/credentials/reports/88515ccc-b8d6-4b58-96b5-3648da4c8022


Example 0 — RDP server



Example 1 — Login information



Example 2 — Personal Health Information



Example 3 — Physical Security



Example 3 — Physical Security
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CybelAngel EASMX

Because you can’t protect what you can’t see.

Your
Managed
Perimeter

In-depth IPV4 
& virtual host 
scanning

ML-powered 
filtering

Investigation & 
contextualization

Malicious 
Domain

Post on 
Russian Market

Misconfigured 
RSync

Unsecured 
Database

Data Breach Prevention
Monitor, detect, and secure publicly-accessible 
sensitive data before they are breached.

Sources include:

SMB       FTP(S)       GCS       AWS S3      MySQL

Azure Storage       ElasticSearch       MongoDB

Dark Web Monitoring
Detect and mitigate targeted attacks planned 
on Dark Web forums, messaging apps, etc.

Sources include:

Tor forums       Boards       IRC       

Telegram       Discord                

Sources include:

Domain Protection
Monitor, detect, and take down malicious 
domains to keep your brand secure.

Zone files       Passive DNS feeds       

Certificate transparency logs

Vulnerable RDP

Detect and secure vulnerable shadow services 
before they are hacked.

Sources include:

RDP       TeamViewer       Modbus       Fox              

Bacnet       Dicom       Telnet       Docker               

Asset Discovery & Monitoring

Account Takeover Prevention
Monitor and detect critical credentials 
leaks before they are compromised.

Sources include:

Open databases       Public leaks       Paste sites       

Ransomware gangs       Criminal marketplaces               
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Solving External Risks
through Proactive Security

Early Detection

Prioritization

Remediation

Visualize all of External Attack 
Surface

Scan, Filter, Investigate findings

Assess Breach Likelihood and 
Business Impact with dedicated 
Analyst

Always think end-to-end 
protection

Integrate with your incident 
response processes.



Thank you!
Visit us at 7A-214.

Thomas Garnier, Product Director at CybelAngel
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discover.cybelangel.com/external-risk-preview-report

It’s time to See Beyond.

Start today with a complimentary 
external risk preview report.


