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Let’s get to know each other
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Jeff Hamm

IR Director Cyber Defense Services

▪ 10 Years Incident Response Consultant

▪ 20 Years in Digital Forensics

▪ Assistant professor for cybercrime 
investigation and digital forensics

▪ 15 years law enforcement experience as a 
supervisor, patrolman, and computer 
crime detective

▪ Published contributing author "Digital 
Forensics" (2017 edited by André Årnes)



Ransomware Response
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Introduction
Ransomware Response
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Ransomware attacks haven’t subsided despite efforts to 
shutdown major operational organizations. Defending 
against them in case an attack gets through your defenses 
require preparation – both technical and operationally.

▪ Are the preventable or can you at least mitigate the risk?
▪ Do you hire a professional negotiating firm? 
▪ How do you setup cryptocurrency in the event you need 

to pay the ransom?
▪ When does the clock start running before the attacker 

discloses the breach?

Ransomware response has flipped the script on traditional 
APT investigations.



Technical Incident Response Readiness
Ransomware Response
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Network Alert and Logging
▪ SEIM
▪ Proxy
▪ DNS
▪ DHCP
▪ East-West Logging
▪ Isolation

Endpoint Capabilities
▪ Alerting
▪ Inspection
▪ Isolation
▪ Live Response
▪ Forensic Acquisition

Policies and Procedures
▪ Playbooks
▪ Contacts
▪ Response Examples

IR Team Proficiencies
▪ Ability to Use and Deploy Tools
▪ Authority Matching Responsibility
▪ Communication Skills
▪ Decisiveness



Expanded Teams Incident Response Readiness
Ransomware Response
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▪ Disaster Recovery

▪ Finance

▪ Human Resources

▪ Crisis Communications

▪ Legal Council

▪ Law Enforcement Contacts

▪ Executives

▪ Users/Employees



Lessons Learned
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Case Studies



Disclaimers
Lessons Learned

8TLP: GREEN

A framework that can be used to model attacks and subsequently create 
better detections and prevention.

MITRE ATT&CK Framework1

The case study data is from actual cases but is 
anonymized to protect the victim.

Anonymized Data



Access Brokers
Lessons Learned
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https://redcanary.com/threat-detection-report/threats/socgholish/

• Initial Compromise: 
• User with admin rights browsed to the Internet from a server
• “Drive-By” attack

• Execution: 
• CobaltStrike “adversary simulation”2

• Persistence:
• Attacker gained access to a non-MFA VPN

• Privilege Escalation: 
• Admin / System level privileges obtained on initial compromise

• Defense Evasion: 
• No disk-based backdoors installed
• Process injection into legitimate, signed processes

• Credential Access: 
• Mimikatz

• Discovery: 
• Remote network services from an internal server

• Lateral Movement: 
• PSExec and RDP

• Collection: 
• 7Zip compression from file shares

• Exfiltration: 
• Uploads to anonymous internet file servers

• Command and Control: 
• Multiple domains registered in a short time frame to one “gmail” 

address / account



Native Encryption
Lessons Learned
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• Initial Compromise: 
• Microsoft Exchange Server

• ProxyLog Shell
• Execution: 

• WebShell
• RDP tunneling tool

• Persistence:
• Webshell

• Privilege Escalation: 
• Vulnerability allowed for System level privileges

• Defense Evasion: 
• Waited one year before moving laterally

• Credential Access: 
• ProcDump of the LSASS process

• Discovery: 
• Webshell functionality

• Lateral Movement: 
• RDP through tunneling

• Collection: 
• NONE

• Exfiltration: 
• NONE

• Command and Control: 
• Xhost Cloud Hosting (Netherlands)3



Malware-Less Attacks
Lessons Learned
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• Initial Compromise: 
• Spear-phishing email posing to sales account manager as an 

actual account (minor misspelling in the domain) (Emotet)
• Execution: 

• CobaltStrike
• Persistence:

• Multiple backdoors on servers
• Privilege Escalation: 

• Procdump of the LSASS memory
• Defense Evasion: 

• None
• Credential Access: 

• ProcDump of the LSASS process
• Discovery: 

• Emotet capabilities
• Lateral Movement: 

• Emotet
• Collection: 

• Possible via RCLONE
• Exfiltration: 

• NONE
• Command and Control: 

• Emotet generated domains 



To Pay or Not to Pay
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What is eCurrency?



What is eCurrency?
To Pay or Not to Pay
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“A cryptocurrency is a digital asset that can circulate without the centralized authority of a bank or government.  To date, 
there are more than 20,000 cryptocurrency projects out there that represent the entire $952 billion crypto market.”4

https://coinmarketcap.com October 3, 2022



When does the Clock Start Running?
To Pay or Not to Pay
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As soon as you respond!

!



What is eCurrency?
To Pay or Not to Pay
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▪ A professional communicator that is experienced in negotiating with criminals

▪ Ensure everyone is involved in the discussions – law enforcement, legal council, executives

▪ Some threat actors will not engage with ‘professionals’

▪ Ensure vetting references

▪ A risk that the negotiator may be vested in the ransom
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Will My Insurance Cover an Investigation?
To Pay or Not to Pay
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Will My Insurance Cover an Investigation?
To Pay or Not to Pay

Yes.  But don’t expect handcuffs

https://www.nomoreransom.org/

Engage with corporate counsel before 
making any decisions



Conclusions
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Key Takeaways



Key Takeaways
Conclusions
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▪ Pre-Define a Crisis Communications Team

▪ Validate Cyber Insurance Contracts

▪ Integrate with Disaster Recovery Teams

▪ Plan for Law Enforcement Communications

▪ Ensure the Finance Team is Familiar with Crypto 

Currencies

▪ Effective Response from the Security Team
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Endnotes
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1. https://attack.mitre.org/

2. https://www.cobaltstrike.com/

3. http://isxhost.com/

4. https://www.forbes.com/advisor/investing/cryptocurrency/top-10-cryptocurrencies/



Ransomware Articles
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Impacts to Insurance Providers

• https://www.natlawreview.com/article/ransomware-2022-you-may-be-screwed-without-insurance-it-could-always-be-worse
• https://www.wired.com/story/ransomware-insurance-payments/
• https://www.vanoppenco2.com/insurers-are-reducing-or-dropping-ransomware-coverage-most-companies-lack-a-solid-security-

plan/
• https://www.haxxess.com/cybersecurity-insurance-raising-prices
• https://www.intelligentciso.com/2022/01/05/how-ransomware-is-destabilising-cyber-insurance-and-what-to-do-about-it/

Law Enforcement Efforts

• https://edition.cnn.com/2021/10/04/politics/ransomware-arrests-ukraine/index.html
• https://www.nbcnews.com/tech/security/fbi-tracking-100-active-ransomware-groups-rcna1524
• https://www.technadu.com/six-members-clop-ransomware-group-arrested-ukraine/284275/
• https://arstechnica.com/gadgets/2021/06/a-week-after-arrests-cl0p-ransomware-group-dumps-new-tranche-of-stolen-data/
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Let‘s meet! 


