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What type of problems 
can we solve with a 
Quantum Computer 

Moore Vs. Amdahl 

Large data set problems

Needle in haystack problems

-----------------------------------

Protein mapping and drug interaction

Earlier detection of cancer  







Consolidate and expand global 
scientific leadership

Kick-start a competitive European 
quantum industry

Make Europe attractive for 
innovation & investments







What are the properties of a quantum computer?
Current computers use bits but quantum computers use qubits.



▪ It thus appears that one particle of an 

entangled pair "knows" what measurement 

has been performed on the other, and with 

what outcome, even though there is no 

known means for such information to be 

communicated between the particles, which 

at the time of measurement may be 

separated by arbitrarily large distances

▪ Its entanglement that gives quantum 

computing the ability to scale exponentially, 

as 2 entangled qubits can represent 4 states. 

The more linked qubits, the exponential 

increase in states and thus computing power.  

▪ 𝟐𝒏 states 

Entanglement



Fragility & No Cloning 

Src - IBM



❖ Cryptography is based on 2 difficult 
math problems: 
❖ Integer Factorization 

❖ Discrete Log 

❖ The strength of  a one way function 
depends on the time needed to 
reverse it

❖ Meet Shor & Grover!

Quantum computing 
threat to cryptography 



Requirements for individual 
privacy and global security 

❖ Secure Hardware

❖ Secure Operating Systems

❖ Secure Protocols 

❖ Secure Applications

❖ Strong Cryptography

❖ Solid understanding of what you 
need to protect and from whom



What can go wrong?

1
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Traffic Analysis



Arguments to weaken, ban, cryptography

Balancing equities 
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• Cryptographic Export Restrictions

• Key Escrow Demands / Golden Key  

• Key Management Considerations

• Enforcing Weakness / Algorithms

• Alternatives for Law Enforcement -
Vulnerabilities and Zero Days ; Client 
Side Scanning   



Power, Potential & 
Threat of a quantum 
computer
❖ How long do we need to keep our 

encryption secure?

❖ How long before there is a viable 
quantum computer that breaks our 
secrets?

❖ How long will we need to transition our 
network and systems to one that is 
quantum safe?

❖How long do we need to keep our 
encryption secure?

❖How long before there is a viable 
quantum computer that breaks our 
secrets?

❖How long will we need to transition 
our network and systems to one 
that is quantum safe?

Power, Potential & Threat 
of a quantum computer



WHEN?



Prioritizing Important before its Urgent 
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Capture Now, Decrypt later

The predictive force of old secrets means that you can not only see what you have done, but 
what you’re planning on doing



❖ Increase Key Length of 

Current Crypto used 

❖ Investigate options for 

Quantum Key 

Distribution

❖ Investigate Post 

Quantum Algorithms

Phased plan of defense 



Impact ? 



Quantum 
Key 
Distribution 



QKD -



KPN’s Quantum leap with IDQuantique



NL Quantum Internet Backbone



NL Quantum Internet Backbone – Step 1 – Delft & DH 
QUTECH - TUDELFT



Free Space QKD





• Onto Round 4 -

Post Quantum Crytographic Algorithms
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SIKE! 



Readying 
implementation 
for Daily Use



Post Quantum 
Cryptography
❖ Candidate Algorithms 

❖ Cost/ Benefit Analysis

❖ Start now!

❖ Think it through 

❖ Start Failing early  

Post Quantum 
Cryptography

❖Inventory of crypto assets

❖Think it through for 
implementation readiness

❖Look for crypto agility and 
opportunities

❖Create Policies for 
innovation areas

❖Engage with HW & SW 
vendors

❖Supplier Security Annex 

❖Start Failing early ! 



2016 - China launched the world’s 1st

Quantum Communications Satellite
“China is completely capable of making full use 
of quantum communications in a regional war. 
The direction of development in the future calls 
for using relay satellites to realize quantum 
communications and control that covers the 
entire army.”

Professor Pan Jianwei

University of Science and Technology of China

+10bn QIS  +AliBaba



Micius -



• Bridge between terrestrial repeaters

• Additional Gains ( C, I, A ) 

• Mitigating risks?

• Finding the right use cases 

Space Based QKD
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Final Presentation

Qritical



Threat Models are changing

A-SAT & other, more recent events
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For  Sharing Infrastructure ?

3
7

FOR INTERCONNECT & BILLING  ?



Supply 
Chain 

Security 

Crypto 
Agility 

(Cyber) 
Resilience

Lots of moving parts… 



Starlink & Amara’s Law

39



All truth passes through three stages. 

First, it is ridiculed. Second, it is 

violently opposed. Third, it is 

accepted as being self-evident.

Arthur Schopenhauer

https://www.brainyquote.com/authors/arthur-schopenhauer-quotes
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