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About me:

* 42vyearsold
® 10years|T Security
® Business Development for Pentesting Services
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I he current challenges
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Vulnerability-Centric Security isFailing

>5%

Have an exploit and were actively exploited by attackers

~1%

Number of security vulnerabilities actively exploited by Ransomware groups

15,000+

New vulnerabilities discovered yearly

CVSS PRIORITY: 5.5
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Key Challenges

Where do you start? Which one do you focus on first? Which impacts you the most?

VISIBILITY GAP

What Organizations Know
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What Attackers See
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PRIORITIZATION GAP

False Remediation
Prioritization (CVSS)
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What Attackers Exploit

VALIDATION GAP

Vulnerability Confirmed

A

'H"H'H""H'"H"

Impact Confirmed
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Inability to assure continuous security efficacy Against a
growing attack surface

ATTACK
SURFACE

+ Assets

+ Vulnerabilities & Exposures
+ Attack Surface

+ Security Controls

+ Threat Landscape

T ? Security Efficacy & Cyber Risk
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We perform
penetration test
or red teaming
activities

_ POINT-IN-TIME
~ SNAPSHOT
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dr, we buy a lot of tools
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Do Your Cyber Defenses Truly Work Today
Against The Latest Threats?

PENTERA CORE PENTERA SURFACE
Security Monitoring External Perimeter Controls
SIEM/XBR/SOAR IDS/IPS/WAF

Endpoint & Network Controls Remote Access

EDR/NDR/XDR S NS VPN
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How confident are you - with the question am | ready?

Unfortunately,
assumptions are
different from reality.
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Still unable to assure the security efficacy 24/ 7/

Network policy
change

Risk M&A activity /

level Additional hosts
in network

—

Time
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'm here to tell you about a new way
to validate your cybersecurity
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A safe way to test

vour Attack Surface
continuously and ¢
automatically XX

With safe real-life
Attacker tactics
& techniques
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Why Pentera Automated Security Validation

08

g(fé? Discovery  Exploitation
o O

Validate security program
(not just controls)

e Agentless assets discovery
e Expose vulnerabilities

e Safe-by-design exploitation
e [rue-risk prioritization

e Guided remediation

f.

Post-Exploitation Prioritization Remediation

| L]

Complete attack operation
From discovery to remediation

e Reduce time-to-remediate
e Understand true risk & impact
e |[dentify and block the attacker next step
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First, we had only Pentera Core
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Agentless
Network plug & play
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No simulation.
- thical exploits

Measure attack readiness
with minimum false positives




| PENTERA

Safe & controlled

security validation
#Uo-No-Harm
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Instant & act

onable Report

I3 PENTERA I3 PENTERA

MITRE ATTACK map 88 Vumneratdities

D rntbinm T .
netration fest

Detailed Report

PENTERA

I3 PENTERA

I3 PENTERA

Hosts Fladings
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Attack for AT T &CK

Validate security control efficacy by using the same
tactics and techniques adversaries do
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Trusted worldwide
>250

Employees

2015

Founded

19

Verticals

45

Countries

>600

Customers
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Forademo or more information,
come visit us at booth 7-231(Hall 7)




