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Most Security Real Estate Has Been Redesigned, Except…
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Shift Left in Detection and Response

Increased Efficiency with less Clean Up



4% - 35% 5% - 70% 4% - 28% 24% - 28%

How much does the attack surface change over a month?



The Problem: Too Much Info, Too Many Silos, Not Enough Insight
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1Forrester, The 2021 State of Security Operations 2The State of SOAR Report  32022 Ponemon report



EDR and SIEM Products Have Not Adequately Solved the Problem
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XDR is designed to increase SOC efficiency
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SIEM Detection
● Static Correlation Rules only 

triggered if all criteria is met 
(if, then, else conditions)

Detection
● Data Stitching to tell the 

complete attack story 
“Causality Chain”

Investigations
● Lack of analytics means 

investigations are manual to 
put alerts in context

Investigations
● Complete Incident, instead 

of multiple Alerts 
● Build-in analytics will stitch 

anomalies over multiple days
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Cortex XSIAM
The Autonomous Security Platform 
Powering the Modern SOC.

© 2022 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.



We Need to Transition to Analyst-Assisted Security Operations
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Cortex: A Path to the Automated SOC
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Cortex XSIAM 
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XSIAM: THE AI-DRIVEN SOC PLATFORM FOR THE MODERN SOC



Palo Alto Networks SOC: Industry-leading 1 min response time
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Thank you

paloaltonetworks.com


