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Cyber resilience
IS a strategy.

A high-level holistic strategy that includes
cyber security standards, guidelines,
people, business processes and
technology solutions.

Example: NIST Cybersecurity Framework
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https://www.nist.gov/cyberframework
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Cyber Recovery
IS a solution.

A data protection solution that isolates
business-critical data away from attack
surfaces.

Critical data is stored immutably in

a hardened vault enabling recovery
with assured data availability, integrity
and confidentiality.
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NIST Cyber Security Framework

A high-level holistic strategy that helps organisations:
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Cyber Attack Ziel: ... die Datensicherungen
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Cyber Recovery Requirements

Modern threats require modern solutions

Isolation

Physical & logical
separation of data

Immutability

Preserve original
integrity of data

Intelligence

ML & analytics
identify threats
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Cyber Recovery Vault
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Seperation

Air Gap



PowerProtect Cyber Recovery

Data Vaulting For Critical Data
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How CyberSense Works

Machine learning enables early detection & rapid recovery from a cyber attack

SECURITY CORRUPTION _

ANALYTICS DETECTED e
200+ statistics indicative e s e Attack vector notification
of cyber attack activity is detected

« Ransomware detection
» Corrupted file details
» Data changes / deletions

 Breached user accounts

 Breached executables

COMPREHENSIVE MACHINE POST ATTACK
INDEX LEARNING FORENSICS  Last good backup copy
Changes in Trained on thousands of trojans Detailed reports, including last
content over time and attack vectors good backups for rapid recovery
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Compare: CyberSense vs. “Basic” Analytics

Machine learning enables early detection & rapid recovery within the Cyber Recovery vault

CyberSense: Basic Analytics:
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