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A tough choice?

or
the sovereignty but also the convenience but also
the overhead & inadequacies the communality & dependency
of on-premises of the public cloud
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It’s more than just On-Premises or Public Cloud!

Private/Intern  {(

IT resources are provided as a
service via the intranet

Customer
Data Center

Customer
Data Center

(Managed)

Classical Private Cloud
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Hybrid/Mixed » Public/Extern

IT provisioning is provided as a IT resources are provided “as-a-
service Service” via the Internet

Customer | Customer V=Tg

A B N

Customer

Shared Public
Cloud Services Cloud Services
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How? With the right cloud technology stack (parts)!

B Every digital solution such as an application or a
project depends on a technology stack.

®m A technology stack is the collection of all the
technology required to make “something digital”
work.

B This technology can be modelled as an architecture
— commonly a vertical build of layers (a “stack™).
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Software-defined

Hardware-based

|

Technology Stack

Use
Operate
Integrate

Services

Applications
Middleware
Environment
Operating System
Virtualization
Storage

Computing

sjusuoduwio)

Networking

Systems & Devices

Architecture

Managed Service

Solution
(as-a-Service)

Software
(aa$)

Platform
(aa$)

Infrastructure
(aa$)

Hardware (aaS)



Example 1: Infrastructure as a Service

Infrastructure for
cloud-native platforms

laasS solution based on SecuStack, a
security hardened Open Stack — the
open source cloud operating
system.
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(G

Own Software (as-a-Service)
offering

Own platform, i.e. self-
managed Kubernetes

SecuStack Infrastructure
(provided and optionally also
operated by secunet)

SecuStack Titan, SysEleven
machines or own hardware,
on-premises (or hosted)

Use
Operate
Integrate

Services

Applications

Middleware

Environment

Operating System

Virtualization
Storage

Computing

sjusuoduwo)d

Networking

Systems & Devices

Managed Service

Solution
(as-a-Service)

Software
(aa$)

Platform
(aa$)

Infrastructure
(aaS)

Hardware (aaS)



Example 2: Platform for Software as a Service

Multi-cloud platform

Managed Kubernetes multi-cloud
platform with GitOps building
blocks, lifecycle management and
best practices.
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Eleven

Eleven

Eleven

SysEleven MetaKube
Accelerator as GitOps
platform:

= Building block catalog
= GitLab as a Service

= Container Registry

SysEleven MetaKube Core as
fully automated Kubernetes
+ multi-cloud connector
(OpenStack, AWS and Azure)

SecuStack Infrastructure
(provided and optionally also
operated by secunet)

SecuStack Titan, SysEleven
machines or own hardware,
on-premises (or hosted)

Use
Operate
Integrate

Services

Applications

Middleware

Environment
Operating System

Virtualization

Storage

Computing

sjusuodwo)

Networking

Systems & Devices

Managed Service

Solution
(as-a-Service)

Software
(aa$)

Platform
(aa$)

Infrastructure
(aa$)

Hardware (aaS)



Example 3: Managed Private Cloud

Eleven
Eleven
Best practice private cloud Eleven
Fully managed private cloud with
24/7 operations, support and S
lifecycle management. E
Eleven
S
=
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SysEleven MetaKube Operator
as fully managed container
solution:

= 24/7 operations

= Lifecycle management

SysEleven MetaKube
Accelerator as GitOps
platform:

= Building block catalog
= GitLab as a Service

= Container Registry

SysEleven MetaKube Core as
fully automated Kubernetes
+ multi-cloud connector
(OpenStack, AWS and Azure)

SecuStack Infrastructure
(provided and optionally also
operated by secunet)

SecuStack Titan, SysEleven
machines or own hardware,
on-premises (or hosted)

Use

Operate

Integrate
Services
Applications
Middleware
Environment

Operating System

Virtualization
Storage

Computing

sjusuodwo)

Networking

Systems & Devices

Managed Service

Solution
(as-a-Service)

Software
(aa$)

Platform
(aa$)

Infrastructure
(aaS)

Hardware (aaS)



Core aspects

I,':‘\

Trustworthy

®m Developed with a strong focus on
and track record in security and
(official) trust

B Being certified according to
highest security standards
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Sovereign

B |Less dependence on individual

market players

m Expert implementation of
matured (open-source)
technology

Perfect Fit

B Multiple operating modes
(including multi-cloud)

B Compliant with relevant current
and future regulations



Use Case: Trustworthy, sovereign and fitting laaS

Infrastructure for
cloud-native platforms

laas$ solution based on SecuStack, a
security hardened Open Stack — the
open source cloud operating
system.
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Services

Own Software (as-a-Service)

offering Applications

Middleware

Own platform, i.e. self- Environment

managed Kubernetes

Operating System
Virtualization
Storage

Computing

sjusuoduiod

Networking

Systems & Devices

Managed Service
Solution

(as-a-Service)

Software
(aaS)

Platform
(aa$)




Let’s talk: (Managed) Private Cloud with SecuStack
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Private/Intern  {(

IT resources are provided as a
service via the intranet

Customer
Data Center

Customer
Data Center

(Managed)

Classical Private Cloud
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Hybrid/Mixed » Public/Extern

IT provisioning is provided as a IT resources are provided “as-a-
service Service” via the Internet

Customer | Customer V=Tg

A B N

Customer

Shared Public
Cloud Services Cloud Services
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SecuStack Titan

Ready-to-use cloud solution

1

Pre-configured cloud solution combining
hardware and software

Comes with highest security standards
Multiple mechanisms for tenant separation
Compatible to OpenStack API

Scales to meet specific requirements

Optional: Offline operation mode for the
most critical applications

Optional: Increased energy efficiency
through liquid-cooled hardware and
recovery of waste heat
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In cooperation
with:

< NVIDIA.
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Contact me for
specific
Infrastructure-as-
a-Service projects!

Contact me for
general
cloud technology &
solution talks!

™

| | | |
Jan.Tiedemann@secunet.com Florian.Veit@secunet.com

| | | | . |
| | | |
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Director Cloud
Team Lead Cloud & Werkbank (IsecuStqch)

Cloud Solution Architect




