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Scales are tipped in attackers’ favor.

DIGITAL 
TRANSFORMATION

NO 
PERIMETER

NOISE & 
COMPLEXITY

RESOURCE & 
SKILLS GAP

Teams don’t have time to do it all.
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What if it could be different?
Less noise. More time. Faster detection and response.
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The right detection and response
approach can help.

Relevant insights, not aggregated noise.
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MDR Threat Command

24/7 Global 
SOC Expertise

Unified Next-Gen 
SIEM & XDR

External Threat 
Intelligence & Response

Accelerated Response & 
Connected Ecosystem

Crowdsourced
DFIR

XDR
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InsightIDR Architecture

● User Behavior Analytics

● Attacker Behavior 
Analytics

● Machine Learning

● Correlation and 
Attribution

TLS

Insight 
Collectors

Active Directory, DNS, 
DHCP, LDAP

On-premises 
endpoints

Users and 
applications

Deception technology

Existing security 
solutions, alerts, and 

events

Enterprise cloud 
apps 

Remote endpoints

Network traffic
Insight 

Network 
Sensor

Cloud hosted 
environments

SOAR
R7 Orchestrator & 
APIs

A

Insight Cloud

A
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13 Months Data Retention

Log Search

Dashboards & Reporting

ABA

EDR

NDR

Cloud D&R

UEBA

IOCs

Custom Alerts & Policy 
Violations

Deception 

FIM

Investigations

Playbooks & 
Recommendations

Automation 

Unmatched Signal-to-Noise

Always-up-to-date library of 
known and unknown threats -
vetted by MDR SOC experts.

● Ingestion
● Enrichment
● Correlation
● Analysis

Natively-Cloud Scale
● Universal Insight Agent
● Insight Network 
Sensor
● Collectors
● APIs

Alerts, Alarms, 
Events

User Activity

User Context

Endpoint

Custom Data

Network 
Traffic

Endpoint

Logs

Network

Technology 
Partners

UNIFY

Cloud

Detect Faster. Respond Smarter. Secure 
Everywhere.

COLLECTI

Threat Intelligence Expertise

Unique intel from R7 open source 
community and services, as well as 

external attack surface intel via

Accelerated Response with 
Automation

In-depth SOAR capabilities powered 
by to accelerate 

response and optimize your SOC.

Rapid7 insightIDRR
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User Management & Phishing 
Investigations

Threat Intelligence & Alert 
Enrichment

Network & Endpoint 
Containment

Bi-Directional Ticketing & 
Incident Tracking

Find out more → extensions.rapid7.com

Plugin Integrations With insightIDR

https://extensions.rapid7.com/
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Use Case InsightIDR InsightConnect

Contain Endpoints

Contain Users

Custom Escalation Pathways & 
Approval Chains

Enrich with Threat Intel

Block Senders

Block IPs with Firewall

Blacklist Hash

Create & Manage Incident Tickets

+
+

+

+

Use Cases for SOC Automation

+
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Automation Playbook

Take your SOC to the next level with SOAR!

Auto-Enrich Alerts
Customize Alerting & 
Escalation Pathways

Auto-Contain Threats

+ + +
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Auto-Enrich Alerts InsightIDR 
Alert on 

Superhuman 
Login

VirusTotal 
Lookup of IP

What was the IP 
reputation?

Block IP at 
Firewall

Let Machines Do The Heavy Lifting

Eliminate the manual effort it takes to enrich indicators in your SIEM

alerts. By the time you get to investigating, all hashes, IP addresses,

domains, and more will have already been cross-checked across several

threat intelligence sources.

Reduce Alert Fatigue

Have InsightConnect do the hard work of aggregating threat intel and data 

correlation to bubble up suspicious alerts and reduce false positives. 

Connect as many threat intel sources you need to arm your analysts with 

the right information to be lethal.

and more...

Close
Alert

Confirmation 
Message
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Customize Alerting & 
Escalation Pathways

InsightIDR 
Alert on 

Credential 
Harvesting

Fire 
Pagerduty 

Alert

Make Decision 
from Slack

Suspend 
User

Next Level Your Security Processes

Work the way your team wants to! Define different communication &

approval chains based on the type or severity of alert. Automate as you go

and systematically cut your alert queue down by eliminating false positives

and building a playbook for every situation.

Take Your Work on the Go

Maintain 24/7 uptime with tools like Microsoft Teams, Slack, or Pagerduty 

without having to be physically present in the SOC. Make it easier for your 

team to respond to alerts without staring at a screen.

and more...

Close
Alert

Confirmation 
Message



16

Auto-Contain Threats InsightIDR 
Alert on 

Ransomware

Lookup Hash

Make Decision 
from Slack

Quarantine 
Asset with 

Insight 
Agent

Drop your Meantime to Containment

Give your teams a leg up on attackers by containing threats immediately
after they are discovered. Be proactive about defense by taking action if a
team member is unable to make the call in a timely manner.

Stop Attackers at Multiple Layers

Orchestrate your entire stack to stop attackers at every turn! Leverage 

integrations with EDR, Firewall, and IAM tools to block IP addresses, ban 

hashes, and quarantine assets before threats have the ability to spread 

throughout your organization.

and more...

Close
Investigation

Confirmation 
Message
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Eradicate & Mitigate Threats InsightIDR 
Alert on 

Ransomware

Lookup File 
Hash

Automated 
Decision

Quarantine 
Asset

Drop your Meantime to Containment

Give your teams a leg up on attackers by containing threats immediately
after they are discovered. Be proactive about defense by taking action if a
team member is unable to make the call in a timely manner.

Stop Attackers at Multiple Layers

Orchestrate your entire stack to stop attackers at every turn! Leverage 

integrations with EDR, Firewall, and IAM tools to block IP addresses, ban 

hashes, and quarantine assets before threats have the ability to spread 

throughout your organization.

and more...

Close
Investigation

Kill Process
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Connect Security & IT InsightIDR 
Alert on User 

first time 
login

Create Ticket

Determine 
Response

Close Alert

Streamline Operations

Improve cross team collaboration with other business units by tagging

them in on tasks that may be outside of your role or responsibilities.

Create, track, and get notified when tasks are closed by building in actions

with your ITSM solution with SOAR.

Track the Incident Lifecycle 

Build in compliance strategies to your automated workflows by adding 

actions to create, update, and transaction tickets as the alert at hand 

advances to an incident, or just confirming a false positive. Either way, 

gather all of the tails needed to stay within your organization’s regulations.

and more...

Disable 
User

Transition 
ticket to 

Close
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Suspicious 
Endpoint 

Containment 

Confirm Multi-
Country Auth

Distributed Alerting

Push Updates to 
Firewall

Automated 
Assignment of High 
Risk Investigations

Off Hours Alert 
Response

Alert Data 
Enrichment

And Much More!

Top Use Cases Customers are Automating Today



20

Comprehensive security
that powers your business.

Technology 

Best-in-Class Portfolio

Unified Platform Services

Plug and Play Integrations

Intelligent Automation

Expertise 

Security Research

Open Source Community

Differentiators

Flexible Product and Managed 
Services Mix 

Time to Value

Vendor Consolidation

20
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Thank You.
Halle: 7

Stand: 529


